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1. Introduction
<Introduction part (optional)>

2. Reason for Change
This pCR describes Error handling. It uses the same principle as TS 29.502 and TS 29.510. On failure, the AUSF replies with an appropriate HTTP status Code (400, 403, 404, 500 or 504) and the Error message contains a ProblemDetails IE with one of the cause value defined in the Table 6.1.7.3.1.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.509 v 1.1.0.
*******
*******
* * * First Change * * * *

5.2.2.2.2
5G AKA 

In this procedure, the NF Service Consumer (AMF) requests the authentication of the UE by providing UE related information and the serving network name and the 5G AKA is selected. The NF Service Consumer (AMF) shall then return to the AUSF the result received from the UE:
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Figure 5.2.2.2.2-1: 5G AKA
1.
The AMF shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id and the Serving Network Name.
2a.
On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource created and the "Location" header shall contain the URI of the created resource (e.g. .../v1/ue_authentications/{authCtxId}). The AUSF generates a sub-resource "5g-aka-confirmation". The AUSF shall provide an hypermedia "link" towards this sub-resource in the payload to indicate to the AMF where it shall send a PUT for the confirmation.
2b.
On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1. If the serving network is not authorized, the AUSF shall use the SERVING_NETWORK_NOT_AUTHORIZED "cause".
3.
The AMF replies to the AUSF with the UE reply to the AMF i.e. the "RES*". Based on the relation type, the AMF deduces that it shall send a PUT with the "RES*" to the link provided by the AUSF or derived by itself.
4a.
On success, "200 OK" shall be returned.
4b.
On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.

* * * Second Change * * * *

5.2.2.2.3.2
EAP method: EAP-AKA'

EAP-AKA' is the EAP method used in this procedure



[image: image4.emf]NF Service 

Consumer

AUSF

1. POST .../ue-authentications (AuthenticationInfo)

2. 201 Created (UEAuthCtx)

3. POST …/ue-authentications/{authCtxId}/eap-session (EapSession)

4a. 200 OK (EapSession)

6a. 200 OK (EapSession)

5. POST …/ue-authentications/{authCtxId}/eap-session (EapSession)

2b. 4xx/5xx (ProblemDetails)

4b. 4xx/5xx (ProblemDetails)

6b. 4xx/5xx (ProblemDetails)


Figure 5.2.2.2.3-1: EAP-based authentication with EAP-AKA' method

1.
The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id, Serving Network Name.
2a.
On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource generated and the "Location" header shall contain the URI of the generated resource (e.g. .../v1/ue_authentications/{authCtxId}/eap-session). The AUSF generates a sub-resource "eap-session". The AUSF shall provide an hypermedia "link" towards this sub-resource in the payload to indicate to the AMF where it shall send a POST containing the EAP packet response. The body payload shall also contain the EAP packet EAP-Request/AKA'-Challenge
2b.
On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1. In particular, if the serving network is not authorized, the AUSF shall use the "Cause" SERVING_NETWORK_NOT_AUTHORIZED.
3.
Based on the relation type, the NF Service Consumer (AMF) shall send a POST request including the EAP-Response/AKA' Challenge received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).
4a.
On success, and if the AUSF and the UE have indicated the use of protected successful result indications as in IETF RFC 5448 [9], the AUSF shall reply with an HTTP message containing the EAP Request/AKA' Notification and a link towards the sub-resource "eap-session".
4b.
On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
Editor's Note: the condition is taken from 3GPP TS 33.402 and not from 3GPP TS 33.501 and is subject to change.

Editor's Note: the HTTP status code to be used in the reply from the AUSF to the AMF is FFS.

NOTE: Steps 4 to 5 are optional.

5.
The NF Service Consumer (AMF) shall send a POST request including the EAP Response/AKA' Notification received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumser (AMF).

6a.
If the EAP authentication exchange is successfully completed (with or without the optional Notification Request/Response messages exchange), "200 OK" shall be returned to the NF Service Consumer (AMF). The payload shall contain the result of the authentication, an EAP success/failure and the Kseaf if the authentication is successful.
6b.
On failure, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.

* * * Next Change * * * *

6.1.7.3
Application Errors

The application errors defined for the Nausf_UEAuthentication service are listed in Table 6.1.7.3-1.

Table 6.1.7.3-1: Application errors

	Application Error
	HTTP status code
	Description

	INVALID_MSG_FORMAT
	400 Bad Request
	The request has an invalid format.

	MANDAT_IE_INCORRECT
	400 Bad Request
	A mandatory or conditional IE was received with a semantically incorrect value.

	MANDAT_IE_MISSING
	400 Bad Request
	A mandatory or conditional IE is missing in the request.

	SERVING_NETWORK_NOT_AUTHORIZED
	403 Forbidden
	The serving network is not authorized.

	UNSPECIFIED
	403 Forbidden
	The request is rejected due to unspecified reasons.

	CONTEXT_NOT_FOUND
	404 Not Found
	The AUSF cannot found the resource corresponding to the URI provided by the NF Service Consumer.

	SYSTEM_FAILURE
	500 Internal Server Error
	This indicates a generic error condition in the AUSF.

	INSUFFIC_RES
	500 Internal Server Error
	The request cannot be provided due to insufficient resources.

	
	503 Service Unavailable
	The AUSF cannot process the request due to a temporarily overload or service maintenance.

	PEER_NOT_RESPONDING
	504 Gateway Timeout
	No response is received from a remote peer, e.g. from the UDM

	NETWORK_FAILURE
	504 Gateway Timeout
	The request is rejected due to a network problem.


* * * End of Changes * * * *
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