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1. Introduction
<Introduction part (optional)>

2. Reason for Change
EAP-AKA' and 5G-AKA are the two authentication methods that are mandatory to support. However, the Annex B of TS 33.501 describes the use of EAP-TLS for private networks.
The goal of this pCR is thus to make the Nudm_authentication service more generic and to not mandate the generation of an Authentication Vector each time the AUSF requests Authentication Information.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.503 v0.6.0
*******
*******
* * * First Change * * * *

5.4.2.1
Introduction

For the Nudm_UEAuthentication service the following service operation is defined:

-
Get

-
 ResultConfirmation

The Nudm_UEAuthentication service is used by the AUSF to request the UDM to select an authentication method, calculate a fresh authentication vector (AV) if required for the selected method, and provide it to the AUSF by means of the Get service operation. See 3GPP TS 33.501 [6] subclause 9.7.2.1. 
The Nudm_UEAuthentication service is also used by the AUSF to inform the UDM about the occurrence of a successful or unsuccessful authentication by means of the ResultConfirmation service operation. See3GPP TS 33.501 [6] subclause 9.7.3.1.

* * * Next Change * * * *

5.4.2.2.1
General

The following procedure using the Get service operation is supported:

-
Authentication Information Retrieval
5.4.2.2.2
Authentication Information Retrieval
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves authentication informationfor the UE from the UDM (see also 3GPP TS 33.501 [6] subclause 6.1.2). The request contains the UE's identity (supi or suci), the serving network name,  and may contain resynchronization info.
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Figure 5.4.2.2.2-1: NF service consumer requesting authentication information
1.
The NF service consumer sends a POST request (custom method: generate-auth-data) to the resource representing the UE's security information. 

2.
The UDM responds with "200 OK" with the message body containing the authentication data information. 
* * * Next Change * * * *

6.3.3.1
Overview

Figure 6.3.3.1-1 describes the resources supported by the Nudm_UEAU API.
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Figure 6.3.3.1-1: Resource URI structure of the nudm_ueau API

Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 6.3.3.1-1: Resources and methods overview

	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	SecurityInformation
(Custom operation)
	/{supiOrSuci}/security-information/generate-auth-data
	generate-auth-data (POST)
	If the variable {supiOrSuci} takes the value of a SUCI, the UDM calculates the corresponding SUPI. The UDM calculates a fresh authentication vector based on the received information and the stored security information for the SUPI if 5G-AKA or EAP-AKA' is selected. Otherwise, UDM provides corresponding authentication information.

	AuthEvents
(Collection)
	/{supi}/auth-events
	POST
	Create an Authentication Event


* * * Next Change * * * *

6.3.3.2.4
Resource Custom Operations

6.3.3.2.4.1
Overview
Table 6.3.3.2.4.1-1: Custom operations
	Custom operaration URI
	Mapped HTTP method
	Description

	/generate-auth-data
	POST
	Select the authentication method and calculate a fresh AV if 5G-AKA or EAP-AKA' is selected or provides corresponding authentication information.


6.3.3.2.4.2
Operation: generate-auth-data
6.3.3.2.4.2.1
Description

This custom operation is used by the NF service consumer (AUSF) to request authentication information data for the SUPI/SUCI from the UDM. If SUCI is provided, the UDM calculates the SUPI from the SUCI (see 3GPP TS 33.501 [6]). The UDM calculates an authentication vector taking into account the information received from the NF service consumer (AUSF) and the current representation of this resource if 5G AKA or EAP-AKA' is selected. For details see 3GPP TS 33.501 [6].
6.3.3.2.4.2.2
Operation Definition

This operation shall support the request data structures specified in table 6.3.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.3.3.2.4.2.2-2.
Table 6.3.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	AuthenticationInfoRequest
	M
	1
	Contains the serving network name and Resynchronization Information


Table 6.3.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	AuthenticationInfoResult
	M
	1
	200 OK
	Upon success, a response body containing the selected authentication method and an authentication vector if 5G AKA or EAP-AKA' has been selected shall be returned 

	NOTE: 
In addition common data structures as listed in table 6.1.7-1 are supported.


* * * Next Change * * * *

6.3.6.2.3
Type: AuthenticationInfoResult

Table 6.3.6.2.3-1: Definition of type AuthenticationInfoResult
	Attribute name
	Data type
	P
	Cardinality
	Description

	authType
	AuthType
	M
	1
	Indicates the authentication method

	authenticationVector
	AuthenticationVector
	C
	0..1
	contains an authentication vector if 5G AKA or EAP-AKA's is selected

	supi
	Supi
	C
	0..1
	SUPI shall be present if the request contained the SUCI within the request URI

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See subclause 6.3.8


* * * Next Change * * * *

6.3.6.3.3
Enumeration: AuthType 
Table 6.3.6.3.3-1: Enumeration AuthType

	Enumeration value
	Description

	"EAP_AKA_PRIME"
	EAP-AKA'

	"5G_AKA"
	5G AKA

	"EAP_TLS"
	EAP-TLS. See NOTE

	NOTE:
EAP-TLS is described in the Informative Annex B of 3GPP TS 33.501 [6] and is not mandatory to support.


* * * Next Change * * * *

A.4
Nudm_UEAU API

openapi: 3.0.0
info:

  version: '1.0.0'

  title: 'UDM UE Authenticaton'

  description: 'UDM UE Authentication Service'

paths:

  /{supiOrSuci}/security-information/generate_auth_data:

    post:

      summary: Generate authentication data for the UE

      operationId: GenerateAuth
      tags:

        - Generate Auth Data
      parameters:

        - name: supiOrSuci
          in: path

          description: SUPI or SUCI of the user

          required: true

          schema:

            $ref: '#/components/schemas/SupiOrSuci'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AuthenticationInfoRequest'

        required: true

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/AuthenticationInfoResult'
        '404':

          description: User (SUPI or SUCI) does not exist
          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

# this reference needs to be updated to refer to TS 29.571
        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'
# this reference needs to be updated to refer to TS 29.571

  /{supi}/auth-events:

    post:

      summary: Create a new confirmation event
      operationId: ConfirmAuth
      tags:

        - Confirm Auth
      parameters:

        - name: supi

          in: path

          description: SUPI of the user

          required: true

          schema:

            $ref: '#/components/schemas/Supi'

# this reference needs to be updated to refer to TS 29.571
      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AuthEvent'

        required: true

      responses:

        '201':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/AuthEvent'
        '404':

          description: User (SUPI) does not exist
          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

# this reference needs to be updated to refer to TS 29.571
        default:

          description: Unexpected error

          content:

            application/problem+json:

              schema:

                $ref: '#/components/schemas/ProblemDetails'

# this reference needs to be updated to refer to TS 29.571
components:

  schemas:
# COMPLEX TYPES:

    AuthenticationInfoRequest:

      type: object

      required:

        - servingNetworkName

      properties:
        supportedFeatures:

          $ref: '#/components/schemas/SupportedFeatures'
# this reference needs to be updated to refer to TS 29.571
        servingNetworkName:

          $ref: '#/components/schemas/ServingNetworkName'
        resynchronizationInfo:

          $ref: '#/components/schemas/ResynchronizationInfo'
    AuthenticationInfoResult:

      type: object

      

      properties:

        supportedFeatures:

          $ref: '#/components/schemas/SupportedFeatures'
# this reference needs to be updated to refer to TS 29.571

        authenticationVector:

          $ref: '#/components/schemas/AuthenticationVector'
        supi:

          $ref: '#/components/schemas/Supi'
# this reference needs to be updated to refer to TS 29.571

    AuthenticationVector:

      oneOf:

        - $ref: '#/components/schemas/AvEapAkaPrime'

        - $ref: '#/components/schemas/Av5GHeAka'

      discriminator:

        propertyName: avType
        mapping: 

          5G_HE_AKA: '#/components/schemas/Av5GHeAka'

          EAP_AKA_PRIME: '#/components/schemas/AvEapAkaPrime'
    AvEapAkaPrime:

      type: object

      required:

        - avType

        - rand

        - xres

        - autn

        - ckPrime

        - ikPrime

      properties:

        avType:

          $ref: '#/components/schemas/AvType'

        rand:

          $ref: '#/components/schemas/Rand'

        xres:

          $ref: '#/components/schemas/Xres'

        autn:

          $ref: '#/components/schemas/Autn'

        ckPrime:

          $ref: '#/components/schemas/CkPrime'

        ikPrime:

          $ref: '#/components/schemas/IkPrime'
    Av5GHeAka:

      type: object

      required:

        - avType

        - rand

        - xresStar

        - autn

        - kausf

      properties:

        avType:

          $ref: '#/components/schemas/AvType'

        rand:

          $ref: '#/components/schemas/Rand'

        xresStar:

          $ref: '#/components/schemas/XresStar'

        autn:

          $ref: '#/components/schemas/Autn'

        kausf:

          $ref: '#/components/schemas/Kausf'
    ResynchronizationInfo:

      type: object

      required:

        - rand

        - auts

      properties:

        rand:

          $ref: '#/components/schemas/Rand'

        auts:

          $ref: '#/components/schemas/Auts'
    AuthEvent:

      type: object

      required:

        - nfInstanceId
        - success
        - timeStamp
        - authType

      properties:

        nfInstanceId:

          $ref: '#/components/schemas/NfInstanceId'
# this reference needs to be updated to refer to TS 29.571

        success:

          $ref: '#/components/schemas/Success'
        timeStamp:

          $ref: '#/components/schemas/DateTime'
# this reference needs to be updated to refer to TS 29.571

        authType:

          $ref: '#/components/schemas/AuthType'
# SIMPLE TYPES:

    Autn:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"
    Auts:

      type: string

      pattern: "^[A-Fa-f0-9]{28}$"
    CkPrime:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"
    IkPrime:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"
    Kausf:

      type: string

      pattern: "^[A-Fa-f0-9]{64}$"
    Rand:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"
    Xres:

      type: string

      pattern: "^[A-Fa-f0-9]{8,32}$"
    XresStar:

      type: string

      pattern: "^[A-Fa-f0-9]{32}$"
    SupiOrSuci:

      type: string

      pattern: "^(imsi-[0-9]{5,15}|nai-.+|suci-.+)$"
    ServingNetworkName:

      type: string

    Success:

      type: boolean

# ENUMS:

    AuthType:
      anyOf:
      - type: string

        enum:

        - 5G_AKA

        - EAP_AKA_PRIME
        - EAP_TLS
      - type: string

    AvType:
      anyOf:

      - type: string

        enum:

        - 5G_HE_AKA

        - EAP_AKA_PRIME
      - type: string

# Types to be deleted once propperly referenced:

    ProblemDetails:
      type: string

    Supi:

      type: string
    NfInstanceId:

      type: string

    DateTime:

      type: string

    SupportedFeatures:

      type: string

externalDocs:

  description: Documentation

  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.503/'
* * * End of Changes * * * *
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