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1. Introduction
-
2. Reason for Change
According to TS 33.501, the authorization to consume services offered by an NF must be implemented following the OAuth2 authorization framework, and the NRF must play the role of the authorization server. This behavior needs to be documented in TS 29.510.
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.510 v0.6.0
* * * First Change * * * *
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5
Services Offered by the NRF

5.1
Introduction

The NRF offers to other NFs the following services:

-
Nnrf_NFManagement

-
Nnrf_NFDiscovery
-
OAuth2 Authorization
* * * Next Change * * * *

5.x
OAuth2 Authorization Service
5.x.1
Service Description

The NRF offers an OAuth2 authorization service (see IETF RFC 6749 [yy]), following the "Client Credentials" authorization grant, as specified in 3GPP TS 33.501 [xx]. It exposes a "Token Endpoint" where the Access Token Request service can be requested by NF Service Consumers. 

5.x.2
Service Operations

5.x.2.1
Introduction

The services operations defined for the OAuth2 Authorization service are as follows:

-
Access Token Request
5.x.2.2
Access Token Request
5.x.2.2.1
General

This service operation is used by an NF Service Consumer to request an OAuth2 access token from the authorization server (NRF).
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Figure 5.x.2.2.1-1: Access Token Request 

1.
The NF Service Consumer shall send a POST request to the "Token Endpoint", as described in IETF RFC 6749 [yy], clause 3.2. The "Token Endpoint" URI shall be:

{nrfApiRoot}/oauth2/token

where {nrfApiRoot} represents the concatenation of the "scheme" and "authority" components of the NRF, as defined in IETF RFC 3986 [ww].

The body of the HTTP POST request shall indicate that the required OAuth2 grant must be of type "Client Credentials".

The NF Service Consumer shall use HTTP Basic authentication towards this endpoint, using the "nfInstanceId" of the NF Service Consumer as "username", and using the registered credential between NF Service Consumer and NRF, as "password".
2.
On success, "200 OK" shall be returned, the payload body of the POST response shall contain, among other parameters, the requested access token, the token type and the expiration time for the token.
If the access token request fails at the NRF, the NRF shall return "400 Bad Request" status code, including a JSON object in the response payload, that includes details about the specific error that occurred. 

* * * Next Change * * * *

A.x
NRF OAuth2 Authorization
openapi: 3.0.0

info:

  version: '1.0.0'

  title: 'NRF OAuth2'

  description: 'NRF OAuth2 Authorization'

paths:

  /oauth2/token:

    post:

      summary: Access Token Request

      operationId: AccessTokenRequest

      tags:

        - Access Token Request

      security:

        - basic: []

      requestBody:

        content:

          application/x-www-form-urlencoded:

            schema:

              type: object

              required:

                - grant_type

              properties:

                grant_type:

                  type: string

                  enum:

                    - client_credentials

                scope:

                  type: string

        required: true

      responses:

        '200':

          description: Successful Access Token Request
          content:

            application/json:

              schema:

                type: object

                required:

                  - access_token

                  - token_type

                properties:

                  access_token:

                    type: string

                  token_type:

                    type: string

                  expires_in:

                    type: integer

                  scope:

                    type: string
          headers:
            Cache-Control:

              $ref: '#/components/headers/cache-control'

            Pragma:

              $ref: '#/components/headers/pragma'
        '400':

          description: Error in the Access Token Request
          content:

            application/json:

              schema:

                type: object

                required:

                  - error

                properties:

                  error:

                    type: string

                    enum:

                      - invalid_request

                      - invalid_client

                      - invalid_grant

                      - unauthorized_client

                      - unsupported_grant_type

                      - invalid_sope

                  error_description:

                    type: string

                  error_uri:

                    type: string
          headers:
            Cache-Control:

              $ref: '#/components/headers/cache-control'

            Pragma:

              $ref: '#/components/headers/pragma'components:

  securitySchemes:

    basic:

      type: http

      scheme: basic
  headers:

    cache-control:

      required: true

      schema:

        type: string

        enum:

          - no-store

    pragma:

      required: true

      schema:

        type: string

        enum:

          - no-cache
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