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1. Introduction
The definition of SeafData and MMContexts is not aligned with what is specified in TS 33.501.
TS 33.501 v15.0.0 clause 6.9 states
6.9.2.3.3
N2-Handover

<snip>
The source AMF shall send the fresh {NH, NCC} pair to the target AMF in the N14 FORWARD RELOCATION REQUEST message. The N14 FORWARD RELOCATION REQUEST message shall in addition contain the KAMF that was used to compute the fresh {NH, NCC} pair and its corresponding ngKSI. 

If the source AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the N14 FORWARD RELOCATION REQUEST message shall in addition contain a K_AMF_CI (KAMF Change Indicator) meaning that the sent KAMF is a new one. The source AMF uses local policy to determine whether to perform horizontal KAMF derivation. If horizontal KAMF derivation is performed, the <N14 FORWARD RELOCATION REQUEST> shall in addition to the K_AMF_CI contain a <INPUT> parameter used in the horizontal derivation of the sent KAMF. The ngKSI for the newly derived KAMF key has the same value field and the same type field as the ngKSI of the current KAMF. The source AMF shall include the ngKSI for the newly derived KAMF key in the <N14 FORWARD RELOCATION REQUEST> as well.
</snip>

6.9.3
 Key handling in mobility registration update 
<snip>
KSEAF shall not be forwarded to another AMF set. 

At mobility registration update, the source AMF shall use local policy to determine whether to perform horizontal KAMF derivation. If the source AMF determines not to perform horizontal KAMF derivation,  the source AMF shall transfer current security context to the target AMF. If the source AMF determines to perform horizontal KAMF derivation, the source AMF shall allocate an input parameter (i.e. an <INPUT>) and generate a derived new key KAMF from the current active KAMF and the <INPUT> parameter. The ngKSI for the newly derived KAMF key is defined such as the value field and the type field are taken from the ngKSI of the current KAMF. The source AMF shall transfer the new KAMF, the new ngKSI, the UE security capability, the <INPUT> parameter to the target AMF. The key derivation of the new KAMF is specified in Annex A.13. If the source AMF has derived a new key KAMF, the source AMF shall not transfer the old KAMF to the target AMF and the source AMF shall in this case also delete any stored non-current 5G security context, and not transfer any non-current 5G security context to the target AMF.
Editor's Note: The <INPUT> parameter is FFS. Some examples are a NONCE value, a COUNTER, a NAS UL/DL COUNT value, and a GUAMI.

</snip>

Clause 6.2.3.2 states

The key KAMF shall be identified by the key set identifier ngKSI. ngKSI may be either of type native or of type mapped . An ngKSI shall be stored in the UE and the AMF together with KAMF and the temporary identifier 5G-GUTI, if available. 

The format of ngKSI shall allow a recipient of such a parameter to distinguish whether the parameter is of type native or of type mapped. The format shall contain a type field and a value field. The type field indicates the type of the key set. The value field consists of three bits where seven values, excluding the value '111', are used to identify the key set. The value '111' is reserved to be used by the UE to indicate that a valid KAMF is not available for use. The format of ngKSI is described in [35]
2. Reason for Change
From the above references it can be seen the following are missing in TS 29.518
1. Definition of ngKSI

2. Carryign NH, NCC from old AMF to new AMF during mobility procedures

3. K_AMF_CI indicator from old AMF to new AMF during mobility procedures.

The content of Input data is still FFS in SA3. Hence CT4 cant resolve that specific FFS now and needs to wait for SA3.

It is proposed to update the definition of UeContext, MmContext and SeafData to reflect the above.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.518v1.1.0.
* * * First Change * * * *
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6.1.6
Data Model

6.1.6.1
General

This subclause specifies the application data model supported by the API.

Table 6.1.6.1-1 specifies the data types defined for the Namf_Communication service based interface protocol.

Table 6.1.6.1-1: Namf_Communication specific Data Types

	Data type
	Section defined
	Description

	SubscriptionData
	6.1.6.2.2
	Information within AMFStatusChangeSubscribe

	AmfStatusChangeNotification
	6.1.6.2.3
	Information within AMFStatusChangeNotify

	AmfStatusInfo
	6.1.6.2.4
	Information within AMFStatusChangeNotify

	AssignEbiData
	6.1.6.2.5
	Represents information needed for AMF to assign EBIs.

	AssignedEbiData
	6.1.6.2.6
	Represents successful assignment of EBI(s).

	AssignEbiFailed
	6.1.6.2.7
	Represents failed assignment of EBI(s)

	SingleAssignedEbi
	6.1.6.2.8
	Represents an assigned EBI

	UEContextRelease
	6.1.6.2.9
	Information within ReleaseUeContext

	N2InformationTransferReqData
	6.1.6.2.10
	N2 information requested to be transferred to 5G AN.

	NonUeN2InfoSubscriptionCreateData
	6.1.6.2.11
	Subscription information for non UE specific N2 information notification.

	NonUeN2InfoSubscriptionCreatedData
	6.1.6.2.12
	The created subscription for non UE specific N2 information notification.

	UeN1N2InfoSubscriptionCreateData
	6.1.6.2.13
	Subscription information for UE specific N1 and/or N2 information notification.

	UeN1N2InfoSubscriptionCreatedData
	6.1.6.2.14
	The created subscription for UE specific N1 and/or N2 information notification.

	N2InformationNotification
	6.1.6.2.15
	N2 information for notification.

	N2InfoContainer
	6.1.6.2.16
	N2 information container.

	N1MessageNotification
	6.1.6.2.17
	N1 message notification data structure.

	N1MessageContainer
	6.1.6.2.18
	N1 Message Container

	N1N2MessageData
	6.1.6.2.19
	N1/N2 message container

	N1N2MessageTransferRspData
	6.1.6.2.20
	N1/N2 message transfer response

	RegistrationContextContainer
	6.1.6.2.21
	Registration Context Container used to send the UE context information, N1 message from UE, AN address etc during Registration with AMF re-allocation procedure.

	AreaOfValidity
	6.1.6.2.22
	Area of validity information for N2 information transfer

	RefToBinaryData
	6.1.6.2.23
	Cross-Reference to binary data encoded within a binary body part in an HTTP multipart message.

	UeContextTransferReqData


	6.1.6.2.24
	Represents to start transferring of an individual ueContext resource from old AMF to new AMF.

	UeContextTransferRspData


	6.1.6.2.25
	Indicates the transferring of the individual ueContext resource is started successfully.

	UeContext
	6.1.6.2.26
	Represents an individual ueContext resource

	N2SmInformation
	6.1.6.2.27
	Represents the session management SMF related N2 information data part.

	N2InfoContent
	6.1.6.2.28
	Represents a transparent N2 information content to be relayed by AMF.

	NrppaInformation
	6.1.6.2.29
	Represents a NRPPa related N2 information data part.

	PwsInformation
	6.1.6.2.30
	Represents a PWS related N2 information data part.

	N1N2MsgTxfrFailureNotification
	6.1.6.2.31
	N1/N2 Message Transfer Failure Notification

	N1N2MessageTransferError
	6.1.6.2.32
	N1/N2 Message Transfer Error

	N2N2MsgTxfrErrDetail
	6.1.6.2.33
	N1/N2 Message Transfer Error Details

	N2InformationTransferRspData
	6.1.6.2.34
	Indicates a successful delivery of N2 Information to the AN.

	MmContext
	6.1.6.2.35
	Represents a Mobility Management Context in UE Context

	SeafData
	6.1.6.2.36
	Represents SEAF data derived from data received from AUSF

	NasSecurityMode
	6.1.6.2.37
	Indicates the NAS Security Mode

	PduSessionContext
	6.1.6.2.38
	Represents a PDU Session Context in UE Context

	NssaiMapping
	6.1.6.2.39
	Represents a map of a S-NSSAI in serving PLMN to a S-NSSAI in home PLMN.

	MobilityRestrictions
	6.1.6.2.40
	Represents the mobility restrictions of the UE.

	ServiceAreaRestriction
	6.1.6.2.41
	Indicates the service area restriction.

	UERegCompleteNotifData
	6.1.6.2.42
	Provides information on the UE registration completion at a target AMF.

	AssignEbiError
	6.1.6.3.43
	Represents the details regarding EBI assignment failure.

	UeContextCreateData
	6.1.6.2.44
	Indicates a request to create an individual ueContext resource

	UeContextCreatedData
	6.1.6.2.45
	Indicates a successful creation of an individual ueContext resource

	UeContextCreateError
	6.1.6.2.46
	Represents an error when creating a UE context

	NgRanTargetId
	6.1.6.2.47
	Indicates a NG RAN as target of the handover

	NgKsi
	6.1.6.2.x1
	Represents the ngKSI (see 3GPP TS 33.501 [x1])

	KeyAmf
	6.1.6.2.x2
	Represents the Kamf or K’amf. (see 3GPP TS 33.501 [x1]).

	EpsBearerId
	6.1.6.3.2
	EPS Bearer Identifier

	NgApCause
	6.1.6.3.2
	Represents the NG AP cause code values

	
	
	

	NgRanIdentifier
	6.1.6.3.2
	Represents the identifier of the NG RAN node

	
	
	

	Ppi
	6.1.6.3.2
	Paging Policy Indicator

	NasCount
	6.1.6.3.2
	Represents a NAS COUNT

	5gmmCapability
	6.1.6.3.2
	Represents a 5GMM capability

	UeSecurityCapability
	6.1.6.3.2
	Represents a UE Security Capability

	S1UeNetworkCapability
	6.1.6.3.2
	Represents a S1 UE Network Capability

	DrxParameter
	6.1.6.3.2
	Indicates the UE DRX Parameters

	RfspIndex
	6.1.6.3.2
	

	NsiId
	6.1.6.3.2
	

	StatusChange
	6.1.6.3.3
	

	N2InformationClass
	6.1.6.3.4
	

	N1MessageClass
	6.1.6.3.5
	

	N1N2MessageTransferCause
	6.1.6.3.6
	

	UeContextTransferStatus
	6.1.6.3.7
	Describes the status of an individual ueContext resource in UE Context Transfer procedures

	N2InformaitonTransferResult
	6.1.6.3.8
	Describes the result of N2 information transfer by AMF to the AN.

	CipheringAlgorithm
	6.1.6.3.9
	Indicates the supported Ciphering Algorithm

	IntegrityAlgorithm
	6.1.6.3.10
	Indicates the supported Integrity Algorithm

	SmsSupport
	6.1.6.3.11
	Indicates the supported SMS delivery of a UE.

	ScType
	6.1.6.3.y1
	Indicates the security context type.

	KeyAmfType
	6.1.6.3.y2
	Indicates the Kamf type.


Table 6.1.6.1-2 specifies data types re-used by the Namf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Namf service based interface. 

Table 6.1.6.1-2: Namf re-used Data Types

	Data type
	Reference
	Comments

	Snssai
	3GPP TS 29.571 [6]
	

	Arp
	3GPP TS 29.571 [6]
	

	PduSesisonId
	3GPP TS 29.571 [6]
	

	Guami
	3GPP TS 29.571 [6]
	Globally Unique AMF Identifier

	AmfName
	3GPP TS 29.571 [6]
	The name of the AMF

	Supi
	3GPP TS 29.571 [6]
	Subscription Permanent Identifier

	IndicationFlags
	3GPP TS 29.502 [16]
	Indication Flags

	Cause
	3GPP TS 29.571 [6]
	5G-AN Cause

	ProblemDetails
	3GPP TS 29.571 [6]
	Detailed problems in failure case

	supportedFeatures
	3GPP TS 29.571 [6]
	Supported Features

	TimeZone
	3GPP TS 29.571 [6]
	

	UserLocation
	3GPP TS 29.571 [6]
	

	AccessType
	3GPP TS 29.571 [6]
	

	AllowedNSSAI
	3GPP TS 29.531 [18]
	

	NfInstanceId
	3GPP TS 29.571 [6]
	

	Uri
	3GPP TS 29.571 [6]
	

	Ecgi
	3GPP TS 29.571 [6]
	EUTRA Cell Identifier

	Ncgi
	3GPP TS 29.571 [6]
	NR Cell Identifer

	Uint16
	3GPP TS 29.571 [6]
	

	5qi
	3GPP TS 29.571 [6]
	5G QoS Identifier

	CorrelationID
	3GPP TS 29.572 [25]
	LCS Correlation ID

	Pei
	3GPP TS 29.571 [6]
	

	Dnn
	3GPP TS 29.571 [6]
	

	Gpsi
	3GPP TS 29.571 [6]
	

	GroupId
	3GPP TS 29.571 [6]
	

	PlmnId
	3GPP TS 29.571 [6]
	


* * * Next Change * * * *

6.1.6.2.36
Type: SeafData
Table 6.1.6.2.36-1: Definition of type SeafData
	Attribute name
	Data type
	P
	Cardinality
	Description

	ngKsi
	NgKsi
	M
	1
	Indicates the KSI used for the derivation of the keyAmf sent.

	nh
	string
	M
	1
	Indicates the Next Hop value used for the key derivation. The value is encoded as a string of hexadecimal characters.

Pattern: '^[A-Fa-f0-9]$'

	ncc
	Uinteger
	M
	1
	Indicates the NH Chaining Counter. Minimum is 0 and Maximum is 7.

	keyAmf
	KeyAmf
	M
	1
	Indicates the Kamf or K’amf

	keyAmfChangeInd
	boolean
	C
	0..1
	This IE shall be included, with a value "true", if the source AMF has activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure.

	Input (FFS)
	Input (FFS)
	C
	0..1
	Indicates the <Input> when keyAmf is K’amf


Editor's Note: The <Input> parameter should be aligned with 33.501[x] which is FFS.

* * * Next Change * * * *

6.1.6.2.x1
Type: NgKsi
Table 6.1.6.2.x1-1: Definition of type NgKsi
	Attribute name
	Data type
	P
	Cardinality
	Description

	tsc
	ScType
	M
	1
	Indicates whether the security context type is native or mapped.

	ksi
	Uinteger
	M
	1
	Indicates the key set identifier value. Minimum is 0 and Maximum is 6.


* * * Next Change * * * *

6.1.6.2.x2
Type: KeyAmf
Table 6.1.6.2.x2-1: Definition of type KeyAmf
	Attribute name
	Data type
	P
	Cardinality
	Description

	keyType
	KeyAmfType
	M
	1
	Indicates whether the keyAmf represents Kamf or K’amf.

	keyVal
	string
	M
	1
	Indicates the key value. The key value is encoded as a string of hexadecimal characters.

Pattern: '^[A-Fa-f0-9]$'


* * * Next Change * * * *

6.1.6.3.y1
ScType

Table 6.1.6.3.y1-1: Enumeration ScType
	Enumeration value
	Description

	"NATIVE"
	Native security context (for KSIAMF)

	"MAPPED"
	Mapped security context (for KSIASME)


* * * Next Change * * * *

6.1.6.3.y2
KeyAmfType

Table 6.1.6.3.y2-1: Enumeration KeyAmfType
	Enumeration value
	Description

	"KAMF"
	The Kamf value is sent.

	"KPRIMEAMF"
	The K’amf. value is sent.


* * * End of Changes * * * *

