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1 Introduction

Clause 13.4.1.1 of 3GPP TS 33.501 v15.0.0 mentions that the NRF performs the role of a OAuth2.0 Authorization Server and the NF discovery procedure can be used by an NF service consumer to obtain the OAuth2.0 token in the paragraph titled " Access token request during NF service discovery".

This paper analyses if this is allowed and correct and provides a way forward.

2 Discussion

Clause 13.4.1.0 of 3GPP TS 33.501 states,

The authorization framework uses the OAuth 2.0 framework as specified in [x]. Grants shall be of the type Client Credentials Grant, as described in clause 4.4. of [43].
Where the reference [43] is 

[43]
IETF RFC 6749: "OAuth2.0 Authorization Framework".

But in the IETF RFC 6749, section 4.4, which explains the "Client Credentials" grant, 

4.4.2.  Access Token Request

   The client makes a request to the token endpoint by adding the following parameters using the "application/x-www-form-urlencoded" format per Appendix B with a character encoding of UTF-8 in the HTTP request entity-body:
Then "token endpoint" is defined in section 3.2 as

3.2.  Token Endpoint

   The token endpoint is used by the client to obtain an access token by presenting its authorization grant or refresh token.  The token endpoint is used with every authorization grant except for the implicit grant type (since an access token is issued directly).

….

The client MUST use the HTTP "POST" method when making access token requests.
So the following aspects are clear from the RFC

1. If "Client Credentilals" grant type is used, then the clients obtain tokens by making a request to the "Token Endpoint".

2. The RFC mandates to use HTTP POST method to make token requests on the "Token Endpoints".
However CT4 has defined the Nnrf_NFDiscovery service using HTTP GET method. Hence it is not possible to return access tokens via the NF Discovery response. CT4 cannot define a stage 3 procedure to return access tokens via the NF Discovery response. It should be noted that 3GPP TS 33.501 also specifies explicit request for access tokens in the paragraph titled " Access token request independently before service access" under clause 13.4.1.1. This independent token access procedure is well aligned with the RFC.

3 Conclusion

It is suggested to send an LS to SA3 to remove the paragraph titled " Access token request during NF service discovery" citing the reasons as mentioned above and keep only the paragraph titled " Access token request independently before service access".
