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1. Introduction

The 23.003 CR in C4-150711, title "Clarification of Root NAI and Decorated NAI" was postponed in CT4 meeting #68bis to allow time for further checking against the corresponding NAI requirements in 29.273 and 24.302. This document presents an overview of such requirements and in addition also investigates the NAI requirements in 33.402. 
According to this investigation there is no major discrepancy between the 23.003 CR and the corresponding requirements in 24.302, 29.273 and 33.402. 
The proposed clarification of the NAI requirements in 23.003 is shown with revision marks below and the requirements related to Root NAI and Decorated NAI in 24.302, 29.273 and 33.402 are copied and highlighted.
2. Proposed NAI requirement clarifications in 23.003 in C4-150711
2.1 Revised requirements for Root NAI in 23.003, 19.3.2, according to C4-150711

"The Root NAI shall take the form of an NAI, and shall have the form username@realm as specified in clause 2.1 of IETF RFC 4282 [53].


When the username part is the IMSI, the realm part of Root NAI shall be built according to the following steps:


1.
Convert the leading digits of the IMSI, i.e. MNC and MCC, into a domain name, as described in subclause 19.2. 

2.
Prefix domain name with the label of "nai".

The resulting realm part of the Root NAI will be in the form:

"@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org" 

When including the IMSI, the Root NAI is prepended with a specific leading digit when used for EAP authentication (see 3GPP TS 29.273 [78]) in order to differentiate between EAP authentication methods:
-
with the leading digit "0" when used in EAP-AKA, as specified in IETF RFC 4187 [50]

-
with the leading digit "6" when used in EAP-AKA', as specified in IETF RFC 5448 [82]
Editor's note: It should be verified that the changed requirement above does not contradict the corresponding requirements in 29.273 and 24.302.
The resulting prepended Root NAI will be in the form:

"0<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org" when used for EAP AKA authentication

"6<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org" when used for EAP AKA' authentication

For example, if the IMSI is 234150999999999 (MCC = 234, MNC = 15), the prepended Root NAI takes the form 0234150999999999@nai.epc.mnc015.mcc234.3gppnetwork.org for EAP AKA authentication and the prepended Root NAI takes the form 6234150999999999@nai.epc.mnc015.mcc234.3gppnetwork.org for EAP AKA' authentication. 
The NAI sent in the Mobile Node Identifier field in PMIPv6 shall not include the digit prepended in front of the IMSI based username that is described above."
2.2 Revised requirements for Decorated NAI in 23.003, 19.3.3, according to C4-150711
"The Decorated NAI shall take the form of a NAI and shall have the form 'homerealm!username@otherrealm' or 'Visitedrealm!homerealm!username@otherrealm' as specified in clause 2.7 of the IETF RFC 4282 [53].

The realm part of Decorated NAI consists of 'otherrealm', see the IETF RFC 4282 [53]. 'Homerealm' is the realm as specified in subclause 19.2, using the HPLMN ID ('homeMCC' + 'homeMNC)'. 'Visitedrealm' is the realm built using the VPLMN ID ('VisitedMCC' + 'VisitedMNC)', 'Otherrealm' is: 

· the realm built using the PLMN ID (visitedMCC + visited MNC) if the service provider selected as a result of the service provider selection (see 3GPP TS 24.302 [77]) has a PLMN ID; or

· a domain name of a service provider if the selected service provider does not have a PLMN ID (3GPP TS 24.302 [77]).


When the username part of Decorated NAI includes the IMSI and the service provider has a PLMN ID, the Decorated NAI shall be built following the same steps as specified for Root NAI in subclause 19.3.2.

The result will be a decorated NAI...

[The rest of the original text in 19.3.3. is not copied here. New text is added at the end of 19.3.3:]
When the username part of Decorated NAI includes a Fast Re-authentication NAI, the Decorated NAI shall be built following the same steps as specified for the Fast Re-authentication NAI in subclause 19.3.4.

When the username part of Decorated NAI includes a Pseudonym, the Decorated NAI shall be built following the same steps as specified for the Pseudonym identity in subclause 19.3.5."
3. NAI requirements in 24.302, version 13.1.0
4.4.1 User identities

The user identification shall be either the root NAI, or the decorated NAI, when the UE accesses the EPC via non-3GPP access networks, and gets authentication, authorization and accounting services from the EPC. For handover of an emergency session from E-UTRAN to a S2a based cdma2000® HRPD access network, if IMSI is not available (i.e. a UE without USIM) or IMSI is unauthenticated, the IMEI shall be used for the identification, as part of the emergency NAI as defined.
User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP.

IETF RFC 4187 [33] and 3GPP TS 23.003 [3] provide definitions for UE and user identities although they use slightly different terms. Similar terms are also used in 3GPP TS 33.402 [15]. The following list provides term equivalencies and describes the relation between various user identities.

-
The Root NAI is to be used as the permanent identity as specified in 3GPP TS 33.402 [15].

-
The Fast-Reauthentication NAI is to be used as the Fast-Reauthentication Identity or the re-authentication ID as specified in 3GPP TS 33.402 [15].

-
The Pseudonym Identity is to be used as the Pseudonym as specified in 3GPP TS 33.402 [15].

5.2.3.2 EPC network selection procedures for WLAN

5.2.3.2.3
Automatic mode service provider selection procedure
...The UE shall construct a NAI for authentication with the highest priority service provider as described in 3GPP TS 23.003 [3]. Specifically, the UE constructs the:

a)
root NAI corresponding to the HPLMN, if the highest priority service provider is the HPLMN advertised using a PLMN identity;

b)
decorated NAI with double decoration including the realm of the highest priority service provider and the realm of the RPLMN, if the highest priority service provider is an equivalent visited service provider; or

c)
decorated NAI including the realm of the highest priority service provider, otherwise.

NOTE 2:
UE implementation can optimize the steps described above, e.g. by combining the ANQP procedures described in subclause 5.2.3.2.1A with the ANQP procedures in subclause 5.1.3.2.3.3. 
6.4 
Authentication and authorization for accessing EPC via a trusted non-3GPP access network

6.4.2.1 Identity Management
The user identities to be used by the UE in the authentication and authorization for accessing EPC via a trusted non-3GPP access are the Root-NAI (permanent identity), decorated NAI, Fast-Reauthentication NAI (Fast-Reauthentication Identity) and Pseudonym Identity and these identities are described in subclause 4.4.

6.6
UE - 3GPP EPC (cdma2000® HRPD Access)

6.6.2
Non-emergency case

6.6.2.2
UE identities

The UE and network shall use the root NAI as specified in 3GPP TS 23.003 [3] for EPC access authentication when the UE obtains service via a cdma2000® HRPD access network connected to an EPC in the UE's HPLMN. 

Additionally, the UE and network shall use the Fast-Reauthentication NAI and the Pseudonym Identity as described in subclause 4.4.
6.6.3
Emergency case

6.6.3.2
UE identities

When the UE obtains emergency services via a cdma2000® HRPD access network connected to an EPC in the UE's HPLMN, then the UE and the network shall use the NAI for EPC access authentication as follows:

-
if IMSI is available and authenticated , then the UE and the network shall use the root NAI;

-
if IMSI is not available or unauthenticated, then the emergency NAI shall be used.

Additionally, the UE and the network shall use the Fast-Reauthentication NAI and the Pseudonym Identity as described in subclause 4.4.1.

6.7
UE - 3GPP EPC (WiMAX Access)

6.7.2
Non-emergency case

6.7.2.2
UE identities

The UE and network shall use the root NAI as specified in 3GPP TS 23.003 [3] for EPC access authentication when the UE obtains service via a WiMAX access network connected to an EPC in the UE's HPLMN.

Additionally, the UE and network shall use the Fast-Reauthentication NAI and the Pseudonym Identity as described in subclause 4.4.
4. NAI requirements in 29.273, version 12.7.0
Table 4.1.2.1/1: SWa Authentication and Authorization Request

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in the IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]. This IE shall include the leading digit used to differentiate between authentication schemes.

	Same description in Tables 4.1.2.1/2, 4.1.2.4.1/3, 4.1.2.4.1/4, 5.1.2.1/1, 5.1.2.1/2, 5.1.2.3.1/5, 5.1.2.3.1/6, 6.1.2.1.1-1, 7.1.2.1.1/1, 7.1.2.1.1/2, 9.1.2.1/1, 9.1.2.1/2, 9.1.2.5.1/3


Table 4.1.2.1/2: SWa Authentication and Authorization Answer

	Permanent User Identity
	Mobile-Node-Identifier
	C
	This information element shall only be sent if the Result-Code AVP is set to DIAMETER_SUCCESS and if the Transport Access Type in the request command indicated that the UE is accessing the EPC from a Fixed Broadband access network (i.e., the Transport-Access-Type AVP takes the value "BBF"); it shall contain an AAA/HSS assigned permanent user identity (i.e. an IMSI in EPC root NAI format as defined in clause 19 of 3GPP TS 23.003 [14]) to be used by the non-3GPP access network in subsequent PCC procedure for identifying the user in the EPS network. This IE shall not include the leading digit prepended in front of the IMSI used to differentiate between authentication schemes.


Table 4.1.2.4.1/1: SWa Re-auth request

	Permanent User Identity
	User-Name
	M
	This information element shall contain the permanent identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15], and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]; this IE shall not include the leading digit prepended in front of the IMSI used to differentiate between authentication schemes.

	Same description in Tables 5.1.2.2.1/1, 5.1.2.3.1/1, 5.1.2.3.1/2, 5.1.2.3.1/3, 5.1.2.4.1/1, 6.1.2.1.3/1, 7.1.2.2.1/1, 7.1.2.2.1/2, 7.1.2.3.1/1, 7.1.2.4.1/1, 7.1.2.5.1/1, 7.1.2.5.1/2, 9.1.2.2.1/1, 9.1.2.3.1/1, 9.1.2.4.1/1, 9.1.2.5.1/1, 9.1.2.6.1/1


5.1.2.1
STa Access Authentication and Authorization

The User-Name AVP may contain a decorated NAI (as defined in subclause 19.3.3 of 3GPP TS 23.003 [14]). In this case the 3GPP AAA Proxy shall process the decorated NAI and support routing of the Diameter request messages based on the decorated NAI as  described in IETF RFC 5729 [37].

Table 5.1.2.1/2: Trusted non-3GPP Access Authentication and Authorization Answer

	Permanent User Identity
	Mobile-Node-Identifier
	C
	This information element shall only be sent if the Result-Code AVP is set to either:

- DIAMETER_SUCCESS or

- DIAMETER_MULTI_ROUND_AUTH, and TWAN-S2a-Connectivity-Indicator is set in DEA-Flags.

(see NOTE 1)
This information element shall only be sent if NBM or MIPv4 is authorized for use, or when authorizing the user to access the TWAN without granting access to EPC S2a (i.e. non-seamless WLAN offload), and shall contain an AAA/HSS assigned permanent user identity (i.e. an IMSI in EPC root NAI format as defined in clause 19 of 3GPP TS 23.003 [14]) to be used:

- by the MAG in subsequent PBUs as the MN-ID identifying the user in the EPS network, or 

- by the trusted non-3GPP access network in subsequent MIPv4 RRQs as the MN-NAI identifying the user in the EPS network, or

- by the trusted non-3GPP access network to derive the IMSI to be sent in subsequent Create Session Request on GTP S2a.
This information element shall also be sent if HBM is authorized for use, or to access a Fixed Broadband access network without granting access to EPC S2a (i.e. non-seamless WLAN offload), and the Result-Code AVP is set to DIAMETER_SUCCESS and if the Transport Access Type in the request command indicated that the UE is accessing the EPC from a Fixed Broadband access network (i.e., the Transport-Access-Type AVP takes the value "BBF"); it shall contain an AAA/HSS assigned permanent user identity (i.e. an IMSI in EPC root NAI format as defined in clause 19 of 3GPP TS 23.003 [14]) to be used:
- by the trusted non-3GPP access network in subsequent PCC procedure for identifying the user in the EPS network.
· This IE shall not include the leading digit prepended in front of the IMSI used to differentiate between authentication schemes.


5.2.3.2
Mobile-Node-Identifier

The Mobile-Node-Identifier AVP (AVP Code 506) is of type UTF8String.

The Mobile-Node-Identifier AVP is returned in an answer message that ends a successful authentication (and possibly an authorization) exchange between the AAA client and the AAA server. The returned Mobile Node Identifier may be used as the PMIPv6 MN-ID or as the MIPv4 MN-NAI or to derive the IMSI to be sent in GTPv2 signalling. 

The Mobile-Node-Identifier is defined on IETF RFC 5779 [2].
7.1.2.1
[SWm] Authentication and Authorization Procedures

The User-Name AVP may contain a decorated NAI (as defined in subclause 19.3.3 of 3GPP TS 23.003 [14]). In this case the 3GPP AAA Proxy shall process the decorated NAI and support routing of the Diameter request messages based on the decorated NAI as described in IETF RFC 5729 [37].

Table 7.1.2.1.1/2: Authentication and Authorization Answer

	Permanent User Identity
	Mobile-Node-Identifier
	C
	This information element shall be present if NBM is used. It shall contain an AAA/HSS assigned permanent user identity (i.e. IMSI in EPC root NAI format as defined in clause 19 of 3GPP TS 23.003 [14]) to be used by: 

- the MAG in subsequent PBUs as the MN-ID identifying the user in the EPS network for PMIP based S2b, 

- by the ePDG to derive the IMSI to send in subsequent Create Session Request for GTP based S2b.

· This IE shall not include the leading digit prepended in front of the IMSI used to differentiate between authentication schemes.


Table 9.1.2.1/2: Authentication and Authorization Answer

	Permanent User Identity
	Mobile-Node-Identifier
	C
	This information element shall only be sent if the Result-Code AVP is set to DIAMETER_SUCCESS.

This IE shall contain an AAA/HSS assigned permanent user identity (i.e. an IMSI in EPC root NAI format as defined in clause 19 of 3GPP TS 23.003 [14]). This IE shall not include the leading digit prepended in front of the IMSI used to differentiate between authentication schemes.


5. NAI requirements in 33.402, version 12.5.0
6 Authentication and key agreement procedures

NOTE 4: TS 33.234 [9] defines Temporary Identities such that the leading six bits form the Temporary Identity Tag. This tag is converted to a printable character using the BASE64 method, according to TS 33.234 [9]. Compatibility with the NAI format defined in TS 23.003 [8] is achieved by choosing the temporary identity tag such that the printable character equals the leading digit for the NAI defined in TS 23.003.

6.2 Authentication and key agreement for trusted access
3.
The UE sends an EAP Response/Identity message. The UE shall send its identity complying with Network Access Identifier (NAI) format specified in TS 23.003 [8]. NAI contains either a pseudonym allocated to the UE in a previous run of the authentication procedure or, in the case of first authentication, the IMSI. In the case of first authentication, the NAI shall indicate EAP-AKA' as specified in TS 23.003 [8].

4.
The message is routed towards the proper 3GPP AAA Server based on the realm part of the NAI as specified in TS 23.003 [8]. The routing path may include one or several AAA proxies. 

10. The 3GPP AAA Server shall identify the subscriber as a candidate for authentication with EAP-AKA’, based on the received identity in the EAP-Response/Identity or EAP Response/AKA' Identity message. If the leading digits in the NAI do not indicate that the UE supports EAP-AKA’, the 3GPP AAA server shall abort the authentication. If the UE does indicate that it supports EAP-AKA’, the 3GPP AAA server then checks whether it has an unused authentication vector with AMF separation bit = 1 and the matching access network identifier available for that subscriber. If not, a set of new authentication vectors is retrieved from HSS. The 3GPP AAA server includes an indication that the authentication vector is for EAP-AKA', as defined RFC 5448 [23], and the identity of the access network in which the authenticator resides in a message sent to the HSS. A mapping from the temporary identifier (pseudonym in the sense of RFC 4187 EAP-AKA [7]) to the IMSI is required.

6.5.2 
Authentication and authorization for the Private network access (the External AAA Server performs PAP procedure)
2.
The UE sends the user identity (in the IDi payload) and the APN information (in the IDr payload) to the ePDG and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the ePDG that it wants to use EAP over IKEv2. The user identity shall be compliant with the Network Access Identifier (NAI) format specified in 3GPP TS 23.003[8], containing the IMSI or the pseudonym as defined for EAP-AKA in RFC 4187 [7]).
8.2
Mechanisms for the set up of UE-initiated IPsec tunnels
2.
The UE sends the user identity (in the IDi payload) and the APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the ePDG that it wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format specified in TS 23.003 [8], containing the IMSI or the pseudonym, as defined for EAP-AKA in RFC 4187 [7]). 

3.
The ePDG sends the Authentication and Authorization Request message to the 3GPP AAA Server, containing the user identity and APN. The UE shall use the NAI as defined in accordance with clause 19.3 of 3GPP TS 23.003 [8], the 3GPP AAA server shall identify based on the realm part of the NAI that combined authentication and authorization is being performed for tunnel establishment with an ePDG which allows only EAP-AKA (and not an I-WLAN PDG as defined in TS 33.234 [9], which would allow also EAP-SIM). 
4.
The 3GPP AAA Server shall fetch the authentication vectors from HSS/HLR (if these parameters are not available in the 3GPP AAA Server). The 3GPP AAA Server shall lookup the IMSI of the authenticated user based on the received user identity (root NAI or pseudonym) and include the EAP-AKA as requested authentication method in the request sent to the HSS.

8.2.3
Tunnel fast re-authentication and authorization

3.
The ePDG sends the Authentication and Authorization Request message with an EAP-Payload AVP toward the 3GPP AAA Server, containing the fast re-authentication identity. The UE shall use the fast re-authentication identityto create an NAI, as defined in clause 19.3 of 3GPP TS 23.003 [8]. The 3GPP AAA server shall identify based on the realm part of the NAI that the combined authentication and authorization is being performed for tunnel establishment with an ePDG (and not an I-WLAN PDG as defined in TS 33.234 [9] , which would allow also EAP-SIM).
9.2.1.2.2 MIPv4 Key Derivation

The derivation of mobility key is given below:

MN-HA = HMAC-SHA1(MIP-RK," CMIP4 MN HA" | HA-IPv4 | MN-NAI | APN)

....

The derivation of FA-RK and MN-FA mobility keys are given below:

FA-RK = HMAC-SHA1(MIP-RK, "FA-RK")

MN-FA = HMAC-SHA1(FA-RK, "MN FA" | FA-IP | MN-NAI | APN)

9.2.2.2 Bootstrapping of DSMIPv6 parameters

3) 
The UE sends the user identity (in the IDi payload) and the APN identifier (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the PDN GW that it wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format specified in TS 23.003 [8], containing the IMSI or the pseudonym, as defined for EAP-AKA in RFC 4187 [7]).

6. Conclusion and proposal

The requirements related to Root NAI and Decorated NAI in 24.302, 29.273 and 33.402 are copied and highlighted above. When comparing these requirements with the proposed clarification of the NAI requirements in 23.003 no major discrepancy was found.
There is a difference in terminology in 29.273, which uses the term "EPC root NAI" only in some descriptions of the IE Permanent User Identity, but not in all. It is anticipated that the term "EPC root NAI" corresponds to the "root NAI" without any leading digit and such a definition could be added to 29.273. 
(There is some discrepancy between the terms "root NAI", "decorated NAI", which sometimes are written with capital first letter "Root NAI" and "Decorated NAI", but this difference does not have any significance.)

It is hence proposed to agree the 23.003 CR#0411 for Rel-12 and 23.003 CR#0412 for Rel-13.
