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Abstract
The number and usage of DTLS connections within the WebRTC transport protocol stack is still not fixed, as reflected by editor's notes with regards to DTLS-SRTP. This discussion paper provides a summary of the main connection models from DTLS perspective. This document is a supplement to the overall WebRTC gateway discussion paper C4-150809.

Overview:

1. Background:	1
2. Connection models	2
2.1 Lower layers of DTLS: L4 connection multiplicity	2
2.2 DTLS connection model for IMS-WebRTC Rel-13	2
2.3 DTLS connection model with multiplexing and two DTLS connections	4
2.4 DTLS connection model with multiplexing and a single DTLS connection	4
2.5 DTLS connections versus staged WebRTC call establishment	5
3. Summary	5

[bookmark: _Toc418867094]1. Background:
There are some ongoing questions arround DTLS usage within WebRTC, such as
1. DTLS-based key exchange for SRTP: ratio of DTLS connections to the number of (RTP)-connections, dependent on a) usage of RTP / RTCP transport multiplexing and/or b) usage of RTP media multiplexing. This aspect is related with the key derivation process for SRTP and SRTCP from DTLS master keys.
2. Shared DTLS connection for both, WebRTC data and SRTP key exchange traffic, - possible or not?
3. There might be some side effects in case of multi-stage call establishment process and the goal of a single, shared DTLS connection.

NOTEs:

	Item:
	Comments

	Notion of "L4 connection" (IP transport connection)
	The L4 protocol is preferrably 'UDP', but might be replaced by 'TCP' (in case of NAT traversal issues.
The document uses 'L4' whenever the concrete L4 protocol would be not relevant.

	DTLS terminology
	The terms used in this document represent a semantic as defined draft [draft-guballa-tls-terminology] (submitted to IETF WG TLS).

	X.200 naming convention
	The X.200 naming convention according to ITU-T H.Sup13, clause 5 (see http://wftp3.itu.int/av-arch/avc-site/2013-2016/1506_Che/AVD-4669.zip ) is applied on "connection", "endpoint" and "connection endpoint" objects (in case of possible ambiguities).

	3GPP Network Function: 
	H.248 Entity: 

	IMS-ALG 
	Media Gateway Controller (MGC)

	IMS-AGW, eIMS-AGW 
	Media Gateway (MG) 




[bookmark: _Toc418867095]2. Connection models
All connection models focus on the DTLS protocol.

[bookmark: _Toc418867096]2.1 Lower layers of DTLS: L4 connection multiplicity

WebRTC bearer traffic is preferably transported over UDP. However, if UDP isn't possible due to NAT/FW issues, then TCP is tried (see ICE for TCP in 23.334). Thus, there's fundamentally a dynamic L4 connection model below the DTLS layer. Figure 1 illustrates that model at the example of SCTP-over-DTLS ("whereby only a single SCTP association is used in case of WebRTC"):



Figure 1: WebRTC connection model – WebRTC data traffic – Scope on ICE-based NAT traversal
The need to abstract the DTLS connection from potential L4 multiplicity leads to the dicussion of a potential introduction of an additional level of a DTLS virtual connection. This discussion is out of scope of this document.
The following connection models will omit the L4 connection level aspects and just indicate a UDP connection and omit the multiplicity aspect.

[bookmark: _Toc418867097]2.2 DTLS connection model for IMS-WebRTC Rel-13

RTP / RTCP transport multiplexing is not applied. Bundling (i.e., RTP media multiplexing) is not applied too. We consider an example IMS-WebRTC call based on audio, video and three data applications. Figure 2 outlines the correspondent connection model. There are
· five UDP connections (TCUDP,i): two for audio (SRTP & SRTCP), two for video (SRTP & SRTCP) and one for data-SCTP-over-DTLS;
· five DTLS connections (CDTLS,i):
· four DTLS connections (CDTLS,1 to CDTLS,4) are used exclusively for SRTP key exhange;
· one DTLS connection ((CDTLS,5) is exclusively used by upper layer protocol SCTP;
· ICE/STUN: there are connectivity checks required for every L4 connections, leading to five separate STUN information flows (one per UDP connection).



Figure 2: WebRTC connection model – DTLS connection model for IMS-WebRTC Rel-13
Issue #1: there are four DTLS connections for SRTP key exchange, raising the question whether just a single DTLS-SRTP connection might be not sufficient for deriving the SRTP key material for the four SRTP /SRTCP connections?

[bookmark: _Toc418867098]2.3 DTLS connection model with multiplexing and two DTLS connections

We need to consider additional multiplexing in order to dig in DTLS related issues. The large number of L4 connections (UDP, possible TCP alternatives) in the previous model (Fig. 2) leads to some negative side effects, primarily related to
1. ICE/STUN procedures and
2. WebRTC call establishment delay.
Both factors could be improved by reducing the number of L4 connections. The optimum would be a single, UDP based L4 connection, see Figure 3 ("note again: this model is so far not supported in 3GPP Rel-13"):



Figure 3: WebRTC connection model – DTLS connection model with a maximum degree 
of multiplexing at L4 and two DTLS connections
The multiplexing/demultiplexing of UDP payloads for STUN, DTLS and (S)RT(C)P information follows basically the principle of RFC 5764.
There are two interpretations related to DTLS usage:
Figure 3 represents the case of two separate DTLS connections, given by the DTLS-SRTP specification which prohibits the usage of a DTLS connection from application traffic when the DTLS connection is used for SRTP key exchange.

Issue #2: a single UDP connection seems to be impossible for two DTLS connections (tbc). Thus, there would be then at least two UDP connections in above model.

[bookmark: _Toc418867099]2.4 DTLS connection model with multiplexing and a single DTLS connection

Figure 4 represents the 2nd interpretation, which reflects the goal of the IETF WebRTC usage in our understanding. A single DTLS connection is used for SRTP key exchange procedures as well as SCTP data transport.



Figure 4: WebRTC connection model – DTLS connection model with a maximum degree 
of multiplexing at L4 and a single DTLS connection

Issue #3: this interpretation violates the RFC for DTLS-SRTP. A single DTLS connection usage might be technically feasible because the DTLS protocol layer will not report any violation, but there might be security issues because the DTLS master key is used for different purposes, a) for the derivation of SRTP keys and b) for DTLS record layer keys.
Issue #4: the release of WebRTC data, i.e., the shutdown of the SCTP association, does not lead to a release of the DTLS connection; and vice versa from audio/video perspective.

[bookmark: _Toc418867100]2.5 DTLS connections versus staged WebRTC call establishment

The discussion in this clause is only relevant for the shared DTLS connection usage, i.e., the model from Figure 4. Staged WebRTC call establishment relates to following scenarios:
a) first audio & video only without any data; data is added in a later point in time;
b) vice versa: first data only without audio and video; audio / video added in a later point in time

With regards to use case #a:
Issue #5: the DTLS connection must be kept open, i.e., in state "established", after the SRTP key exchange procedures.[footnoteRef:1] [1:  	"NOTE – We are wondering whether a local DTLS connection release only might be feasible, i.e., without any alert action of the remote DTLS connection endpoint, which would just limit the usage of DTLS renegotiations, hm? Anyway, seems not to be the right approach from protocol usage perspective."] 


With regards to use case #b:
Issue #6: the DTLS connection is existing and in state established, however, DTLS-SRTP implies the execution of a DTLS full handshake procedure (as part of SRTP key exchange). Now, the execution of a DTLS full handshake on a existing DTLS connection represent actually a DTLS renegotiation procedure.
=> DTLS renegotiations are questionable ("and will be deprecated with future TLS version 1.3")
=> side effect on the DTLS-based SCTP traffic (tbc)

[bookmark: _Toc418867101]3. Summary
A number of aspect are indicated, which are all primarily caused when DTLS connections are used as a shared resource. This is not the case with 3GPP IMS-WebRTC usage in Rel-13, where the model according to Figure 2 applies. However, a comprehensive WebRTC design should already try to fix issues associated with potential future, additional multiplexing.
Anyway, following working assumption is made for the stage 2 / stage 3 WebRTC data integration in Rel-13: model according Figure 2, i.e., five DTLS connections in case of WebRTC audio, video & data calls.

____________________
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