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1. Introduction
1)
 It is currently specified, for the solution 5 in subclause 5.4.5, that the node ignores an incoming request whose Maximum Wait Time has expired. It needs to be further discussed whether the node should instead return an explicit rejection response.

2) 
The description of the solution 5 is not clear on when the receiving node should check the Maximum Wait Time parameter. 
3)
It is not clear in the description of the solution 4 and 5 which nodes should make use of the Timestamp and Maximum Wait Time parameters, i.e. whether the SGW for instance should make use of these parameters, beyond propagating them to the PGW.

4)
It is not clear in the description of the solution 5 how to handle downstream responses.  For example, is the SGW supposed to ignore a Create Session Response that is received after the Max Wait Time?  Or it is assumed that the SGW would have already given up and sent the "peer not responding" cause back. 

2. Reason for Change
1)
Ignoring a request whose MWT has expired may lead to unnecessary repetitions by the preceding node, e.g. to GTP-C retransmissions by an SGW for a PGW which would start ignoring a Create Session Request, or e.g. to Diameter CCR-I command repetitions  by the PCRF or an intermediate DRA if the PCRF starts ignoring an IP-CAN session establishment request. 

It is not recommendable, protocol-wise, to ignore a request as opposed to reject it explicitly, as the preceding node cannot know whether the request was not responded due to the request or response being lost, or the request being ignored. 
Rejecting the request explicitly can also simplify the implementation of the MWT feature, by possibly allowing an implementation to only check the MWT when receiving the incoming request. 

NOTE: 
If the receiver only checks the MWT upon receipt of the request, the node may continue to process the request beyond the MWT if some upstream nodes (e.g. AAA or PCRF) do not support this new MWT parameter. Besides, this can also possibly result in hanging contexts in the node and upstream nodes if the MWT has expired after the request has been received/processed. Checking the MWT when sending the response message to the preceding node can help avoiding hanging contexts. 
It is proposed to clarify that a node which supports the Maximum Wait Time parameter shall reject an incoming request whose Maximum Wait Time has expired. 
2) 
The exact times when the receiving node checks the MWT are implementation specific, apart from checking at least the MWT when the request is received. 
It is proposed to clarify that a node which supports the Maximum Wait Time parameter 
-
shall check the MWT upon arrival of the incoming request; 
-
may additionally check the MWT after arrival and processing of the request (e.g. for scenarios where some upstream nodes would not support the MWT feature, or to avoid ending up with hanging contexts if the MWT has expired since the request was received);

3)
An SGW that has forwarded a Create Session Request to the PGW can, based on implementation's choice, 
-
not make any further check on the MWT, i.e. fallback to existing behaviour
-
 reject the CSReq later, when detecting the expiry of MWT, e.g. upon receipt of a positive CSResp from the PGW.

In the latter case, the SGW should send a DSReq to the PGW to delete the contexts in PGW and upstream nodes
4)
The Timestamp parameter is used to detect a late incoming session establishment request colliding with a (valid) existing context. No scenario has been identified which could apply to the SGW. If the UE moves from an MME to another MME or SGSN, the new MME/SGSN will retrieve the UE’s context from the old MME, and that old MME would no longer send CSREq to the SGW. I.e. there is no use case where the SGW would receive a late CSReq from the old MME that could override a valid context created by the new MME/SGSN.

The Maximum Wait Time parameter is used to detect requests which have timed out at the originating node. All receiving nodes (including the SGW) should  at least check the MWT upon receipt of an incoming session establishment request.

3. Proposal

It is proposed to agree the following changes to 3GPP TR 29.811 v0.2.0.
* * * First Change * * * *

5.4.4
Solution 4 – Including a Timestamp in the session request

5.4.4.1
Solution description

The node originating the GTP-C Create Session Request (MME/SGSN, TWAN/ePDG) includes a Timestamp in the message, indicating the time at which the request is initiated.

Intermediate nodes (e.g. SGW, PGW) forwards the Timestamp of the originating node towards the upstream nodes that need to process the request (e.g. PCRF, 3GPP AAA Server). 
Any node (PCRF or 3GPP AAA Server) receiving a new session request colliding with an existing session context, for the same UE and APN and from a different PGW, accepts the new session request only if it contains a more recent timestamp than the timestamp stored for the existing session. I.e. the receiving node uses the Timestamp to detect and reject a late arriving request colliding with an existing context.

The solution assumes that all originating nodes (MME/SGSN, TWAN/ePDG) are synchronized on time (universal time NTP). Any originating node that detects a NTP failure does not include the information towards peers.

NOTE:
NTP synchronization is necessary for scenarios where the UE repeats its request via an alternative originating node (e.g. MME relocation scenarios or UE reattaching to a different MME), but also to avoid rejecting new valid session establishment requests from other originating entities.

The SGW propagates the Timestamp parameter to the PGW and does not make any further use of this parameter.
Figure 5.4.4.1.1 illustrates the scenario described in subclause 4.4.1.2 (MME reselecting a different PGW to establish the PDN connection due to delays in the first PGW to forward the request to the PCRF) with the above proposal.
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Figure 5.4.4.1.1: Use of TimeStamp - MME reselecting an alternative PGW during a PDN connection establishment 
Differences with the scenario documented in subclause 4.4.1.2 are highlighted below.

1.
The MME includes its Timestamp (TS1) in the GTP-C Create Session Request. The SGW forwards the TS1 received from the MME towards the PGW1. 

2.
The MME includes its Timestamp (TS2) in the GTP-C Create Session Request. The SGW forwards the TS2 received from the MME towards the PGW2. PGW2 also forwards the TS2 towards the PCRF during the IP-CAN session establishment.

3.
PGW1 eventually initiates the IP-CAN session establishment procedure towards the same PCRF. PGW1 forwards the TS1 towards the PCRF. The PCRF detects that this request collides with the existing session (same UE and APN, different PGW) and thus rejects the request as TS1 is older than TS2.

4.
Upon subsequent SIP session establishments, the PCRF is able to bind the UE's IP address (from PGW2) received via the Rx interface with the IP-CAN session established over Gx (from PGW2). 

* * * Next Change * * * *

5.4.5
Solution 5 – Including a Timestamp and Maximum Wait Time in the session request

5.4.5.1
Solution description

The node originating the GTP-C Create Session Request (MME/SGSN, TWAN/ePDG) includes in the message:

-
a Timestamp indicating the time at which the request is initiated;

-
a Maximum Wait Time indicating the maximum time to complete the processing of the request, i.e. the time the originating node waits before it times out.

Intermediate nodes (e.g. SGW, PGW) forwards the Timestamp and the Max Wait Time of the originating node towards the upstream nodes that need to process the request (e.g. PCRF, 3GPP AAA Server). 
Any node (PCRF or 3GPP AAA Server) receiving a new session request colliding with an existing session context, for the same UE and APN and from a different PGW, accepts the new session request only if it contains a more recent timestamp than the on-going one (as per solution 4). Besides, any node (PCRF, 3GPP AAA Server, or intermediate nodes such as SGW or PGW) receiving the message after the time "Timestamp + Max Wait Time" rejects the message. I.e. the receiving node uses:

-
the Timestamp to detect a late arriving request colliding with an existing context;

-
the Max Wait Time to detect an obsolete request which has already timed out at the originating node.

A node (PCRF, 3GPP AAA Server, or intermediate nodes such as SGW or PGW) which supports this solution: 

-
shall check that the request is not obsolete upon receipt of that request; 

-
may additionally check that the request has not become obsolete after arrival and processing of the request, e.g. for scenarios where some upstream nodes would not support this feature, or to avoid ending up with hanging contexts if the request has become obsolete since the request was received;
An SGW or PGW that has forwarded a (non obsolete) Create Session Request to the next upstream node may, based on implementation's choice, either

-
not make any further check on the Maximum Wait Time, or 
-
reject the Create Session Request later on, when detecting that the request has become obsolete, e.g. upon receipt of a Response message from the next upstream node.

Any node (PCRF, 3GPP AAA Server, or intermediate nodes such as SGW or PGW) that created a session with a peer node and is now rejecting the message initiates a clean up to avoid stale sessions in the network. The solution assumes all network elements are synchronized on time (universal time NTP). Any node that detects a NTP failure ignores the new parameters and does not include the information towards peers.
Figure 5.4.5.1.1 illustrates the scenario described in subclause 4.4.1.2 (MME reselecting a different PGW to establish the PDN connection due to delays in the first PGW to forward the request to the PCRF) with the above proposal.
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Figure 5.4.5.1.1: Use of TimeStamp and Max Wait Time - MME reselecting an alternative PGW during a PDN connection establishment 
Differences with the scenario documented in subclause 4.4.1.2 are highlighted below.

1.
The MME includes its Timestamp (TS1) and Max Wait Time (MWT) in the GTP-C Create Session Request. The SGW forwards the TS1 and MWT received from the MME towards the PGW1. 

2.
The MME includes its Timestamp (TS2) and Max Wait Time (MWT) in the GTP-C Create Session Request. The SGW forwards the TS2 and MWT received from the MME towards the PGW2. PGW2 also forwards the TS2 and MWT towards the PCRF during the IP-CAN session establishment.

3.
PGW1 eventually initiates the IP-CAN session establishment procedure towards the same PCRF. PGW1 forwards the TS1 and MWT towards the PCRF. The PCRF detects that this request arrives after the time " TS1 + MWT" and thus rejects the request.

PGW1 rejects the Create Session Request.

4.
Upon subsequent SIP session establishments, the PCRF is able to bind the UE's IP address (from PGW2) received via the Rx interface with the IP-CAN session established over Gx (from PGW2).
5.4.5.2
Impacts on existing nodes and functionality

Impacts on MME/SGSN, TWAN/ePDG, SGW, PGW, PCRF, 3GPP AAA Server:

-
new Timestamp and Max Wait Time IEs in GTP-C Create Session Request over S11/S4, S5;

-
new Timestamp and Max Wait Time AVPs in CCR-I command over Gx and Authorization Request command over S6b;

-
NTP time synchronization, monitoring and fallback to existing behaviour upon NTP failure

-
evaluating for every incoming request whether the request is still valid or obsolete (i.e. receiving node comparing the current NTP time with the Timestamp + Max Wait Time information in the request); cease processing a request if it is too late;
* * * End of Changes * * * *
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