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1. Introduction
When the path failure occurs in S5 interface, the SGW will regard the PGW as failed and vice versa (see subclause 20.2 Signalling path failure detection and handling). Therefore, the PGW and SGW will perform failure handling independently.

The SGW behaviours when detects a peer PGW failed is defined in subclause 16.1A.2 TS23.007. The SGW will

-
delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal SGW resources associated with those PDN connections;
-
and, if the optional feature PGW Restart Notification is supported by the SGW and MME/S4-SGSN, the SGW may also send a PGW Restart Notification message to the MME or S4-SGSN to trigger the PDN connections re-establishment procedure.

The PGW behaviours when detects a peer SGW failed is defined in subclause 17.1A.1 TS23.007. The PGW will

-
delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal PGW resources associated with those PDN connections;
-
or follow the procedures specified in clause 27 to restore the PDN connections affected by the SGW failure, if the MME/S4-SGSN and the PGW support these procedures.
This paper will discuss the possible problem when S5 path failure occurs and proposes a solution for it.
2. Discussion
Consider the following S5 path failure scenarios, in which different features are supported by the network:
1) No restoration feature supported
In this scenario, the PGW and SGW both delete related PDN connections locally. The MME/S4-SGSN is unaware that the PDN connection contexts in PGW/SGW have been deleted.
Consequence: 
-
All the services impact by S5 path failure will be interrupted. 

2) Support "PGW Restart Notification" only
In this scenario, the PGW deletes related PDN connections locally.

The SGW deletes related PDN connections locally and then send a PGW Restart Notification message to the MME or S4-SGSN associated with the S5 path failure. The MME/S4-SGSN shall deactivate the corresponding PDN connections using the "reactivation requested" and then the PDN connections are re-established.

Consequence: 
-
The PDN connections are re-established and new PGWs are selected for the PDN connections.
3) Support "PGW triggered SGW restoration" only

In this scenario, the SGW deletes related PDN connections locally.

The PGW will maintain the PDN connections affected by the S5 path failure and marked for restoration. When downlink data packets or signalling arrives at the PGW, the PGW will select an alternative SGW and then send a PGW Downlink Triggering Notification message for GTP-S5 (or an PMIP Update Notification message for PMIP-S5), including the IMSI and the MME/S4-SGSN identifier if available.

The alternative SGW shall forward the message to the MME/S4-SGSN identified by the MME/S4-SGSN identifier if present in the message. 

Upon receipt of a PGW Downlink Triggering Notification message, the MME/S4-SGSN will send a PGW Downlink Triggering Acknowledge message back and perform S-TMSI/P-TMSI paging. When receiving a Service Request message from the UE, the MME/S4-SGSN shall perform the SGW restoration procedure as specified in the subclause 27.2.2. 
However, in the subclause 27.2.2, there is a flaw that the MME/S4-SGSN only performs the SGW restoration procedure after the MME/S4-SGSN detects the SGW failure. 
After detecting an SGW failure, the MME/S4-SGSN should attempt to restore the PDN connections eligible for restoration for all the UEs affected by the SGW failure

Therefore, in this case, the MME/S4-SGSN behaviours are unpredictable after perform paging because the MME/S4-SGSN did not regard the SGW as failed.
Consequence: 
-
The PDN connections cannot be restored.

-
The MME/S4-SGSN behaviours are unpredictable. 

4) Support "PGW/MME/S4-SGSN triggered SGW restoration" and "PGW Restart Notification"

In this scenario, the PGW's behaviours are same to that in scenario 3 and the SGW's behaviours are same to that in scenario 2. 
Consequence: 
-
The PDN connections are re-established after the MME/S4-SGSN receives PGW Restart Notification message. 
-
The PGW will maintain the PDN connections (which are marked for restoration) and keep sending PGW Downlink Triggering Notification message until the PDN connections are deleted locally according to implementation option. 
-
The MME/S4-SGSN performs paging of the UE after receiving the PGW Downlink Triggering Notification message and the consequent behaviours is unpredictable.
3. Solutions

In order to resolve the problems in Scenarios 3&4, e.g. the MME/S4-SGSN unpredictable behaviours, two possible solutions are considered:
Alternative 1: No Restoration
PGW behaviours:

After detection SGW failed, the PGW maintains the PDN connections affected by the SGW failure. When downlink data packets or signalling arrives at the PGW, for a PDN connection associated with a failed SGW, the PGW shall select an alternative SGW and send a PGW Downlink Triggering Notification message including the IMSI, the MME/S4-SGSN identifier if available and the PGW ID.

When receiving a PGW Downlink Triggering Acknowledge with rejection value "No Restoration", the PGW shall delete all the PDN connections of the UE locally.

SGW behaviours:

Upon receipt of a PGW Downlink Triggering Notification message from a PGW, the SGW shall forward the message to the MME/S4-SGSN identified by the MME/S4-SGSN identifier

Upon receipt of a PGW Downlink Triggering Acknowledge message from an MME/S4-SGSN with the rejection cause code "No Restoration" the SGW shall forward the message to the PGW.
MME behaviours:

Upon receipt of a PGW Downlink Triggering Notification message for which it can find a UE context corresponding to the received IMSI and the SGW serving this UE is still available, the MME/S4-SGSN shall send a PGW Downlink Triggering Acknowledge message back to the SGW with a rejection cause value "No Restoration" and delete locally the PDN connections of this UE related to the PGW identified by the PGW ID in the PGW Downlink Triggering Notification message.
NOTE: 
The existing rejection cause code "Context Not Found" cannot be re-used, because the alternative SGW will forward the PGW Downlink Triggering Notification message to all the MME/S4-SGSN within the MME/S4-SGSN pool after receiving this rejection value.
Alternative 2: PDN connections restoration.
PGW behaviours:

After detection SGW failed, the PGW maintains the PDN connections affected by the SGW failure. When downlink data packets or signalling arrives at the PGW, for a PDN connection associated with a failed SGW and marked for restoration, the PGW shall select an alternative SGW and send a PGW Downlink Triggering Notification message including the IMSI, the MME/S4-SGSN identifier if available and PGW ID.

When receiving a PGW Downlink Triggering Acknowledge with rejection value "No Restoration", the PGW shall delete all the PDN connections of the UE locally.

SGW behaviours:

Upon receipt of a PGW Downlink Triggering Notification message from a PGW, the SGW shall forward the message to the MME/S4-SGSN identified by the MME/S4-SGSN identifier.

Upon receipt of a PGW Downlink Triggering Acknowledge message from an MME/S4-SGSN with the rejection cause code "No Restoration" the SGW shall forward the message to the PGW.

MME behaviours:

Upon receipt of a PGW Downlink Triggering Notification message for which it can find a UE context corresponding to the received IMSI but the PGW ID in this message does not match to any PGW IDs in the UE context, the MME/S4-SGSN shall send a PGW Downlink Triggering Acknowledge message back to the SGW with a rejection cause value "No Restoration".

Upon receipt of a PGW Downlink Triggering Notification message for which it can find a UE context corresponding to the received IMSI and the PGW ID in this message matches to one of PGW IDs in the UE context, the MME/S4-SGSN shall send a PGW Downlink Triggering Acknowledge message back to the SGW with an acceptance cause code, and perform paging and the SGW restoration procedure even if the SGW serving for this UE is still available.
NOTE: 
UEs with multiple PDN connections to different PGWs may be still in connected mode after S5 path failure occurs between one PGW and the SGW. For these UEs, the MME may delay the restoration procedure until the UEs exits connected mode, to avoid interrupting ongoing service on other PGW. 
4. Proposal

The following table shows the possible enhancement on PGW/SGW/MME
	
	Alternative 1
	Alternative 2

	PGW
	1. Include PGW ID in PGW Downlink Triggering Notification message
2. Delete all the PDN connections of the UE locally when receiving a PGW Downlink Triggering Acknowledge with rejection value "No Restoration"
	1. Include PGW ID in PGW Downlink Triggering Notification message
2. Delete all the PDN connections of the UE locally when receiving a PGW Downlink Triggering Acknowledge with rejection value "No Restoration"

	SGW
	N/A 
	N/A

	MME
	1. Determine whether the SGW is available when receiving the PGW Downlink Triggering Notification

2. Send the PGW Downlink Acknowledge with "No Restoration" when the SGW serving for the UE is still available.

3. Delete all the PDN connections of this UE related to the PGW identified by the PGW ID in the PGW Downlink Triggering Notification message.
	1. Match PGW ID in the PGW Downlink Triggering Notification message and the PGW IDs in the UE context

2. Send the PGW Downlink Acknowledge with "No Restoration" if the PGW ID in the message does not match to any PGW IDs in the UE context
3. Trigger SGW restoration procedure if the PGW ID in the message matches to any one PGW ID in the UE context

	Pros
	1. Minimum impact on PGW/SGW/MME
	1. Able to restore PDN connections
2. Same procedure for both S5 path failure (SGW still available on other interfaces) and SGW totally down (SGW unavailable on all interfaces)

	Cons
	1. Unable to restore PDN connections if the network does not support "PGW Restart Notification".
2. Possible to delete PDN connections wrongly (NOTE)
	1. Possible to interrupt ongoing service on other PGW for UEs with multiple PDN connections and in connected mode.


NOTE: 
For example, when the S5 path failure occurs, if the MME receives the PGW Downlink Triggering Notification from the PGW first, the MME will delete PDN connections locally, which cannot be re-established even though the MME receives the PGW Restart Notification later. 
Another example, if the SGW has completely been down (NOT path failure), the PGW may detect the SGW failure before the MME/S4-SGSN detects it. So the MME/S4-SGSN may regard the SGW still available when receiving a PGW Downlink Triggering Notification from the PGW. Then the MME/S4-SGSN will send the PGW Downlink Triggering Acknowledge message with the new rejection value which causes the PGW to delete PDN connections. 
Compared with alternative 1, alternative 2 could restore the PDN connections without introducing much impact on existing restoration mechanism. It's proposed to fix the specification flaw via Alternative 2.
