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Introduction

It was agreed during the CT4#64bis meeting to address solutions for SGs path failures and to further evaluate whether existing capabilities (based on SCTP transport) could be leveraged for this purpose or if alternative solutions should be considered. 

Discussion

1. Leveraging SCTP?

Stage 3 for the SGs interface is specified by CT1 in 3GPP TS 29.118 [1]. Stage 3 specifies the following requirements:
· "All the SGsAP messages described in the present document require an SCTP association between the MME and the VLR".
· "Transport network redundancy can be achieved by SCTP multi-homing between two end-points, of which one or both is assigned with multiple IP addresses. SCTP end-points shall support a multi-homed remote SCTP end-point."
· "MME and VLR shall support a configuration with a single SCTP association per MME/VLR pair. Configurations with multiple SCTP endpoints per MME/VLR pair may be supported."

· "Semi-permanent SCTP associations shall be established between the MME and VLR, i.e. the SCTP associations shall remain up under normal circumstances".
The SGs Application Part has been designed assuming a reliable transport.
The SGs restoration procedures specified by CT4 in 3GPP TS 23.007 [2] address MME failure scenarios (with or without restart) and work well for these scenarios. These procedures were not designed for addressing SGs transport only failures (i.e. transport failure while the MSC and MME remain operational) as transport redundancy has been assumed to be provided by SCTP. See clause 26 (Mobile terminated CS service delivery via an alternative MME in MME pool):
· "This procedure is an optional feature for VLR and MME. It enables the network to continue delivering mobile terminated CS services to UEs via an alternative MME in the MME pool where the UE is located when the MME to which the UE was registered fails without restart or fails for a long duration.
NOTE 1:
UEs in idle mode are not aware of an MME failure until they need to send some uplink data or signalling (e.g. a periodic Tracking Area Update) or until they are forced to re-attach e.g. via the network trigerred service restoration procedure. Without support of the procedure defined in this clause, UEs that remain under LTE may not be able to receive mobile terminated CS services for a long duration after an MME failure without restart or a long MME failure."

SCTP is used extensively in CSCN, EPS and IMS: on SGs, S6a/S6d, Gx/Rx, S1AP, M3AP, SWx/STa,  …
So leveraging existing SCTP capabilities is highly desirable as would benefit all these interfaces, while designing specific solutions would require to consider every SCTP-based interface individually. 
SCTP multi-homing provides transport reliability and redundancy:
· It enables to setup one or more SCTP associations between an MME and MSC, where each association relies on multiple SCTP paths going through different interfaces & network paths.

· Any failure (device or link) on a path is automatically detected by SCTP (non acknowledgement of traffic data sent or heartbeat loss) and leads to failover to the other path(s). SCTP failover handling is very fast and auto-adapting to the measured round trip time, e.g. < 50ms. The availability of the secondary path is also permanently monitored. 

MPLS fast reroute restores the path in less than typically 50ms if an IP router fails. There is even no need for ensuring that the SCTP paths go through independent routes within the IP network itself (fast rerouting being quicker than the time for an SCTP path failure). 

Transport redundancy is thus achieved by SCTP multi-homing, together with the redundancy provided by MSC and MME implementations (incl. redundancy of the Internet links, access routers, separated physical interfaces, board redundancy).
Some aspects of IETF RFC 4960 (SCTP) might require further clarifications in 3GPP TS 29.118 to ensure that implementations behave properly. E.g. some clarifications might be useful with respect to the sequence of IP addresses to be used to establish the SCTP association, i.e. an MME implementation shall be capable to establish an SCTP association using secondary IP address(es) of the MSC if it cannot open the association towards the first IP address.
2. Designing new solutions?

A new restoration procedure has been proposed in [3] as an alternative to SCTP to recover from the loss of SGs transport, whereby the MSC and MME would exchange SGs signalling via an alternative MME, when possible. 
This approach is not desirable as this would be:

· an SGs specific solution (i.e it would not provide any solution for all the other 3GPP interfaces relying on SCTP);

· redundant with the SCTP capabilities;

· an incomplete and complex solution (which would result in a large implementation effort):
· restoration procedures should not impact the overall network architecture; 
· would require to tunnel all the SGs signalling necessary for the setup of the CS terminating call, e.g. SGs service request, SGs Paging Reject, SGs Service Abort Request, … in both directions MME<>MSC.
· SGs signalling would be carried on UDP between MMEs w/o any guarantee on the transport delivery and ordering of msg delivery. The implications on the SGs Application Part would need to be evaluated.
· may cause backward compatibility problems with legacy VLRs that would start receiving SGs signalling for existing SGs associations via a different MME;
· e.g. existing VLR implementations can ignore SGs signalling received from an unexpected SGs interface, e.g. if the VLR pages the UE towards an MME1 while at the same time the UE moves to an MME2, the VLR will receive an SGs location update from MME2 (after which it re-sends the paging request via that MME2) and SGs paging reject message from MME1. The latter shall not disturbe the paging procedure retried via the MME2. 
· does not provide a solution for SMS exchanges via SGs
· does not address MO CSFB call that also requires SGs signalling from MME to MSC (SGs MO-CSFB-Indication). How would the original MME know whether another MME has still  some connectivity with the VLR?
· while it does not provide any guarantee to work!

· It assumes the communication is completely lost between an MME and MSC, while still possible via an alternative MME.
Conclusion

SCTP multi-homing provides transport reliability and redundancy which allows to address path failure scenarios. 

It is proposed to further review the aspects of IETF RFC 4960 (SCTP) that might require some clarifications in 3GPP TS 29.118 to ensure that implementations behave properly. 

This effort will benefit all the 3GPP SCTP based interfaces, with minimal impacts to implementations.

References:

[1] 3GPP TS 29.118
MME-VLR SGs interface specification
[2] 3GPP TS 23.007
Restoration procedures

[3] C4-140522
Discussion    Discussion on MSC initiated SGs restoration (Ericsson)

