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1. Introduction

<Introduction part (optional)>

2. Reason for Change

The requirements for Mp end-to-end security should be specified based on the applicable requirements in 23.333, 33.328 and 24.229.

3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828.

*******

* * * First Change * * * *
4.2
Media security for conferencing (BFCP)

4.2.1
General design considerations

IMS conferencing concepts and procedures are specified in 3GPP TS 23.228 [3], 3GPP TS 24.147 [21] and 3GPP TS 24.229 [5]. 

3GPP TS 33.328 [2] specifies IMS media plane security mechanisms for BFCP as used in IMS conferencing for both e2ae protection and e2e protection. Integrity and confidentiality protection for BFCP media is achieved by TLS protection.  
The salient points of BFCP based media security are: (see 3GPP TS 33.328 [2] for a comprehensive description): 

a)
e2ae security shall be supported in the same way as for MSRP (see subclause 4.1.1), with only the following differences:

-
e2ae security for BFCP uses individual indications "e2ae-security for BFCP supported by the UE" and "e2ae-security for BFCP supported by the network" during the IMS registration;

-
In the SDP, security for a BFCP media stream is specified by using the transport "TCP/TLS/BFCP".

b)
e2e protection of BFCP media may be supported between the IMS UE and MRFP (conference server) in a similar way as for MSRP-based traffic, i.e. using a TLS tunnel established with MIKEY-TICKET .  
-
3GPP TS 33.328 [2], Annex G, describes two completely different conferencing security solutions. One solution is described in G.2 – this is the solution that uses SRTP/SDES for RTP based traffic, and does not specify the usage of TLS for TCP-based traffic (MSRP and BFCP). If a conference server according to that specific solution would use TLS as described in Annex G.2, NOTE 3 (shown also in Annex B below), then this is outside of what is specified by 3GPP for this solution. Consequently, usage of TLS in the context of the solution described in 3GPP TS 33.328 [2], Annex G.2 should not be part of the stage 3 specifications.

-
The other conferencing security solution is described in 3GPP TS 33.328 [2], Annex G.3 and uses security with MIKEY-TICKET key management for all media flows between the UE and conference server. In case of TLS this means TLS based on shared secret established with MIKEY-TICKET. 
* * * Next Change * * * *
7
MRFC/ MRFP interface (Mp)

Editor's Note: References to the Iq clause should be made wherever requirements & procedures are common across profiles, rather than duplicating text.

7.1
Requirements 

Editor's Note: this clause intends to capture stage 2 requirements for the Mp profile. Contents of this clause are expected to be moved to 3GPP TS 23.333 once stable.

7.1.1
End-to-end security for TCP-based media using TLS

7.1.1.1
General requirements
An MRFC and MRFP may support end-to-end security protection of session based messaging (MSRP) and conferencing (BFCP) as specified in 3GPP TS 33.328 [2], Annex G3. 
MSRP and BFCP traffic shall be protected using a TLS tunnel established with MIKEY-TICKET procedures.
Editor's Note: the specific requirements for MRFC and MRFP to support the MIKEY-TICKET procedures are FFS.

7.1.1.2
Specific requirements for session based messaging (MSRP)
In SDP, security for MSRP is specified using the transport "TCP/TLS/MSRP".
7.1.1.3
Specific requirements for conferencing (BFCP)

In SDP, security for BFCP is specified using the transport "TCP/TLS/BFCP".
There is never a BFCP session between two UEs, therefore only the IMS UE might be located behind a remote firewall/NAT device, i.e. the use case where both peers are behind a NAT need not be considered for the Mp interface, see subclause 4.2.3.

