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1. Introduction

<Introduction part (optional)>

2. Reason for Change

The requirements for Ix end-to-end security should be specified based on the applicable requirements in 29.162, 33.328 and 24.229.

3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828.

*******

* * * First Change * * * *
6.1
Requirements 

Editor's Note: this clause intends to capture stage 2 requirements for the Ix profile. Contents of this clause are expected to be moved to 3GPP TS 29.162 once stable. 

6.1.1
End-to-end security for TCP-based media using TLS

6.1.1.1
General requirements
A pre-requisite for support of e2e security is that media packets are passed transparently by any nodes present in the media path.
6.1.1.2
Specific requirements for session based messaging (MSRP)

For general design considerations and assumptions regarding e2e security of session based messaging, see subclause 4.1. 

An IBCF and a TrGW may support the end-to-end IMS media plane security for session based messaging as specified in 3GPP TS 33.328 [2]. If supported, the IBCF shall support the transport protocol "TCP/TLS/MSRP".

If the IBCF receives SDP containing media lines with " TCP/TLS/MSRP" as transport protocol, the IBCF shall:

-
forward the SDP with unmodified transport protocol for these media lines;

-
not provide any media related information to the corresponding terminations and configure the TrGW to pass media.

Editor´s Note: 
It is FFS if the IBCF should send "TCP/TLS/MSRP" to TrGW, since the TrGW is TLS/MSRP unaware for e2e media protection.
6.1.1.3
Specific requirements for conferencing (BFCP)
The TrGW shall support application-agnostic (i.e. transparent) forwarding of TLS-BFCP packets for e2e scenarios. 

