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1. Introduction

When the SGW detects that a peer PGW has failed and not restart, the SGW may send a PGW Restart Notification message to the MME if both the MME and the SGW support this feature. Then the MME may restore the PDN connections impacted by the PGW failure by deactivating the corresponding PDN connections with the "reactivation requested" cause value (See 16.1A.2 in TS23.007).

When the PGW detects that a peer SGW has failed and not restart, the PGW may follow the PGW triggered PDN connections restoration after an SGW failure (See 17.1A.1 and 27.2.3 in TS23.007)
This paper will discuss the possible confliction between these two mechanisms.
2. Discussion

Peer node failure detection
How to detect the peer node failed and not restart is based on Echo Request / Response procedure (See 20 in TS23.007). 

Normally, there are following cases which could cause the PGW/SGW regards a peer node failed:

· The peer node complete failure and loss all connections with other nodes

· Path failure: e.g. the routing network failure.

For the last case, the PGW may also regards the SGW failed and vice versa, so they will try to restore the PDN connections separately.
Restoration conflict
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As show in the above figure, when path failure occurs between the SGW and the PGW, the SGW regards the PGW failed after several Echo Request message without response (See 20 in TS23.007). The SGW will delete all PDN connections associated with the PGW and the SGW sends the PGW Restart Notification to the corresponding MME with the cause "PGW not responding" (See 16.1A.2 in TS23.007). 
Also, the PGW regards the SGW failed with same mechanism. The PGW will maintain the PDN connections to be restored. When downlink data packets arrives at the PGW, the PGW will send PGW Downlink Triggering Notification message to an alternative SGW (See 27.2.3 in TS23.007)..
1. The MME receives the PGW Restart Notification message first
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After receiving the PGW Restart Notification message, the MME will deactivate the PDN connections and the UE may re-establish the PDN connections to a new PGW (PGW-B),as showed with green line.
Then the PGW Downlink Triggering Notification arrives the MME, the MME will perform paging and a SGW relocation procedure because the MME doesn’t know this notification is from PGW-A rather than PGW-B. Finally, the PDN connection is as showed with orange line.
2. The MME receives the PGW Downlink Triggering Notification message first
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After receiving the PGW Downlink Triggering Notification message, the MME will perform paging and a SGW relocation procedure. The PDN connection is as showed with green line.

Then the PGW Restart Notification arrives the MME, the MME will not trigger the deactivation of the PDN connection because the control plane IP address of the SGW (SGW-A) is different from the one stored in the PDN context (SGW-B).
Problem:
According to the above discussion, when a network supports both PGW Restart Notification message and PGW Downlink Triggering Notification message, the unnecessary paging and the SGW relocation procedure will be involved if the PGW Restart Notification message is received by the MME first.
For most PDN connections this condition is easily achieved, because the PGW only send the PGW Downlink Triggering Notification when it receives downlink data or signalling. Obviously, it normally happens after a while from when the PGW regards the SGW failed.

Note: if path failure occurs in S11/S4 interface, the MME/SGSN will regards the SGW failed and the SGW also regards the MME/SGSN failed. Normally, the MME/SGSN initiates the SGW relocation first, the user plane will be switched to the new SGW and the old SGW (the MME/SGSN regards failed) will never receive the downlink data, so the old SGW won't trigger service restoration procedure. It means the problem that the restoration procedure is repeatedly performed is not serious.
3. Solution
Alternative 1: A timer in the MME for each restored PDN connection
Assuming that the SGW failure shouldn’t occur in a short time after the PGW failure, the MME may start a timer after a PDN connection re-activation due to the PGW failure. Before the timer expires the MME should ignore the PGW Downlink Triggering Notification for this PDN connection.
This solution has no impact on the SGW/PGW. However, the MME must be able to determine whether a PDN connection establishment request is triggered by previous re-activation indication. It means the MME need to store the PDN connection context until it’s re-established.
Alternative 2: PGW ID in the PGW Downlink Triggering Notification
A PGW ID(such as PGW F-TEID) is included in the PGW Downlink Triggering Notification. When the MME receives a PGW Downlink Triggering Notification, the MME should determine the impacted PDN connection according to the SGW and PGW ID in this message. If the PGW ID in this message is different from the one stored in PDN context, the MME should ignore the message.
The PGW F-TEID has been included in the PGW Downlink Triggering Notification message in S5 interface. So this solution needs to enhance this message to include this IE also in S4/S11 interface. 
Alternative 3: The PGW Restart Notification/PGW Downlink Triggering Notification message only used for peer node restart case.
When the peer node fails without restart, the SGW/PGW should not try to restore the PDN connection.
This solution makes the restoration unavailable for the failure without restart case.

4. Proposal
Alternative 2 is proposed and the corresponding description is added to TS 23.007 from rel-11.
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