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1. Introduction
This document provides for information the current progress of the CT4 study on "Extended IMS media plane security features and TCP related NAT traversal support; IMS H.248 profiles aspects", done as part of the eMediasec WID (CP-130597). 

2. Completed work 

3GPP TR 29.828 v1.0.0 has already addressed the following aspects: 
· key issues and design considerations for media security for MSRP, BFCP and T.38 FoIP (over UDPTL/UDP); 
· TLS procedures: 

· H.248 bearer type indication "TLS"

· TLS client/server role assignment: assumption made for SIP/SDP signalling
· TLS session release leads to release the underlying TCP connection, MGW stimuli for TLS session release 
· TCP procedures:
·  H.248 bearer type indication "TCP"

· TCP client/server role assignment: SIP level negotiation, H.248 control of TCP connection establishment

· TCP connection release
· TCP Interworking in the MGW

· e2ae media security: 

· Iq requirements for TCP-based media using TLS (MSRP, BFCP)

· Iq procedures for TCP-based media using TLS (MSRP, BFCP)

· Iq requirements for UDP-based media using DTLS (T.38 FoIP)

· Informative annex identifying the new eMediasec related security requirements in TS 33.328
3. SA3 updates

TS 33.328 was updated during SA3#73 with: 
· the latest IETF reference for fax over DTLS, i.e. draft-ietf-mmusic-udptl-dtls-00 (S3-131099);

· the  definition of the TLS profile applicable for IMS media plane security in a new normative Annex M (S3-131127).
TR 29.828 has already been updated with the latest IETF reference. 
Subclause 4.3.5 (TLS protocol profile) of TR 29.828 can be updated with a reference to the Annex M of TS 33.328.
3. Open points & remaining work
	No
	Sub Task
	TR
	Source
	CT WG #

	1
	Implication of SDP O/A renegotiation over an already established TLS session for BFCP (4.3.3.1.4). 

Editor's note to be replaced by text according to the Reply LS from CT1 (C4-131850): "If a TLS session is already established and is used by BFCP, then any SDP offer/answer renegotiation will not have an impact on the TLS session."
	29.828
	Alcatel-Lucent 
	CT4#64

	2
	Start of TLS security session establishment (4.3.3.2)

- coupled or not with underlying TCP connection establishment

- if coupled, under MGC control or MGW autonomous triggering

Option retained for Rel-12 to be decided 

Proposal:

- default: coupled with TCP, autonomously

- other options: to be further justified 
	29.828
	
	CT4#64

	3
	TLS protocol profile (4.3.5)

- add reference to Annex M of TS 33.328 

- remove 2nd editor's note: "It is FFS whether an IMS-AGW should support being connected to different TLS domains (with different TLS parameters)" – this is already under study by SA3 and won't be considered by CT4 unless SA3 defines a corresponding reqt for such capability.
	29.828
	Alcatel-Lucent 
	CT4#64

	4
	TLS protocol profile (4.3.5)
Editor's note: "It needs to be checked whether there might be a need for the IMS-ALG (or MRFC) to know certain TLS capabilities of the IMS-AGW (or MRFP)."
	29.828
	
	CT4#64

	5
	H.248 control of TCP connection establishment at MGC by MGW (4.4.2.1.2)

- editor's note: interaction 5 is FFS ("Indicate to a MGW whether to use TCP connection establishment requests (TCP SYN) received at one termination as a trigger to send TCP connection establishment on the other termination in the same context")
Proposal:
At least required to allow an IMS-ALG or IBCF to modify the a=setup attribute, e.g. IMS-ALG to allow TCP cnx setup between 2 UAs behind NAT for MSRP. May also possibly be used for source address/port filtering.
 => capability to be supported by the profile
	29.828
	
	CT4#64

	6
	Start of TCP connection establishment (4.4.2.2)

- editor's note: It is FFS whether the "delayed" establishment option needs to be supported in Rel-12.

Editor's note can be replaced by text stating that both options are supported (with a reference to subcl. 4.4.2.1.2). Principle has already been agreed there that the start of the TCP cnx establishment may happen either during the ADD or subsequently upon a MOD command.
	29.828
	Alcatel-Lucent 
	CT4#64

	7
	L3/L4 level NAT traversal support (4.4.2.3)

- editor's note: required capabilities for Rel-12 are still under study

Both options should be allowed. Latching is already supported. Principle of TCP merge mode already captured via fig. 4.4.2.1.1.5 (MGC modifying the setup attribute).
	29.828
	Alcatel-Lucent 
	CT4#64

	8
	TCP interworking in the MGW (4.4.4)

Editor's note that Mp connection model is not yet covered.
	29.828
	Alcatel-Lucent 
	CT4#64

	9
	Media awareness at MGW for FoIP media security 
Need or not for media awareness for FoIP is FFS
	29.828
	Alcatel-Lucent 
	CT4#64

	10
	e2ae media security: Iq requirements for TCP-based media using TLS (MSRP, BFCP) 

5.1.1.2 & 5.1.1.3: the text needs to be enhanced: 

- focusing more on the MGC/MGW requirements & the interactions between SIP & H.248,

- removing aspects which are not really relevant to CT4 stage 2 (e.g. " Once the conference URI has been created, the participants (including the conference creator himself) join the conference using one of the methods specified in 3GPP TS 24.147 [21].)

- clarifying the feature is optional to support

- specifying the MGW reqts e.g. on whether MGW needs or not to be media aware

- …

This clause aims at capturing the text that we will then move to the "requirements" section of our stage 2 TS. The current description needs some further work and restructuring (subheadings).

	29.828
	
	CT4#64

	11
	e2ae media security: Iq procedures for TCP-based media using TLS (MSRP, BFCP) 

Several editor's notes in subclause 5.2.1: transport protocol value, source address/port filtering for TCP SYN…
+ 5.2.1.2.2: correct step 21 which indicates IMS-ALG starts setup of TLS (should be IMS-AGW).

+ 5.2.1.2.3: need for a note to ensure compatibility with GSMA RCS (like done in 5.2.1.2.2)
	29.828
	
	CT4#64

	12
	e2e media security: Iq requirements for TCP-based media using TLS (MSRP, BFCP) 

To be specified in subclause 5.1.2.
	29.828
	NSN
	CT4#64

	13
	e2e media security: Iq procedures for TCP-based media using TLS (MSRP, BFCP) 

To be specified in subclause 5.2.2.
	29.828
	
	CT4#64

	14
	e2ae media security: Iq procedures for UDP-based media using TLS (T.38 FoIP) 

To be specified in subclause 5.2.3.
	29.828
	
	CT4#64

	15
	e2e media security: Ix requirements for TCP-based media using TLS (MSRP, BFCP) 

To be specified in subclause 6.1.
	29.828
	NSN
	CT4#64

	16
	e2e media security: Ix procedures for TCP-based media using TLS (MSRP, BFCP) 

To be specified in subclause 6.2.
	29.828
	
	CT4#64

	17
	e2e media security: Mp requirements for TCP-based media using TLS (MSRP, BFCP) 

To be specified in subclause 7.1.
	29.828
	NSN
	CT4#64

	18
	e2e media security: Mp procedures for TCP-based media using TLS (MSRP, BFCP) 

To be specified in subclause 7.2.
	29.828
	
	CT4#64

	19
	3GPP ITU-T H.248 requirements gap analysis

To be specified in subclause 8
	29.828
	Alcatel-Lucent 
	CT4#64

	20
	Conclusions for NAT traversal support of TCP based media
Proposing to proceed with normative work to add support for TCP merge mode in Rel-12
	29.828
	
	CT4#64

	21
	Conclusions and Recommendations

To be specified in subclause 9
	29.828
	FFS
	CT4#64bis

	22
	Impacts on existing specifications

To be specified in Annex A
	29.828
	FFS
	CT4#64bis


The corresponding stage 2 and stage 3 normative work in CT3 and CT4 is planned to take place: 

- during CT4#64bis & CT4#65 (TS 23.334, 29.334, 29.238, 23.333, 29.333)

- during CT3#76bis & CT3#77 (TS 29.162)

