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1. Background
1.1 Protocol Configuration Options
Protocol Configuration Options is a not “young” and often used information element. PCO is used to transfer parameters between the UE and the PDN GW, and is sent transparently through the network element in the way between the UE and the PGW. In other words, the PCO can only be generated by UE and be read by the PGW for uplink case and same way for downlink case. This is the most fundamental principle for PCO.
The Protocol Configuration Options may include the Address Allocation Preference, ciphering credentials (e.g., PAP/CHAP usernames and passwords), APN and some other IP parameters. Via PCO UE can obtain the information it requires from PGW directly.
1.2 Additional Protocol Configuration Options
Additional Protocol Configuration Options (APCO) was defined in Rel-10 in order to figure out how to support for access to external private networks via S2b.
The specific requirement is the ePDG needs to set the user credentials which is received from the UE during the multiple authentication exchanges in the IKEv2 protocol as specified in 3GPP TS 23.402 in a container in the PBU/Create Session Request message. Upon receipt of the PBU/Create Session Request message including the user credentials the PDN GW can perform the authentication and authorization with the external AAA server.
Actually, there is the similar requirement of access to external private network via 3GPP access. For 3GPP access, UE can include the user credentials in PCO and send them to the PGW. However, UE sends these user credentials via IKEv2 message to the ePDG for S2b. Then it is taken over to ePDG to convey the user credentials to the PGW.
In the end, it was agreed to define a brand new information element which follows the format of PCO. This new IE is generated by ePDG and named Additional Protocol Configuration Options. In this way, the PGW can easily be enhanced to handle this IE since the PGW can generally re-use what has been implemented for PCO.
Then in Rel-11 SaMOG, UE is not allowed to be changed. The TWAN acts as DHCP server. When the UE initiate DHCP procedure with the TWAN for IP configuration, the TWAN shall obtain these parameters from PGW to allocate them to the UE. Then APCO become a good choice to realize this requirement for the TWAN.
At this point, APCO is supported in two scenarios: S2b and (Rel-11) trusted WLAN access.



2. Discussion

In eSaMOG, UE is expected to enhance to support handover, multiple PDN connections and other features including sending PCO. PCO is conveyed in different procedures in different connection mode in eSaMOG:
· For single connection mode, the TWAN and 3GPP AAA server shall make sure the PCO can be exchanged between UE and the PGW through EAP procedure and S2a session establishment procedure.
· For multi-connection mode, the TWAN will make sure that the PCO can be exchanged between the UE and the PGW through WLCP and S2a session establishment procedures.
If the APCO is still supported in both single-connection mode and multi-connection mode, it will become a redundant function for TWAN and PGW.
Take the procedure for single-connection mode as an example.





From the procedure above, the UE is able to contain the PCO in the EAP message to the network to obtain the parameters. If both PCO and APCO are involved in step2, TWAN will obtain the parameters from APCO. However, in TWAN the information in this APCO will never be asked for since UE has got what it requires from PCO.
The same will happen in multi-connection as well. Since the UE has obtained the parameters via WLCP message, the APCO in TWAN is useless.
3. Conclusion
Based the discussion above, it is proposed to specify that APCO shall not be used when single-connection mode or multi-connection mode is used. Or specify that the APCO is used only when transparent connection mode is used.
Please refer to the corresponding CRs for the proposal: C4-140067 and C4-140068.
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