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1. Introduction
Subclause 4.6 of TR 29.828 contains following two editor's notes:
Editor's Note: will identify the assumptions & limitations in terms of T.38 fax support, the supported/unsupported scenarios, whether the MGW can remain application agnostic or needs to be application aware for certain specific use cases …
and
Editor's Note: There have been discussions in IETF on whether the SDP offerer/answerer role and the DTLS client/server role should be decoupled, as there might be a need for FoIP clients located behind firewalls to act as DTLS clients even if they don't act as SDP answerer. 

2. Reason for Change
The 1st editor's note (topic "application agnostic/aware") is elaborated in a separate discussion paper (see C4-140152) due to its general scope. This isn't a T.38 specific issue.
Conclusion (from see C4-140152): only "application agnostic" indications are required.
The 2nd editor's note (topic "SIP SDP offer/answer rules"):
The constraints (which originated from a copy/paste issue from other IETF documents) were in the meanwhile corrected in the latest draft of draft-ietf-mmusic-udptl-dtls.
Conclusion: the establishment directions of a "SIP session" and associated "DTLS session(s)" are principally decoupled.

3. Proposal
It is proposed to agree the following changes to 3GPP TR 29.828 v1.0.0.
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* * * Next Change * * * *

4.6	Media security for T.38 fax over UDPTL/UDP transport 
Editor's Note: will identify the assumptions & limitations in terms of T.38 fax support, the supported/unsupported scenarios, whether the MGW can remain application agnostic or needs to be application aware for certain specific use cases …
[bookmark: _Toc372877450]4.6.1	General design considerations
Facsimile over IP (FoIP) transmission is transported over the UDPTL/UDP transport in IMS, as specified in Annex L of 3GPP TS 26.114 [27]. 
3GPP TS 33.328 [2] specifies IMS media plane security mechanisms for T.38 fax over UDPTL/UDP transport (see ITU-T Recommendation T.38 [26]) for e2ae protection.  
The salient points of T.38 based media security are: (see 3GPP TS 33.328 [2] for a comprehensive description): 
a)	e2ae security shall be supported in the same way as for MSRP (see subclause 4.1.1), with the following differences:
-	e2ae security for T.38 fax uses individual indications "e2ae-security for T.38 supported by the UE" and "e2ae-security for T.38 supported by the network" during the IMS registration;
-	DTLS (see IETF RFC 6347 [28]) is used instead of TLS for confidentiality and integrity protection. In the SIP/SDP, security for a T.38 media stream is specified by using the transport "UDP/TLS/UDPTL"; the usage of UDPTL over DTLS is defined in IETF draft-ietf-mmusic-udptl-dtls-020 [29].
[bookmark: _Toc372877451]4.6.2	Assumptions and limitations for T.38 fax support
[bookmark: _Toc372877426]4.6.2.1	T.38 transport
Facsimile over IP (FoIP) transmission is supported as specified in Annex L of 3GPP TS 26.114 [27], over the UDPTL/UDP transport. Support of FoIP over other T.38 transport protocol modes (e.g. based on TCP or RTP) is not required and thus not considered as part of eMEDIASEC.
4.6.2.2	Establishment directions of SIP session and DTLS session
The SDP offerer/answerer role and the DTLS client/server role are basically decoupled (in IETF).
IETF draft-ietf-mmusic-udptl-dtls-020 [29]: 
 	"The offerer MUST SHOULD assign the SDP setup attribute with setup:actpass value, and MUST MAY assign the SDP setup attribute with a setup:active value or setup:passive value. […]
If the offerer assigns the SDP setup attribute with a setup:actpass value or setup:passive value, it MUST be prepared to receive a DTLS client_hello message before it receives the SDP answer. 
If tThe answerer accepts the media stream, then it MUST assign the SDP setup attribute with either setup:active value or setup:passive value. […]
The answerer SHOULD assign the SDP setup attribute with the setup:active value. Whichever party is active MUST initiate a DTLS handshake by sending a ClientHello over each flow (host/port quartet)."
Editor's Note: There have been discussions in IETF on whether the SDP offerer/answerer role and the DTLS client/server role should be decoupled, as there might be a need for FoIP clients located behind firewalls to act as DTLS clients even if they don't act as SDP answerer. 
IETF draft-ietf-mmusic-udptl-dtls-020 [29] mandates the SIP/SDP level negotiation of the entity that shall initiate the DTLS handshake (by using the IETF RFC 4145 [12] "a=setup" SDP attribute).  The SDP offerer could select the DTLS client role or iIt could requests the SDP answerer to select the DTLS client/server role assignment. and recommends the SDP answerer to act as the DTLS client. 
The SDP answerer can be the UE (UE terminated FoIP session) or the IMS-AGW (UE originated FoIP session). As a result, the IMS-AGW may act as a DTLS server or client, depending on which entity initiates the SDP offer.
4.6.2.3	Framework for e2ae security
The present study investigates e2ae security for FoIP implementations supporting DTLS per IETF RFC 6347 [28] in combination with IETF draft-ietf-mmusic-udptl-dtls-020 [29].
[bookmark: _Toc372877452]4.6.3	Scenarios in scope
There are always two T.38 endpoints (i.e. T.38 protocol terminations) involved either located in IP terminals or IP gateways. T.38 endpoints use either "UDPTL/DTLS/UDP" or "UDPTL/UDP" transport.
The following scenarios shall be supported as part of eMEDIASEC: 
a)	DTLS to non-DTLS interworking for e2ae protection of T.38-based media:
· e2ae only applies to the IMS-AGW; application of e2ae security is not visible to the TrGW or IM-MGW. 
The IMS-AGW does not provide any T.38 endpoint function, only an interworking function below the UDPTL layer;
· the primary use case corresponds to a T.38 fax session between an IMS UE with e2ae security applied, towards/from: 
1)	an IM-MGW (remote PSTN/CS fax);
2)	a TrGW (the remote T.38 endpoint is located behind the TrGW in another IP network);
3)	it might possibly be towards another IMS (or non-IMS) UE without e2ae applied but this scenario is not common. 


Figure 4.6.3.1: DTLS (IMS Access Network) to non-DTLS (IMS Core Network) interworking for e2ae protection of T.38-based media

4.6.4	Consideration of application awareness of IMS-AGW
The required IMS-AGW behaviour in all scenarios of clause 4.6.3 relates to an "application-agnostic packet processing", i.e., the IMS-AGW shall be unaware of the DTLS application (for terminations with transport security) and UDP application (for terminations without transport security).
Any indication of facsimile protocols (such as 'UDPTL') is not required and should be avoided.

* * * End of Changes * * * *
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