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1. Overall Description:
CT4 asked SA3 to respond to the following questions:

QUESTION 1: To indicate the security mechanism required to protect permanent authentication key data or more generally data requiring a high level of security when they are stored in the UDR and transferred over the Ud interface in addition to NDS/IP.

QUESTION 2:  To guide CT4 about which specifications (UDC or other) should describe the security of application specific sensitive data.

SA3 would like to respond as follows: 
Response to Question 1: 

Different types of data are discussed separately in the following.
General requirement applying to all data: 

· The transfer of data over Ud shall be protected by NDS/IP;

· Data stored in the front end or the UDR shall be protected from unauthorized deletion, modification or disclosure. 

Permanent authentication keys: It is a fundamental security requirement on GSM/GPRS, 3G, and EPS that the permanent authentication key (called Ki in GSM/GPRS and K in 3G and EPS) is not accessible to unauthorized parties under any circumstance. If the permanent authentication key of a subscriber ever became known to an attacker then e.g. impersonation of the subscriber, eavesdropping, and billing fraud would become possible with serious consequences for the subscriber and the operator. Therefore TS 33.102, clause 6.3.1, requires that the “secret key K … is shared between and available only to the USIM and the AuC in the user's HE.” [AuC = Authentication Centre; HE = Home Environment]. EPS authentication, which is defined in TS 33.401, builds on 3G authentication; therefore the same requirement applies. TS 43.020 on GSM security has similar wording.  

This requirement does, of course, not preclude that the permanent K is stored outside the AuC in an encrypted form, in which form it is not available for use. Furthermore, nothing is said in the specifications about the provisioning phase as this phase is not standardized.
SA3 believes that this requirement should be translated into the following requirements in the context of the UDC architecture:

The permanent authentication key K/Ki shall be handled on the network side as follows: 

1. After the provisioning phase, K/Ki shall be available in the clear only inside the AuC;

2. K/Ki shall be stored in the UDR in an encrypted form and sent over Ud in an encrypted form;
3. The key for encrypting or decrypting K/Ki shall only be available in the AuC, and in a provisioning system;
4. All AuCs in front ends accessing the same UDR shall use the same mechanism(s) and key(s) for decrypting K/Ki. 
Comments:

· The use of NDS/IP over Ud provides a second layer of encryption for permanent keys K/Ki, and possibly other data stored in the UDR, in an encrypted form. This double encryption of permanent keys, and possibly other data, sent over Ud is not required for security reasons, but it does not harm either. Furthermore, it allows a uniform use of NDS/IP for all data sent over Ud.
· The key for encrypting K/Ki, and possibly other data to be stored in the UDR in an encrypted form, is not subscriber-specific.
· Requirement 4 is needed because different front ends may handle data of one subscriber at different points in time. 

SA3#59 reached the following further agreements: 

One algorithm for decryption of permanent keys K/Ki is mandatory to support by all AuCs in front ends. This algorithm shall be AES and will be profiled for use with UDC in a 3GPP specification. It is further recommended to implement a second algorithm in each AuC. This second algorithm is up to the choice of the operator and will not be specified by 3GPP for UDC use. (This does not preclude the re-use of algorithms already specified by 3GPP in other contexts.) SA3 also recognizes that more work is needed for specifying AES for the use with UDC. This work includes the specification of AES modes of operation, key lengths, data formats, and possibly further aspects. 
SA3#59 also became aware of the LS received by CT4 from SA as C4-101060 regarding the analysis on the feasibility of a reference data model specification over the Ud interface. SA3 would appreciate to be informed of the outcome of this analysis as it may be of relevance in the context of specifying AES for the use with UDC.
Further authentication parameters used only by the AuC: these parameters always include the sequence number SQNHE used in UMTS AKA and EPS AKA (cf. TS 33.102, clause 6), and may include settings of the Authentication Management Field (AMF, cf. TS 33.102, Annex F) and, possibly, additional parameters not described in the 3GPP security specifications. The disclosure of these parameters would not nearly be as security-critical as the disclosure of a permanent authentication key. SA3 therefore does not see sufficient justification to mandate that these parameters be subjected to the same treatment as described for permanent authentication keys in the previous paragraph. 
Authentication vectors (AVs): AVs need to be available in the clear in the front end outside the AuC as they have to be sent to the entity requesting the AVs, e.g. a VLR or SGSN or S-CSCF. AVs can be pre-computed in the HLR or HSS, in which case they would be stored in the UDR. As the risk of disclosing pre-computed AVs from a UDR is seen as comparable to that of disclosing pre-computed AVs from e.g. a VLR, SA3 again does not see sufficient justification to mandate that these parameters be stored in the UDR only in encrypted form.
Other data requiring a high level of security: SA3 is not aware of what this other data would be, so SA3 can only give a general reply. SA3 assumes that this would be data that would have to be available in the clear in the front end outside the AuC. It was not clear to SA3 whether there would be FEs without AuCs. While it would be conceivable, in principle, that a secure module in the front end encrypts and decrypts this data so that they are present outside the front end only in encrypted form, SA3 finds it difficult to specify a general purpose mechanism without knowing more about this data. SA3 would appreciate to be informed of what additional data should be secured in CT4’s view. 
Response to Question 2: 

SA3 accepts the responsibility for specifying AES for the use with UDC. SA3 feels that the UDC specification under control of CT4 may be an appropriate place for documenting this. 3GPP security specifications under control of SA3 may be less suited for this purpose because

· The context of UDC would have to be explained first;

· At least three different specifications (43.020 for GSM/GPRS, 33.102 for UMTS, and 33.401 for EPS), and possibly other specifications using forms of AKA, would be affected.

But SA3 is open for further discussions on this point. 

2. Actions to CT4:

SA3 kindly asks CT4 to take the above information into account, provide any comments on SA3’s suggestions and inform SA3 of the outcome of the analysis on the feasibility of a reference data model specification over the Ud interface. SA3 would also appreciate to be informed of what additional data should be secured in CT4’s view.
4. Date of Next TSG-SA WG3 Meetings:
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