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5.2
Requirements

The following points are considered as requirements for the purpose of these procedures.

1.
It shall be possible for an authorized Front End to read relevant user data stored in the UDR.
1a.
 A user's permanent authentication key K/Ki (see 3GPP TS 43.020 [x], 3GPP TS 33.102 [y], 3GPP TS 33.401 [z]) shall be handled on the network side as follows:

- After the provisioning phase, a user's K/Ki shall be available in the clear at no other place than inside the AuC within a front end;

- K/Ki shall be stored in the UDR in an encrypted form and sent over Ud in an encrypted form; 

- The key for encrypting or decrypting K/Ki shall be available in the AuC, and in a provisioning system, and at no other place;

- All AuCs in front ends accessing the same UDR shall use the same mechanism(s) and key(s) for decrypting K/Ki.

Note that K/Ki is regarded user data and is therefore not stored permanently within the AuC, whereas the key for encrypting or decrypting K/Ki is not regarded user data, and is permanently stored in the AuC.
2.
It shall be possible for an authorized Front End to modify (i.e. create, update, and delete) relevant user data stored in the UDR.

3.
The UDR shall support notifications to the related Front Ends about changes of user data which they have subscribed to. Specifically, the UDR shall allow applications to subscribe to specific events on specific data of specific users.
4.
The UDR shall support controlled access. Accordingly, UDR shall authenticate and authorize Application Front Ends.
The authentication shall be based on the identity provided by the FE when accessing the UDR.

The authorization/access control shall be based on the following criteria:
-
the requested user’s network (e.g. PLMN identity)

-
identity provided by the FE
-
application type

-
the user data which are requested

-
the request type (e.g. query, modify)

NOTE:
The UDR derives the application type from the name indicated by the FE. If the FE provided the Front End Identifier the UDR can also derive the Front End Cluster Identifier(s). 

5.
Access to the UDR shall be independent of the structure of the data models, i.e. the changes in the data models shall not affect these procedures.
6.
It shall be possible to present different views on the user data to the different applications which require access.

7.
A group of Front Ends (or a single Front End) for a specific application type shall be distinguished by a unique Front End cluster identifier.

8.
The UDR may store the current Front End identifier/Front End cluster identifier(s) when certain user data (e.g. user's location, Sh AS subscription data, service data settings, etc.) is changed as part of the user data and may use this information to determine which Front Ends should be used for notifications.
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