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6.1
User data handling procedures

6.1.1
Data read (Sh-Pull)

This procedure is used between the AS and the HSS.  The procedure is invoked by the AS and is used:

-
To read transparent and/or non-transparent data for a specified user from the HSS.

This procedure is mapped to the commands User-Data-Request/Answer in the Diameter application specified in 3GPP TS 29.329 [5]. Tables 6.1.1.1 and 6.1.1.2 detail the involved information elements.

Table 6.1.1.1: Sh-Pull

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity (See 7.1)
	User-Identity
	M
	IMS Public User Identity, Public Service Identity, or MSISDN of the user for whom the data is required.

See section 7.1 for the content of this AVP.

	Wildcarded PSI (See 7.1A)
	Wildcarded-PSI
	O
	If the request refers to a Wildcarded PSI, the AS may include the corresponding Wildcarded PSI in this information element.
If this element is present, it should be used by the HSS to identify the identity affected by the request. If that is the case, the terms User Identity or Public Service Identity in the detailed behaviour refer to the Wildcarded PSI.

	Wildcarded Public User Identity (See 7.1B)
	Wildcarded-IMPU
	O
	If the request refers to a Wildcarded Public User Identity, the AS may include the corresponding Wildcarded Public User Identity in this information element.
If this element is present, it should be used by the HSS to identify the identity affected by the request. If that is the case, the terms User Identity or Public User Identity in the detailed behaviour refer to the Wildcarded Public User Identity.

	Requested data

(See 7.3)
	Data-Reference
	M
	This information element indicates the reference to the requested information. The set of valid reference values are defined in 7.6.

	Requested Identity set (See 7.11)
	Identity-Set
	O
	If Data-Reference indicates that IMS Public Identities is the requested data set to be downloaded, this information element should be included.

When this information element takes the value IMPLICIT_IDENTITIES, the HSS shall provide all non-barred IMS Public Identities that belong to the same implicit registration set as the IMS Public Identity included in the message in the User-Identity AVP. The MSISDN user identity is not applicable for this value. If the User Identity is a Public Service Identity, the HSS shall return only the User Identity in the request.

When this information element takes the value ALIAS_IDENTITIES, the HSS shall provide all non-barred IMS Public User Identities that are in the same alias group as the IMS Public User Identity included in the message in the User-Identity AVP (see 3GPP TS 23.228 [1] for the definition of Alias Public User Identities). The MSISDN user identity and the Public Service Identity are not applicable for this value.

When this information element takes the value REGISTERED_IDENTITIES, the HSS shall provide all non-barred IMS Public Identities whose state is registered, belonging to all Private Identities that the IMS Public Identity or MSISDN in the User-Identity AVP is associated with. If the User Identity is a Public Service Identity, the HSS shall return no identities in the response.
When this information element takes the value ALL_IDENTITIES, the HSS shall provide all non-barred IMS Public Identities, belonging to all Private Identities that the User Identity is associated with.
If Data-Reference indicates that IMS Public Identities is the requested data set to be downloaded and this information element is not included, the HSS shall download the set of IMS Public Identities that would be downloaded if the value of this information element had been ALL_IDENTITIES.

	Requested domain

(See 7.2)
	Requested-Domain
	C
	This information element indicates the domain to which the operation is applicable. Check table 7.6.1 to see when it is applicable.

	Requested nodes
(See 7.2A)
	Requested-Nodes
	C
	This information element indicates the Node Types to which the operation is applicable. Check table 7.6.1 to see when it is applicable.

	Current Location

(See 7.8)
	Current-Location
	C
	This information element indicates whether an active location retrieval has to be initiated or not. It shall be present if Location Information is requested.

If this information element takes the value InitiateActiveLocationRetrieval (1) the HSS shall indicate to the MSC/VLR or SGSN and/or MME the need to initiate an active location retrieval.

Check table 7.6.1 to see when it is applicable.

	Service Indication

(See 7. 4)
	Service-Indication
	C
	IE that identifies, together with the User Identity included in the User-Identity AVP and Data-Reference, the set of service related transparent data that is being requested.

Check table 7.6.1 to see when it is applicable.

	Application Server Identity (See 7.9)
	Origin-Host
	M
	IE that identifies the AS originator of the request and that is used to check the AS permission list.

	Application Server Name (See 7.10)
	Server-Name
	C
	IE that is used, together with the User Identity included in the User-Identity AVP and Data-Reference, as key to identify the filter criteria.

Check table 7.6.1 to see when it is applicable.

	DSAI Tag (See 7.14)
	DSAI-Tag
	C
	IE that is used, together with the User Identity included in the User-Identity AVP and Data-Reference, as key to identify the instance of Dynamic Service Activation Info (DSAI) requested.

Check table 7.6.1 to see when it is applicable.

	Session Priority (see 7.15)
	Session-Priority
	O
	This information element shall indicate the session's priority to the HSS. If it is not included, the request shall be treated as normal.


Table 6.1.1.2: Sh-Pull Resp

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 7.5)
	Result-Code / Experimental_Result
	M
	Result of the request. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Sh errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Wildcarded PSI (See 7.1A)
	Wildcarded-PSI
	O
	If the request refers to a specific PSI matching a Wildcarded PSI and the Wildcarded PSI AVP was not included in the request and is not included in the User-Data AVP, the HSS may include the corresponding Wildcarded PSI in this information element. This information may be used by the AS to identify the affected Wildcarded PSI.

	Wildcarded Public User Identity (See 7.1B)
	Wildcarded-IMPU
	O
	If the request refers to a Public User Identity matching a Wildcarded Public User Identity and the Wildcarded-IMPU AVP was not included in the request and is not included in the User-Data AVP, the HSS may include the corresponding Wildcarded Public User Identity in this information element. This information may be used by the AS to identify the affected Wildcarded Public User Identity.

	Data

(See 7.6)
	User-Data
	C
	Requested data. This element shall be present if the requested data exists in the HSS and the AS has permissions to read it.


6.1.1.1

Detailed behaviour

The HSS may prioritise the received request message according to priority level received within the Session-Priority AVP.

The conditions for the inclusion of Requested-Domain and Requested-Node as an additional key to the requested data are described in table 7.6.1.  If repository data is requested, Service-Indication shall be present in the request. If initial filter criteria are requested, the Server-Name AVP shall contain the SIP URL of the AS that initiates the request; requests for initial filter criteria are limited to those initial filter criteria which are relevant to the requesting AS. If DSAI information is requested, the DSAI-Tag AVP shall be present.
Upon reception of the Sh-Pull request, the HSS shall, in the following order:

1.
In the AS permission list (see section 6.2) check that the requested user data is allowed to be read (Sh-Pull) by this AS by checking the combination of the identity of the AS sending the request (identified by the Origin-Host AVP) and the supplied Data-Reference.

If one or more Data References in the request are not allowed to be read, Experimental-Result shall be set to DIAMETER_ERROR_USER_DATA_CANNOT_BE_READ in the Sh-Pull Response.

2.
Check that the User Identity for whom data is asked exists in HSS.  If not, Experimental-Result shall be set to DIAMETER_ERROR_USER_UNKNOWN in the Sh-Pull Response.

3.
If the User Identity does not apply to the Data-Reference indicated in the request according to Table 7.6.1, Experimental-Result shall be set to DIAMETER_ERROR_OPERATION_NOT_ALLOWED in the Sh-Pull Response.

3a. If data-reference is IPAddressSecureBindingInformation (22) and the User Identity is an IMS Public User Identity that is shared between multiple Private User Identities, Experimental-Result shall be set to DIAMETER_ERROR_OPERATION_NOT_ALLOWED in the Sh-Pull Response.

4.
Check whether or not the data that is requested to be downloaded by the AS is currently being updated by another entity.  If there is an update of the data in progress, the HSS may delay the Sh-Pull-Resp message until the update has been completed. The HSS shall ensure that the data returned is not corrupted by this conflict. If HSS is not able to delay the Sh-Pull-Resp message e.g. due to timeout the Experimental-Result-Code shall be set to DIAMETER_USER_DATA_NOT_AVAILABLE.
5.
The HSS shall include the data pertinent to the requested Data Reference in the User-Data AVP and if the HSS supports the Notif-Eff feature, the HSS shall include the data pertinent to all the requested Data References in the User-Data AVP. The HSS shall set the Result-Code to DIAMETER_SUCCESS. This includes cases where the data is not available to the HSS. 
If both the AS and the HSS have determined via mutual feature evaluation to not support the Notif-Eff feature and in the case that requested data is not available to the HSS, the HSS shall not include the User-Data AVP in the Sh-Pull Response. If both the AS and the HSS support the Notif-Eff feature and none of the requested data is available to the HSS, the HSS shall not include the User-Data AVP in the Sh-Pull Response.

If both the AS and the HSS support the Notif-Eff feature and some of the requested data is not available to the HSS, it shall be indicated as follows. Empty repository data shall be indicated with the RepositoryData element that contains a Service Indication and a Sequence Number but does not contain a ServiceData element. Empty Public Identifiers shall be indicated with an empty PublicIdentifiers element. Empty location information shall be indicated by an empty CSLocationInformation and/or an empty PSLocationInformation element. Empty elements of Sh IMS Data shall be indicated as follows. An empty S-CSCF name shall be indicated with empty SCSCFName element. An empty IP Address Secure Binding Information shall be indicated with empty IPv4address element or empty IPv6prefix element. If all iFCs for the user that are relevant for the AS are empty it shall be indicated with empty IFCs element.

If there is an error in any of the above steps then the HSS shall stop processing and shall return the error code specified in the respective step (see 3GPP TS 29.329 [5] and 3GPP TS 29.229 [7] for an explanation of the error codes). 

If the HSS cannot fulfil the received request for reasons not stated in the above steps, e.g. due to a database error or empty mandatory data elements, it shall stop processing the request and set Result-Code to DIAMETER_UNABLE_TO_COMPLY.

Otherwise, the requested operation shall take place and the HSS shall return the Result-Code AVP set to DIAMETER_SUCCESS. Result-Code DIAMETER_SUCCESS is used also if the requested data does not exist in the HSS i.e. when the HSS is indicating valid empty data elements.

****************next modification************************

7.2
Requested Domain

This information element details the access domains for which certain data (e.g. user state, location information) are requested. See 3GPP TS 29.329 [5] for the list of possible values.
7.2A
Requested Nodes
This information element details the access node types for which certain data (e.g. user state, location information) are requested. See 3GPP TS 29.329 [5] for the list of possible values.

*******************next modification****************

7.6
Data

This information element contains an XML document conformant to the XML schema defined in Annex D. 

Annex C specifies the UML logical model of the data downloaded via the Sh interface.

Table 7.6.1 defines the data reference values and tags, access key and recommended AS permissions (as described in section 6.2) for the the operation(s) on data accessible via the Sh interface, i.e. the listed operation(s) in the Operations column are the only ones allowed to be used with this Data Ref value. It is a matter of operator policy to further restrict the AS permission rights defined in table 7.6.1.

Table 7.6.1: Data accessible via Sh interface

	Data Ref.
	XML tag
	Defined in
	Access key
	Operations

	0
	RepositoryData
	7.6.1
	IMS Public User Identity or Public Service Identity + Data-Reference + Service-Indication
	Sh-Pull, Sh-Update, Sh-Subs-Notif (Note 1, Note 3)

	10
	IMSPublicIdentity
	7.6.2
	IMS Public User Identity 

or Public Service Identity or MSISDN + Data-Reference + Identity-Set (all values other than ALIAS_IDENTITIES)
	Sh-Pull, Sh-Subs-Notif

	10
	IMSPublicIdentity
	7.6.2
	IMS Public User Identity + Data-Reference + Identity-Set (with value ALIAS_IDENTITIES)
	Sh-Pull, Sh-Subs-Notif

	11
	IMSUserState
	7.6.3
	IMS Public User Identity + Data-Reference
	Sh-Pull, Sh-Subs-Notif

	12
	S-CSCFName
	7.6.4
	IMS Public User Identity or Public Service Identity + Data-Reference
	Sh-Pull, Sh-Subs-Notif (Note 1)

	13
	InitialFilterCriteria
	7.6.5
	IMS Public User Identity or Public Service Identity + Data-Reference + Server-Name
	Sh-Pull, Sh-Subs-Notif (Note 1)

	14
	LocationInformation
	7.6.6
	MSISDN + Data-Reference+ Requested-Domain + CurrentLocation + Requested-Nodes
	Sh-Pull

	15
	UserState
	7.6.7
	MSISDN + Data-Reference+ Requested-Domain + Requested-Nodes
	

	16
	Charging information
	7.6.8
	IMS Public User Identity or Public Service Identity or MSISDN + Data-Reference
	Sh-Pull, Sh-Subs-Notif

	17
	MSISDN
	7.6.9
	IMS Public User Identity or MSISDN + Data-Reference
	Sh-Pull

	18
	PSIActivation
	7.6.10
	Specific Public Service Identity matching a Wildcarded Public Service Identity or Wildcarded Public Service Identity + Data-Reference
	Sh-Pull, Sh-Subs-Notif (Note 1)

	18
	PSIActivation
	7.6.10
	Distinct Public Service Identity + Data-Reference
	Sh-Pull, Sh-Update, Sh-Subs-Notif

	19
	DSAI
	7.6.11
	Public User Identity or Public Service Identity + Data-Reference + DSAI-Tag + Server-Name
	Sh-Pull, Sh-Update, Sh-Subs-Notif (Note 1)

	20
	Reserved
	
	
	

	21
	ServiceLevelTraceInfo
	7.6.13
	IMS Public User Identity or MSISDN + Data Reference
	Sh-Pull, Sh-Subs-Notif

	22
	IP Address Secure Binding Information
	7.6.14
	IMS Public User Identity+ Data Reference
	Sh-Pull, Sh-Subs-Notif

	23
	Service Priority Level
	7.6.15
	IMS Public User Identity or MSISDN+ Data Reference
	Sh-Pull, Sh-Subs-Notif

	24
	UE reachability for IP
	7.6.16
	IMS Public User Identity or MSISDN + Data Reference
	Sh-Subs-Notif

	25
	SMSRegistrationInfo
	7.6.17
	IMS Public User Identity+ Data Reference
	Sh-Pull, Sh-Update

	26
	T-ADS Information
	7.6.18
	MSISDN + Data-Reference
	Sh-Pull

	
	
	
	
	

	Note 1:
If an AS subscribes to a Specific PSI matching a Wildcarded PSI, the notification shall be sent as if the subscription was made to the corresponding Wildcarded PSI.

Note 2:
If not specified otherwise Public User Identity and Public Service Identity refer also to the wildcarded identities.
Note 3:
Any IMS Public User Identity in an alias group may be used as a key for the repository data of the group. All IMS Public User Identities within the same group shall be considered alias of each other and shall share the same transparent data. See 3GPP TS 23.228 [8] for the definition of an alias group


****************next modification************************

7.6.6
Location Information

This information element contains 
· the location of the served subscriber in the MSC/VLR if the requested domain is CS, or
·  the location of the served subscriber in the SGSN if the requested domain is PS and the requested nodes is SGSN, or
·  the location of the served subscriber in the MME if the requested domain is PS and the requested nodes is MME, or
· the locations of the served subscriber in the MME and in the SGSN if the requested domain is PS and the requested nodes is MME and SGSN. 
If the HSS has to communicate with the MSC/VLR or SGSN and/or MME to retrieve location information, it shall make use of the service MAP-PROVIDE-SUBSCRIBER-INFO or S6a/S6d-IDR. This information element shall contain the location information as received from the access nodes.
For both Location Information for CS and Location Information for GPRS, the considerations described in 3GPP TS 23.078 [14] apply.

*******************next modification********************

7.6.7
User state

This information element indicates the state of the User Identity in the domain/node indicated by the Requested-Domain/Requested-Node (see 7.2), with the values specified in 3GPP TS 23.078 [14] for Subscriber State and PS Domain Subscriber State, and with the values specified in 3GPP TS 29.272 [31] for EPS User State. 
· The HSS shall make use of the operation MAP-PROVIDE-SUBSCRIBER-INFO towards the MSC/VLR to obtain this information if the requested domain is CS.

·  The HSS shall make use of the operation S6a-IDR towards the MME  to obtain this information if the requested domain is PS and Requested Nodes is MME.
· The HSS shall make use of the operation MAP-PROVIDE-SUBSCRIBER-INFO or S6d-IDR towards the SGSN to obtain this information if the requested domain is PS and the Requested Nodes is SGSN.
· The HSS shall make use of the operation S6a-IDR towards the MME and MAP-PROVIDE-SUBSCRIBER-INFO or S6d-IDR towards the SGSN to obtain this information if the requested domain is PS and the Requested Nodes is MME and SGSN.
This information element shall contain the information as received from the access nodes.

********************next modification**************************

C.1
General description

The following picture gives an outline of the UML model of the user profile, which is exchanged between the HSS and an AS:
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Figure C.1.1: Sh-Data

Each instance of the Sh-Data class contains 0 or 1 instance of the class PublicIdentifiers, 0 or n instances of the class RepositoryData, 0 or 1 instance of the class Sh-IMS-Data, 0 or 1 instance of the class CSUserState, 0 or 1 instance of the class PSUserState 0 or 1 instance of the class CSLocationInformation and 0 or 1 instance of the class PSLocationInformation, 0 or 1 instance of the class RegisteredIdentities, 0 or 1 instance of the class ImplicitIdentities, 0 or 1 instance of the class AllIdentities, 0 or 1 instance of the class AliasIdentities, and 0 or 1 instance of the class DeletedIdentities.

If AS and HSS both support the Notif-Eff feature and AS requires more than one identity sets of a public identity, or it has subscribed to be notifed of changes to IMSPublicIdentity (see table 7.6.1), the class PublicIdentifiers shall not be used. Instead the classes RegisteredIdentities, ImplicitIdentities, AllIdentities and AliasIdentities shall be used and they contain the REGISTERED_IDENTITIES, IMPLICIT_IDENTITIES, ALL_IDENTITIES and ALIAS_IDENTITIES associated with the IMS Public Identity included in the request respectively, See Table 6.1.1.1 for the detailed information. The class PublicIdentifiers or the one among the four which may be used to contain the correspongding identity set can both be used when AS requires only one identity set of a public identity.

If AS or HSS do not support the Notif-Eff feature, the classes RegisteredIdentities, ImplicitIdentities and AllIdentities shall not be used. Instead the class PublicIdentifiers shall be used. 
If Public Identity(ies) are deleted and the AS hassubscribed to be notified of changes to IMSPublicIdentity(see table 7.6.1), the class DeletedIdentities shall not be used.If Public Identity(ies) are deleted and the AS has not subscribed to be notified of changes to IMSPublicIdentity but has any other subscription active for the deleted identity(ies), the HSS shall notify the AS of the deletion of the identity(ies) using the class DeletedIdentities.
Class RepositoryData contains repository data (transparent data) for a given service that are associated to a Public user Identity or a group of alias Public User Identities. It has attributes ServiceIndication, SequenceNumber and ServiceData.
Class CSUserState contains the state of a user in the CS domain. Its only attribute, State, is an enumeration whose possible values are defined in section 7.6.7.

Class PSUserState contains the state of a user in the PS domain (SGSN). Its only attribute, State, is an enumeration whose possible values are defined in section 7.6.7.

NOTE: the fact that attribute State is an enumeration is a difference from what can be carried in the MAP protocol.

Class EPSUserState contains the state of a user in the PS domain (MME). Its only attribute, State, is an enumeration whose possible values are defined in section 7.6.7.

Class CSLocationInformation has the attributes Location Number, Service Area ID, GlobalCellId, LocationAreaId, GeographicalInformation, GeodeticInformation, VLR Number, MSC Number, AgeOfLocationInformation, CurrentLocationRetrieved and UserCSGInformation. They are defined in 7.6. 

Class PSLocationInformation has the attributes ServiceAreaId, GlobalCellId, LocationAreaID, RoutingAreaID, GeographicalInformation, GeodeticInformation, SGSN Number, AgeOfLocationInformation, CurrentLocationRetrieved and UserCSGInformation. They are defined in 7.6.

Class EPSLocationInformation has the attributes E-UTRANCellGlobalId, TrackingAreaID, GeographicalInformation, GeodeticInformation, MME Name, AgeOfLocationInformation and CurrentLocationRetrieved. They are defined in 7.6.

Class DeletedIdentities contains Public Identities (IMS Public User Identities or Public Service Identities) removed from the HSS.
Class UEreachabilityForIP contains the UE reachability for IP. Its only attribute, UE-IP-Reachable-MME, is an enumeration whose possible values are defined in section 7.6.16.
Class IMSVoiceOverPSSessionsSupport contains the support of IMS voice over PS at the current access. Its only attribute, SupportIndication, is an enumeration whose possible values are defined in section 7.6.18.
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