Page 1



3GPP TSG CT WG4 Meeting #43
C4-091266
Sophia Antipolis, FRANCE, 20th – 24th April 2009
	CR-Form-v9.4

	CHANGE REQUEST

	

	(

	23.003
	CR
	0192
	(

rev
	-
	(

Current version:
	8.4.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Leading digits for EAP-AKA'

	
	

	Source to WG:
(

	Ericsson, Nokia Siemens Networks, Nokia

	Source to TSG:
(

	C4

	
	

	Work item code:
(

	SAES
	
	Date: (

	30/03/2009

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)

	
	

	Reason for change:
(

	At CT4#42, it was agreed to specifiy a different leading digit for EAP-AKA', instead of using the same digit (0) as in EAP-AKA. However, this decision was conditioned to the outcome of an LS sent to SA3 (C4-090799) and also to the final text to be included in the RFC that specifies EAP-AKA' in IETF.

The reply LS from SA3 (S3-090614) indicates that there is not actual benefit in defining a new leading digit due to the fact that in EPS the AAA server will always be based on the EPS NAI format as a whole, and it should always start offering EAP-AKA', unless the request is for EAP in conjunction with IKEv2, regardless of any other indication from the UE; moreover, using different leading digits than in EAP-AKA could cause backwards compatibility problems with existing AAA servers in non-EPS deployments.
Also, the final text in the EAP-AKA' RFC (now in IETF editor’s queue) will not define any new digit for EAP-AKA' since, again, IETF has not found any real benefit from doing so.
Note that separate prefixes for temporary identities should be removed independently of the arguments above: the AAA server alreasy knows the user's capabilities and preferences when these are taken into use.

	
	

	Summary of change:
(

	The leading digit for EAP-AKA' is changed to the same one used in EAP-AKA.

	
	

	Consequences if 
(

not approved:
	Misalignment between the 3GPP specs and IETF RFC, while not having any real benefit from it.

	
	

	Clauses affected:
(

	19.3

	
	

	
	Y
	N
	
	

	Other specs
(

	
	x
	 Other core specifications
(

	

	affected:
	
	x
	 Test specifications
	

	
	
	x
	 O&M Specifications
	

	
	

	Other comments:
(

	


* * * First Change * * * *

19.3
3GPP access to non-3GPP access interworking

19.3.1
Introduction

This subclause describes the format of the UE identification needed to access the 3GPP EPC from both 3GPP and non‑3GPP accesses, including S5/S8/S2a/S2b/S2c reference points.

At S5/S8 reference point, the NAI is generated by S-GW based on the IMSI.

At S2a/S2b reference point, the NAI is generated by the non-3GPP access network or by the client based on the UE IMSI.

At S2c reference point, the NAI is generated by the DSMIPv6 client based on the IMSI.

For further information on the use of the parameters see 3GPP TS 24.234 [48].

19.3.2
Root NAI

The Root NAI shall take the form of an NAI, and shall have the form username@realm as specified in clause 2.1 of IETF RFC 4282 [53].

The format of the username part of the Root NAI shall comply with IETF RFC 4187 [50] for use with EAP AKA authentication. For EAP-AKA', see IETF Internet-Draft draft-arkko-eap-aka-kdf [82], the Root NAI shall comply with IETF RFC 4187 [50], and the username part of the Root NAI shall be prepended with the single digit "0".

When the username part includes the IMSI, the Root NAI shall be built according to the following steps:

1.
Generate an identity conforming to NAI format from IMSI as defined in EAP AKA [50] as appropriate; 

2.
Convert the leading digits of the IMSI, i.e. MNC and MCC, into a domain name, as described in subclause 19.2. 
3.
Prefix domain name with the label of "nai".

The result will be a root NAI of the form:

"0<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org" for both EAP AKA and EAP AKA' authentication.

For example, if the IMSI is 234150999999999 (MCC = 234, MNC = 15), the root NAI then takes the form as 0234150999999999@nai.epc.mnc015.mcc234.3gppnetwork.org for both EAP AKA and EAP AKA' authentication.
19.3.3
Decorated NAI

The Decorated NAI shall take the form of a NAI and shall have the form 'homerealm!username@otherrealm' as specified in clause 2.7 of the IETF RFC 4282 [53].

The realm part of Decorated NAI consists of 'otherrealm', see the IETF RFC 4282 [53]. 'Homerealm' is the realm as specified in subclause 19.2, using the HPLMN ID ('homeMCC' + 'homeMNC)'. 'Otherrealm' is the realm built using the PLMN ID (visitedMCC + visited MNC) of the PLMN selected as a result of the PLMN selection (see 3GPP TS 23.402 [68]).

The username part format of the Root NAI shall comply with IETF RFC 4187 [50] for use with EAP AKA. For EAP AKA', see IETF Internet-Draft draft-arkko-eap-aka-kdf [82], the Root NAI shall comply with IETF RFC 4187 [50], and the username part of the NAI shall be prepended with single digit "0".

When the username part of Decorated NAI includes the IMSI, it shall be built following the same steps specified for Root NAI in subclause 19.3.2.

The result will be a decorated NAI of the form:

nai.epc.mnc<homeMNC>.mcc<homeMCC>.3gppnetwork.org !0<IMSI>@nai.epc.mnc<visitedMNC>.mcc<visitedMCC>.3gppnetwork.org for both EAP AKA 

and EAP AKA' authentication.
For example, if the IMSI is 234150999999999 (MCC = 234, MNC = 15) and the PLMN ID of the Selected PLMN is MCC = 610, MNC = 71, then the Decorated NAI takes the form either as nai.epc.mnc015.mcc234.3gppnetwork.org!0234150999999999@nai.epc.mnc071.mcc610.3gppnetwork.org for both EAP AKA and EAP AKA' authentication.

19.3.4
Fast Re‑authentication NAI

The Fast Re-authentication NAI shall take the form of a NAI as specified in clause 2.1 of IETF RFC 4282 [53]. If the 3GPP AAA server does not return a complete NAI, the Fast Re-authentication NAI shall consist of the username part of the fast re-authentication identity as returned from the 3GPP AAA server and the same realm as used in the permanent user identity. If the 3GPP AAA server returns a complete NAI as the re-authentication identity, then this NAI shall be used. The username part of the fast re-authentication identity shall be decorated as described in 19.3.3 if the Selected PLMN is different from the HPLMN.

For EAP-AKA authentication,  the username portion of the fast re-authentication identity shall be prepended with the single digit "4" as specified in sub‑clause 4.1.1.7 of IETF RFC 4187 [50].
For EAP AKA', see IETF Internet-Draft draft-arkko-eap-aka-kdf [82], the Fast Re-authentication NAI shall comply with IETF RFC 4187 [50], and the username part of the NAI shall be prepended with single digit "4".
NOTE:
The permanent user identity is either the Root NAI or Decorated NAI as defined in clauses 19.3.2 and 19.3.3, respectively.
EXAMPLE 1:
If the fast re-authentication identity returned by the 3GPP AAA Server is 358405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), the Fast Re-authentication NAI for the case when NAI decoration is not used takes the form: 358405627015@nai.epc.mnc015.mcc234.3gppnetwork.org 

EXAMPLE 2:
If the fast re-authentication identity returned by the 3GPP AAA Server is  "358405627015@aaa1.nai.epc.mnc015.mcc234.3gppnetwork.org" and  the IMSI is 234150999999999 (MCC = 234, MNC = 15), the Fast Re-authentication NAI for the case when NAI decoration is not used takes the form: 358405627015@aaa1.nai.epc.mnc015.mcc234.3gppnetwork.org 
EXAMPLE 3:
If the fast re-authentication identity returned by the 3GPP AAA Server is 358405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), and the PLMN ID of the Selected PLMN is MCC = 610, MNC = 71, the Fast Re-authentication NAI takes the form: nai.epc.mnc015.mcc234.3gppnetwork.org !358405627015@nai.epc.mnc071.mcc610.3gppnetwork.org.

19.3.5
Pseudonym Identities

The pseudonym shall take the form of an NAI, as specified in sub‑clause 2.1 of IETF RFC 4282 [53]. 

The pseudonym shall be generated as specified in sub‑clause 6.4.1 of 3GPP TS 33.234 [55]. This part of the pseudonym shall follow the UTF-8 transformation format specified in IETF RFC 2279 [54] except for the following reserved hexadecimal octet value:


FF

When the pseudonym username is coded with FF, this reserved value is used to indicate the special case when no valid temporary identity exists in the UE (see 3GPP TS 24.234 [48] for more information). The network shall not allocate a temporary identity with the whole username coded with the reserved hexadecimal value FF.

The username portion of the pseudonym identity shall be prepended with the single digit "2" as specified in sub‑clause 4.1.1.7 of IETF RFC 4187 [50] for EAP-AKA. For EAP AKA', see IETF Internet-Draft draft-arkko-eap-aka-kdf [82], the pseudonym NAI shall comply with IETF RFC 4187 [50], and the username part of the NAI shall be prepended with single digit "2".

NOTE:
The permanent user identity is either the Root NAI or Decorated NAI as defined in sub‑clauses 19.3.2 and 19.3.3, respectively.

EXAMPLE 1:
For EAP AKA and EAP-AKA', if the pseudonym returned by the 3GPP AAA Server is 258405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), the pseudonym NAI for the case when NAI decoration is not used takes the form: 258405627015@nai.epc.mnc015.mcc234.3gppnetwork.org 

EXAMPLE 2:
For EAP AKA and EAP-AKA', if the pseudonym returned by the 3GPP AAA Server is 258405627015 and the IMSI is 234150999999999 (MCC = 234, MNC = 15), and the PLMN ID of the Selected PLMN is MCC = 610, MNC = 71, the pseudonym NAI takes the form: nai.epc.mnc015.mcc234.3gppnetwork.org! 258405627015@nai.epc.mnc071.mcc610.3gppnetwork.org 
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