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1. Introduction

This paper presents a problem statement, and discusses potential solutions related to failures of PCRF. The main impacts are seen within CT3 and CT4 workgroups, a small impact potentially in CT1. The target is to solicit offline discussion and feedback from the group, which should be considered for planned CRs and, if necessary, to formulate a Rel. 9 work item. 

Note on terminology: throughout this paper we understand the plain term «session» as «bearer session», i.e. a session held by a UE in S-GW and P-GW. If differentiation is necessary, we use the term « PCRF session » for the PCC control relationship between S-GW/P-GW and PCRF, and «AF session» for application related control exerted via PCRF (e.g. by IMS).
2. Problem statement for PCRF failure
PCRF is a control framework in the EPC, and its implementations are assumed to be of resilient, highly-available nature.  Still, partial and total failures can occur. For an operator it is most relevant how to handle established sessions in such a case. On the one hand, an operator would not like to leave sessions ongoing without the normally intended, tight control; on the other hand, the user experience would vastly degrade if, due to some problem on a node in the backend part of the core NW (which is not even in the user plane), service is stopped for a mass of users. 

Fig. 1 shows the target architecture which is considered here; roaming and (trusted) non-3GPP access is left out of scope.
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Figure 1: considered target architecture
In the following subsections we discuss, on a high level, three possible mechanisms how to handle PCRF failures. 

3. High level solution strategies for PCRF failures
In the following, for simplicity, we consider only one PCRF entity. The aspects of multiple PCRFs/DIAMETER realms and DRAs are FFS.
3.1 
Method 1: Continue Sessions and Re-synchronize
The target is here to let sessions continue, even though PCRF is down and policy and charging control is not possible. After restart of PCRF, PCRF session state is restored in parallel, until a full synchronization is achieved (fig. 2). 
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Figure 2: continuing sessions and resynchronize after PCRF failure
The following steps are performed after PCRF restart:

(1) PCRF restart notification: the PCRF signals to its neighbour nodes (AF, S-GW and P-GW) that it has restarted.   
(2) Retrieval of state to corresponding PCRF: the addressed nodes support to recreate PCRF sessions by sending all current, relevant information (as it would happen with a new PCRF session establishment):
a) GW control session (on S-GW)
b) session on P-GW 
c) application session (if applicable)
Note that no coordination is assumed between these information flows. PCRF has to correlate them and can proceed with state restoration only after having found a match. 
MME and UE are not involved  in this procedure, and thus there is no impact on NAS signaling.
The advantage is obviously good user experience, but the operator bears some risk insofar as changes to PCRF rules cannot be determined and executed (e.g. user related limits reached, subscription modified or withdrawn, some general dynamic change in policy data). Also, event reporting is not possible (e.g. change of RAT).

3.2 
Method 2: Drop Sessions (Unconditionally)
In this method the sessions are dropped in EPC for all affected UEs, as soon as the PCRF failure is detected, see fig. 3a. 


[image: image3]
Figure 3a: dropping sessions
The following steps are performed:
(1) PCRF failure is detected (e.g. by DIAMETER means or by Gx application signaling).
(2) P-GW instructs S-GW to drop sessions of all affected UEs (those handled on the failed PCRF). 
(3) S-GW forwards the request to MME to drop sessions.
(4) MME detaches all sessions belonging to those PDN connections handled by the failed PCRF; an immediate re-attach is possibly, leading to assignment of an alternative PCRF (if available).
The handling of AF sessions is FFS. In essence, this implements the strictest control possible under PCRF failure conditions; it minimizes the time span without PCRF control to the one between PCRF failure and its detection in neighbouring nodes (S-GW, P-GW).    
There may be variants, e.g. for steps (2) and (3) it would be quite inefficient to signal individually per UE; bulk signaling is preferred. This may be based on the already established concept of Connection Set Identifiers (CSIDs) and is shown in fig. 3b.
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Figure 3b: dropping sessions (using bulk signaling)
Two phases in signaling need to be considered: 

A) when a session is established in EPS, P-GW indicates to both S-GW and MME that it is assigned to a particular CSID (e.g. CSID = 1) in P-GW. 

B) when a PCRF failure occurs, it needs only to be determined which CSID(s) is/are affected (and not a full list of all UEs). This information is propagated via protocol interfaces in EPC, similarly as before, but allowing bulk transfer of information up to MME (B1-B3). The last step B4 is again the release of a single UE’s sessions.
3.3 
Method 3: Graceful Drop of Sessions
The strategy is here to apply a less drastic handling for sessions, and consequently improve user experience. It enhances the partial failure handling defined in 23.007 (restoration procedures) to PCRF. Active sessions (e.g. a voice call or a multimedia session) shall not be dropped, up to some maximum time; instead, if a UE later falls into idle state (which means it still has a session in S-GW and P-GW) it can be instructed to release it and attach/connect again. We show in fig. 4 only the failure phase, again based on bulk signaling.  
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Figure 4: dropping sessions gracefully

Instead of an unconditional release indication the signaling includes an indicator to release gracefully. This is forwarded to S-GW and  MME and stored until the session release is deemed appropriate; potentially also to UE, but it is FFS if not anyway MME is best able to decide on when to perform this step. 
It should be noted that for this method, like for method 1, a re-synchronization of PCRF session state is useful and required during the time when sessions are kept; this improves control by the operator and mimimizes risk. 

4. Conclusion and proposal
We have discussed the problem arising from PCRF failures and presented high level solution strategies. Based on their advantages/disadvantages for operators and anticipated effort for standardization/implementation, we recommend method 3 (graceful release of sessions); still we would appreciate to hear other opinions and collect feedback on this issue. 

We kindly request then that the group, after proper discussion and analysis, agrees to standardize a solution method (or building blocks for solution methods) for PCRF failure situations.  
Regarding need for and amount of standardization, we propose to perform these steps: 
· specify some basic behaviour for PCRF restoration in TS 23.007 (in CT4’s scope),
· specify basic signaling methods supporting the agreed solution methods in PCRFs interfaces (i.e. TS 29.212 - 214)
· if seen necessary, analyse and specify possible optimizations for these solution methods, to increase efficiency and minimize signaling overhead. 

We understand that the first item can be done without formulating a Work Item, within agenda item TEI9; the second and third items would require a WI. 

If CT3 comes to an agreement on the points above, NEC would be happy to progress this topic by providing initial CRs and, if necessary, WID.
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