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	Reason for change:
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	Issue 1: There was a fault in the partial fault handling during MME change where the new MME does not use a FQ-CSID so MME change may not be reflected in the PGW and hence the old FQ-CSID would not be removed since the new MME does not send one. 
Issue 2: "PGW" instead of "SGW " in one sentence in the SGW section changing the intended meaning.

Issue 3: A missing word in a critical sentence introducing CSID. 

Issue 4: Some Editor's notes were left on handling when a node is unavailable which are now addressed and aligned with the current 29.274 subclause 7.8 text.


	
	

	Summary of change:
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	Issue 1: Required the FQ-CSID to be included when an F-TEID is included when the FQ-CSID is employed. Nodes not using FQ-CSID do not do this which allows for a test by peers, which in turn allows for clearing the old FQ-CSID data when the new node does not employ FQ-CSID. A MME FQ-CSID with a dummy value is now required to be sent by the MME during MME change if the MME does not support FQ-CSID. Correction made in 14.3.5. 
Issue 2: Replaced "PGW" with "SGW" in one location it was incorrect. (subclause 16.2.5)
Issue 3: Replaced "internal" with "internal resource" in the introduction of CSID (subclause 14.3.1).
Issue 4: Added statement it is optional if a node treats a unavailable node as if it restarted and removed the Editor's note that had the FFS on this subject. 

Also fixed spelling errors and missing clause reference (reference to clause 18 was incorrectly reference to clause X) and a few minor rephrasings 
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	Issue 1: A PGW may not be aware that a MME has changed or not in some procedures (no IE other than the FQ-CSID contains any MME identifiers on S5/S8). Hence, not receiving a FQ-CSID at a PGW currently could mean either the MME was not changed or the new MME does not use FQ-CSID. The later case would mean valid PDN connections would be torn down if the old MME using FQ-CSID later sends a Delete PDN Connection Set Request
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	Other comments:
(

	The addition of the "dummy FQ-CSID" is backwards compatable for existing receivers since they see it as any other node. The inclusion of FQ-CSID by nodes supporting FQ-CSID when F-TEID changes would have been true for a node employing F-TEID so this is really not a new requirement it is only made explicit now. Only true impact is on the SGW where it already has to relay from S11 to S5/S8 when it receives a FQ-CSID so it has to provide a dummy value based on absence when a MME S11 F-TEID is provided but no FQ-CSID.


* * * 1st Change * * * *
14.1.1
Restoration Procedures

After an MME restart, the MME shall delete all MM Bearer contexts affected by the restart that it may have stored.
When an MME detects that a peer SGW or peer PGW has restarted (see clause 18 "GTP-C based restart procedures") it shall as a default delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal MME resources associated with those PDN connections. The MME may optionally perform other implementation specific actions such as to clear external resources (e.g. S1-MME messages to clear RNC resources) or more advanced forms of restoration.

NOTE:
The MME will have the identity of the PGW and SGW currently in use for a PDN connection available in the MME’s PDN connection table as part of existing EPC procedures as well as other peer state data.

The MME shall detect a peer SGW as currently unavailable by the MME sending a series of GTPv2 echo requests and not receiving a GTPv2 echo response within a period of time (see 3GPP TS 29.274 [13]).
If a MME detects a peer SGW is unavailable for an implementation specific extended period of time it may treat the peer SGW in the same was as if the peer SGW had restarted.

* * * 2nd Change * * * *

14.3 Partial Failure Handling at MME

14.3.1 General

A partial failure is where a hardware or software failure affects a significant number of PDN connections while a significant number of PDN connections are unaffected. When it is impossible to recover the affected PDN connections (for example, using implementation-specific session redundancy procedures), it is useful to inform the peer nodes about the affected PDN connections for recovery on the peer nodes. Such a notification could be performed using an identifier that represents a large set of PDN connections rather than on individual PDN connection basis. 

NOTE 1:
If a hardware or software failure happens to impact only an insignificant number of PDN connections the node experiencing the fault need not treat the failure as a partial fault but may tear down connections one by one.

For the purposes of partial fault handling the term "node" refers to an entity that takes the role of an MME, PGW or SGW as defined in a SAE network.

A PDN Connection Set Identifier (CSID) shall identify a set of PDN connections within a node that may belong to an arbitrary number of UEs. A CSID is an opaque parameter local to a node. Each node maintains a local mapping of CSID to its internal resources. When one or more of those resources fail, the corresponding one or more fully qualified CSIDs are signalled to the peer nodes. 

The fully qualified CSID (FQ-CSID) is the combination of the node identity and the CSID assigned by the node which together globally identifies a set of PDN connections.

NOTE 2:
The node identifier in the FQ-CSID is required since two different nodes may use the same CSID value. A partial fault in one node should not cause completely unrelated PDN connections to be removed accidentally.

The node identifier shall be globally unique across all 3GPP EPS networks. Its format is defined in 3GPP TS 29.274 [13]

For the purposes of partial fault handling the term peer is used as follows: For a particular PDN connection two nodes are peers if both nodes are used for that PDN connection. For a PDN Connection Set the nodes are peers if they have at least one PDN connection in the PDN Connection Set where both nodes are used for that PDN connection. In particular PGW and MME are generally peers for the purposes of partial fault handling.
An FQ-CSID is established in a node and stored in peer nodes in the PDN connection at the time of PDN connection establishment, or during a node relocation, and used later during partial failure handling in messages defined in 3GPP TS 29.274 [13] and 3GPP TS 29.275 [16]. Each node, including the MME and the PGW, should maintain the FQ-CSID provided by every other peer node for a PDN connection. The FQ-CSIDs stored by PDN connection are later used to find the matching PDN connections when a FQ-CSID is received from a node reporting a partial fault for that FQ-CSID. Implementations may choose to not store any CSID values in a received FQ-CSID and still be conformant. However, if there is a partial fault of a peer , the node that chooses not to store CSID values may experience hanging PDN connections until those connections are deleted by the GTP error handling mechanisms. 
The SGW shall forward the FQ-CSID provided by the MME on S11 to the PGW on S5/S8. Similarly, the SGW shall forward the FQ-CSID provided by the PGW on S5/S8 to the MME on S11.

A node may choose not to generate CSIDs during a PDN connection establishment. However, all nodes (i.e., MME, SGW, and PGW) shall support the partial failure handling messages defined in 3GPP TS 29.274 [13] and 3GPP TS 29.275 [16].

With the exception of the GTPv2 Delete PDN Connection Set Request and PMIPv6 BRI messages, each MME, SGW or PGW assigns no more than one FQ-CSID for itself in messages and each FQ-CSID shall have exactly one CSID within the FQ-CSID.
These general procedures, identifiers and definitions apply to partial fault handling by the PGW and SGW unless otherwise stated.

14.3.2 Procedures during PDN Connection Establishment

During a PDN connection establishment, the MME may provide one FQ-CSID containing exactly one CSID for that particular PDN connection to the SGW. The MME should store the Node-ID and CSID values from the FQ-CSID provided by the SGW and the PGW in its PDN Connection table maintained as part of MME MM and EPS Bearer Contexts as specified in 3GPP TS 23.401 [15] in Table 5.6.2-15.7.2-1. 

If the MME chooses not to store a received SGW FQ-CSID, the MME shall report an error with appropriate Cause value if a GTPv2 Delete Connection Set Request with any SGW FQ-CSID is received subsequently. Similarly, if the MME chooses not to store a received PGW FQ-CSID, the MME shall report an error with appropriate Cause value if a GTPv2 Delete Connection Set Request with any PGW FQ-CSID is received subsequently. This may also result at that time in hanging PDN connections on an MME that did not store that FQ-CSID, until those connections are deleted by the GTP error handling mechanisms.
14.3.3 Procedures during MME Partial Failure

When an MME detects that it has undergone a partial failure, it shall verify that one or more corresponding CSID(s) are present for the component(s) undergoing a partial fault. If there is no such CSID, then the following does not apply. When one or more CSIDs are currently assigned, the MME shall perform the following. 
The MME may perform implementation-specific operations to clean up any residual state associated with the CSID(s).

The MME shall send a GTPv2 Delete PDN Connection Set Request containing all the MME CSID(s) of the component(s) failing in MME FQ-CSID(s) to every SGW peer.

Upon receiving a GTPv2 Delete PDN Connection Set Response message with Cause value "Success", the MME shall conclude that the SGW peer has initiated the internal deletion of the PDN connections corresponding to the FQ-CSID(s) present in the GTPv2 Delete PDN Connection Set Request message. The Cause value "Request Rejected" indicates that the SGW peer chose not to store the MME FQ-CSID.

Regardless of the "Cause" value in the response, the MME is not required to perform any further recovery actions towards SGW and PGW peers for PDN connections in the connection set identified by the MME FQ-CSID(s).

14.3.4 Procedures during a Peer’s Partial Failure 

When an MME receives a GTPv2 Delete PDN Connection Set Request message from an SGW, the MME shall retrieve all the PDN connections corresponding to each of the FQ-CSID(s) present in the message. The MME shall delete all the retrieved PDN connections and the associated resources. Other implementation-specific actions may be performed. 

As a response, the MME shall send a GTPv2 Delete PDN Connection Set Response message with appropriate Cause value (see sub-clause 14.3.2 for the cause value) immediately to the SGW.

14.3.5 Procedures during PDN Connection Removal or Modification
During a S11 procedure impacting an existing PDN connection (e.g. mobility management, bearer creation/deletion/update):

1)
If the SGW is relocated then the MME shall clear the currently stored SGW FQ‑CSID value (if any is stored).

2)
Assuming the MME is employing a MME FQ-CSID, then if the MME includes its own S11 F-TEID in a S11 message it shall also include its MME FQ-CSID.  If an MME relocation occurs (for example, TAU with MME service change), or if an SGW relocation occurs, (for example, TAU with SGW service change), the MME may include its MME FQ-CSID in other S11 messages of the procedure to the (new) SGW. 
3)
If the MME receives a FQ-CSID value of a SGW over S11 it shall overwrite the current stored SGW FQ‑CSID value with the received value (if any is stored).

4)
 If the MME receives a FQ-CSID value of a PGW over S11 it shall overwrite the current stored PGW FQ‑CSID value with the received value (if any is stored).
During a S11 procedure removing an existing PDN connection the MME simply removes the PDN data as well as any stored FQ-CSID values(s) of the PGW and SGW or pointers to such data. The same actions are done on the old MME if there is a MME relocation.

. 
* * * 3rd Change * * * *
16.1.1
Restoration Procedures

After an SGW restart, the SGW shall delete all MM Bearer contexts affected by the restart that it may have stored.

During or immediately after an SGW Restart the SGW shall place local SGW restart counter value in all GTPv2 Echo requests/responses messages and PMIPv6 heartbeat requests/responses the SGW sends.

The SGW will receive the MME restart counter in GTPv2 Echo requests and Echo response messages that the SGW receives from the MME.

The SGW will receive the PGW restart counter in GTPv2 Echo requests/ responses and PMIPv6 heartbeat requests/responses that the SGW receives from the PGW.

When an SGW detects that a peer MME or peer PGW has restarted (see clause 18 "GTP-C based restart procedures") it shall delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal SGW resources associated with those PDN connections. The SGW shall not try to directly clear resources in the MME or PGW. The SGW may optionally perform other implementation specific actions such as messages to clear other external resources (e.g. PCC messages).

NOTE:
The SGW will have the identity of the MME and PGW currently in use for a PDN connection available in the SGW’s PDN connection table as part of existing EPC procedure.

The SGW shall detect a peer MME as currently unavailable by the SGW sending a series of GTPv2 echo requests and not receiving a GTPv2 echo response within a period of time (see TS 29.274 [13]).

The SGW shall detect a peer PGW as currently unavailable by the SGW sending a series of GTPv2 echo requests, or PMIPv6 heartbeat requests, and not receiving within a period of time respectively a GTPv2 echo response, or a PMIPv6 heartbeat response (see TS 29.274 [13] or TS 29.275[16]).
If a SGW detects a peer PGW is unavailable for an implementation specific extended period of time it may treat the peer PGW in the same was as if the peer PGW had restarted.

* * * 4th Change * * * *
16.2.5
Procedures during PDN Connection Removal or Modification

During a S11 or S5/S8 procedure impacting an existing PDN connection (e.g. mobility management, bearer creation/deletion/update):

1)
Assuming the SGW is employing SGW FQ-CSID, then if the SGW includes its own S5/S8 control plane F‑TEID in a S5/S8 message (GRE key for PMIPv6) it shall also include its SGW FQ-CSID, and if the SGW includes its own S11 F‑TEID in a S11 message it shall also include its SGW FQ-CSID. If a SGW relocation occurs (for example TAU with SGW service change), or if a MME relocation occurs (for example TAU with MME service change)  the SGW may include its SGW FQ-CSID in at least one S11 message of the procedure and at least one S5/S8 message of the procedure. 
2)
If the SGW receives a FQ-CSID value of a PGW over S5/S8 it shall overwrite the current stored PGW FQ‑CSID value with the received value. The SGW relays the PGW FQ-CSID value to the MME over S11 regardless of whether the SGW stores the value or not. 

3)
If the SGW receives FQ-CSID value of a MME over S11 it shall overwrite the current stored MME FQ-CSID value with the received value (if any is stored). It relays the MME FQ-CSID value to the PGW over S5/S8 regardless of whether the SGW stores the value or not. 
4)
If the SGW receives no FQ-CSID value of a MME over S11 but does receive a S11 F-TEID for the MME, it shall clear the currently stored MME FQ‑CSID value (if any is stored).  The SGW shall also send a MME FQ-CSID dummy value to the PGW over S5/S8 (see 3GPP TS 29.274 [13] for the encoding of the dummy value).
During a S11 or S5/S8 procedure removing an existing PDN connection the SGW simply removes the PDN data as well as any stored FQ-CSID values(s) of the PGW and MME or pointers to such data. The same actions are done on the old SGW if there is an SGW relocation.

* * * 5th Change * * * *
17.1.1
Restoration Procedures

After a PGW restart, the PGW shall delete all MM Bearer contexts affected by the restart that it may have stored.

During or immediately after a PGW Restart, the PGW shall place this PGW restart counter value in all GTPv2 echo requests/responses and PMIPv6 echo requests/responses the PGW sends.

The PGW will receive the SGW and MME restart counters in GTPv2 echo requests/responses and PMIPv6 heartbeat requests/responses that the PGW receives from the SGW. When a PGW detects that a peer MME or peer SGW has restarted it shall delete all PDN connection table data/MM bearer contexts associated with the peer node that fails as well as freeing any internal PGW resources associated with those PDN connections. The PGW does not try to directly clear resources in the MME or SGW. The PGW may optionally perform other implementation specific actions such as messages to clear other external resources (e.g. PCC messages).

NOTE:
The PGW will have the identity of the SGW currently in use for a PDN connection available in the PGW’s PDN connection table as part of existing EPC procedure.


The PGW shall detect a peer SGW as currently unavailable by the PGW sending a series of GTPv2 echo requests, or PMIPv6 heartbeat requests, and not receiving within a period of time respectively a GTPv2 echo response, or a PMIPv6 heartbeat response (see TS 29.274 [13] or TS 29.275[16]).
If a PGW detects a peer SGW is unavailable for an implementation specific extended period of time it may treat the peer SGW in the same was as if the peer SGW had restarted.


* * * 6th Change * * * *
17.2.5
Procedures during PDN Connection Removal or Modification
During a S5/S8 procedure impacting an existing PDN connection (e.g. mobility management, bearer creation/deletion/update):

1)
If the SGW receives an S5/S8 message with a SGW S11 F-TEID (SGW GRE key for PMIPv6) and no SGW FQ-CSID, it shall clear the currently stored SGW FQ‑CSID value (if any is stored). This event only occurs when the SGW has changed and the new SGW does not employ MME FQ-CSID.
2)
Assuming the PGW is employing a PGW FQ-CSID, then if the PGW includes its own S5/S8 control plane F‑TEID in a S5/S8 message (GRE key for PMIPv6)  it shall also include its PGW FQ-CSID. If a PGW relocation occurs (for example mobility/IRAT from Gn/Gp to S5/S8 on a collocated PGW/GGSN - note that this example might be viewed as PDN establishment), or if a SGW relocation occurs (for example TAU with SGW service change) or if a MME relocation occurs (for example TAU with MME service change and location information), then the PGW may include its PGW FQ‑CSID in at least one S5/S8 message of the procedure.

3)
If the PGW receives a SGW FQ-CSID value of a SGW over S5/S8 and assuming the PGW stores SGW FQ‑CSID then the PGW shall overwrite the current stored SGW FQ-CSID value with the received value. 

34)
If the PGW receives a MME FQ-CSID value of a MME over S5/S8 and assuming the PGW stores MME FQ‑CSID then the PGW shall overwrite the current stored MME FQ-CSID value with the received value.

During a S5/S8 procedure removing an existing PDN connection the PGW simply removes the PDN data as well as any stored FQ-CSID values(s) of the MME and SGW or pointers to such data.

For mobility/IRAT from S5/S8 to Gn/Gp on a collocated PGW/GGSN the MME FQ-CSID and SGW FQ-CSID are also removed from the PDN connection (it would be a PDP context after handover).

* * * End of Changes * * * *
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