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	Reason for change:
(

	Missing Information Element:

When a GTP entity checks the presence of a conditional IE, it expects certain IEs to be present for successfully processing the received message. On detection of a missing IE, the entity should send a response message with cause IE set to "mandatory IE missing" rather than "conditional IE missing" as this IE is a must for processing the message. 
The other minor advantage is that a new Cause IE is not needed.

In the case of Missing IE, the response message shall contain the instance as well as length set to 0 along with the type (already present) of the missing IE.
Invalid Length Information Element:
There exists a conflict with section 8.4 which makes it mandatory to send the faulty IE in the response message along with the appropriate cause. However, in current section 7.7.6, detection of discrepancies within the length of IE simply triggered discarding the faulty IE which needs to be aligned with section 8.4 ( generally agreed principle in CT4)
Semantically incorrect IE:
A minor correction which consists of sending the offending IE rather than the offending message has been done.
Section 8.4

It is only possible to send the offending IE ( malformed IE) in a response message when its actually present within the message. It should be noted that in case of GTP entity detecting a missing IE, the type, instance of the missing IE is sent back in the response message.  Additionally, the format of the faulty IE has been clarified to follow as defined within section 8.2.
Finally, a consistent clean up of sending the offending IE in TLI format with length set to 0 is done in section 7.
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	Missing Information Element:

The non existent "conditional IE missing" is removed and the existing "mandatory IE missing" IE is reused.

Invalid Length Information Element:

The offending type value is added to the response message to allow the sending entity to understand the cause if the error. 
Semantically incorrect IE:

A minor correction which consists of sending the offending IE rather than the offending message has been done.

Section 8.4

It is clarified that offending IE is sent back only when its present within the message and is detected by the GTP entity. The format of the offending IE sent back is clarified. 
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7.7.6 
Missing Information Elements

A GTP entity shall check if all mandatory IEs are present in the received Request message. If one or more mandatory information elements are missing, the GTP entity should log the error and shall send a Response message with Cause IE value set to "Mandatory IE missing" together with the TLI (Type, Length, Instance) of the missing mandatory IE, where the length is set to 0. .

If a GTP entity receives a Response message with Cause IE value set to "Mandatory IE missing", it shall notify its upper layer.

A GTP entity shall check if all mandatory IEs are present in the received Response message. If one or more mandatory information elements are missing, the GTP entity shall notify the upper layer and should log the error.

A GTP entity shall check if conditional information elements are present in the received message, if possible (i.e. if the receiving entity has sufficient information available to check if the respective conditions were met). 

When possible, a GTP entity shall check if all conditional IEs are present in the received Request message. If one or more conditional information elements are missing, GTP entity should log the error and shall send a Response message with Cause IE value set to " Mandatory IE missing" together with the TLI (Type, Length, Instance) of the missing conditional IE, where the length is set to 0.. 

When possible, a GTP entity shall check if all conditional IEs are present in the received Response message. If one or more conditional information elements are missing, GTP entity shall notify the upper layer and should log the error.

Absence of an optional information element shall not trigger any of the error handling processes.
7.7.7 
Invalid Length Information Element
An information element has invalid length when the actual length of the IE is different from the value of the Length field in the IE header. 

If a GTP message contains more than one information elements and one or more of them have invalid length, the receiving GTP entity can detect which of the IEs have invalid length only in the following cases:

-
If the Length value in the IE header is greater than the overall length of the message;

-
If the invalid length IE is the last one in the message.

Other Length field handling cases are specified below:

-
If the received value of the Length field in the fixed length IE is greater than that expected by the fixed number of octets, then the extra octets shall be discarded.

-
If the received value of the Length field in the fixed length IE is less than that expected by the fixed number of octets, this shall be considered an errorand an appropriate error response along with the offending IE type value shall be returned to the sender.
-
If the received value of the Length field in the extendable length IE is greater than that expected by the fixed number of octets preceding the extended field(s), then the extra unknown octets shall be discarded.

-
If the received value of the Length field in the extendable length IE is less than that expected by the fixed number of octets preceding the extended field(s), this shall be considered an error and an appropriate error response along with the offending IE type value shall be returned to the sender .
7.7.8 
Semantically incorrect Information Element

The receiver of a GTP signalling message Request including a mandatory or a verifiable conditional information element with a semantically invalid Value shall discard the request, should log the error, and shall send a response with Cause set to "Mandatory IE incorrect" together with the TLI (Type, Length, Instance) of the missing conditional IE, where the length is set to 0. 
The receiver of a GTP signalling message Response including a mandatory or a checkable conditional information element with a semantically invalid Value shall notify the upper layer that a message with this sequence number has been received and should log the error. 
If a GTP entity receives an information element with a value which is shown as reserved, it shall treat that information element as invalid and should log the error. It shall send a response with Cause set to "Reserved Message Value Received" together with a type value of the offendingIE.

The principle is: the use of reserved values invokes error handling; the use of spare values can be silently discarded and so in the case of IEs with spare values used, processing shall be continued ignoring the spare values.

The receiver of a GTP signalling message including an optional information element with a Value that is not in the range defined for this information element value shall discard this IE, but shall treat the rest of the message as if this IE was absent and continue processing. The receiver shall not check the content of an information element field that is defined as 'spare".

All semantically incorrect optional information elements in a GTP signalling message shall be treated as not present in the message.

8.4
Cause

Cause IE is coded as depicted in Figure 8.4-1.
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	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 2 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Cause value
	

	
	6
	Spare
	OI
	

	
	7 to (n+4)
	 copy of the offending IE
	


Figure 8.4-1: Cause

The following bits within Octet 5 indicate:

-
Bits 8 to 2: Spare, for future use and set to zero

-
Bit 1 – OI (Originating Indication): If this bit is set to 1, it indicates that the corresponding error cause is originated by the remote node (i.e., the MME to a PGW, or the PGW to a MME). This bit is set to 0 to denote that the corresponding error cause is originated by the node sending the message. The OI should be set to 1 by the SGW when the SGW relay a response message with cause value from the MME to the PGW or from the PGW to the MME.

The Cause value shall be included in the response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value shall indicate the explicit reason for the rejection. 

If the rejection is due to a offending IE when present in the message, the offending IE shall be included within an additional field,  which contains the faulty IE that caused the rejection as per format defined in section 8.2. In this case, the value of "n" shall be greater than "2". Otherwise, the value of "n" is equal to "2".

The Cause may also be included in the request message. In a request message, the Cause value indicates the reason for the request.

"Request accepted" is returned when the GTPv2 entity has accepted a control plane request.
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