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5.1.2.1.2
3GPP AAA Server Detailed Behaviour

On receipt of the DER message, the 3GPP AAA Server shall check the validity of the ANID AVP and whether the non-3GPP GW is entitled to use the included value. The correct syntax of the ANID is checked as follows:  

-
In a non-roaming case, i.e. when the 3GPP AAA Server receives the request directly and not via the 3GPP AAA Proxy, checking ANID is mandatory;

-
In a roaming case when the request is received via an 3GPP AAA proxy, checking ANID is optional. The 3GPP AAA Server may decide to check ANID based on local configuration, e.g. depending on the received visited network identifier.

-
If the checking result shows that the included ANID value is not valid (not defined by 3GPP) or that the requesting entity is not entitled to use the received ANID value, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY.

The 3GPP AAA Server shall check if user data exists in the 3GPP AAA Server (containing valid authentication information for the current access network identity). If not, the 3GPP AAA Server shall use the procedures defined in SWx interface to obtain access authentication and authorization data. 

If SWx authentication response indicates that:

-
The user does not exist, then the 3GPP AAA Server shall respond the non-3GPP GW with Experimental-Result-Code DIAMETER_ERROR_USER_UNKNOWN.

-
The user does not have non-3GPP access subscription, then 3GPP AAA Server shall respond the non-3GPP GW with Experimental-Result-Code DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION.

-
The user is not allowed to roam in the visited network, then 3GPP AAA Server shall respond the non-3GPP GW with Experimental-Result-Code DIAMETER_ERROR_ROAMING_NOT_ALLOWED.

-
The user is currently being served by a different 3GPP AAA Server, then the 3GPP AAA Server shall respond to the non-3GPP GW with the Result-Code set to DIAMETER_REDIRECT_INDICATION and the Redirect-Host set to the Diameter identity of the 3GPP AAA Server currently serving the user (as indicated in the 3GPP-AAA-Server-Name AVP returned in the SWx authentication response from the HSS).

-
Any other error occurred, then the error code DIAMETER_UNABLE_TO_COMPLY shall be returned to the Non-3GPP GW.

When SWx authentication response includes the requested authentication information, the 3GPP AAA Server shall proceed with the authentication and authorization procedure. The 3GPP AAA Server shall use the procedures defined in SWx interface to obtain the user's subscription profile from HSS. 

Before sending out the authentication challenge, the 3GPP AAA Server shall decide, whether the access network is handled as Trusted or Untrusted. The 3GPP AAA Server shall make the decision based on the Access Network Identifier and Visited Network Identity information elements, according to its local policies. The local policies of the 3GPP AAA Server shall be based on the security criteria described in 3GPP TS 33.402 [19].

NOTE:
The network operator can configure this e.g. according to the roaming agreements with the non-3GPP AN operator or with VPLMN operator. 

In a roaming case, if the 3GPP AAA Server has received the trust relationship indicator from the VPLMN (AN-Trusted AVP), the 3GPP AAA Server may use this information as input parameter to the trusted/untrusted evaluation. 

The VPLMN trust relationship indicator may be utilized only if

-
The local breakout may be used for some of the APN connections of the user and

-
The appropriate trust relationship exists between the HPLMN and VPLMN operators.

The 3GPP AAA Server shall identify the possibility for local breakout based on the VPLMN‑Dynamic‑Address‑Allowed AVPs in the user's subscription profile; If the PDN GW may be allocated in the VPLMN for any of the subscribed APNs, local breakout is considered to be possible.

If the 3GPP AAA Server has decided to take the received trust relationship indicator into account, it shall combine its own decision (taken as described above) with the received trust relationship indicator in a way that the final decision shall be "trusted" only if both initial decisions were "trusted"; otherwise, the final decision shall be "untrusted"

Based on the trusted/untrusted decision, the 3GPP AAA Server may send a trust relationship indication to the UE, as described in 3GPP TS 24.302 [26].

SWx interface to obtain the user's subscription profile authorization data from HSS.  

Before sending out the authentication challenge, the 3GPP AAA Server shall decide, whether the access network is handled as Trusted or Untrusted., The 3GPP AAA Server shall make the decision based on the Access Network Identifier and Visited Network Identity information elements, according to its local policies. The local policies of the 3GPP AAA Server shall be based on the security criteria described in 3GPP TS 33.402 [19].

NOTE:
The network operator can configure this e.g. according to the roaming agreements with the non-3GPP AN operator or with VPLMN operator.  

The 3GPP AAA Server shall indicate the trust relationship assessment of the non-3GPP access network to the UE in the AT_TRUST_IND attribute as defined in 3GPP TS 24.302 [26]. The 3GPP AAA Server shall also indicate the trust relationship assessment to the non-3GPP access network using AN-Trusted AVP in the DEA (EAP-Request/AKA-Challenge) command.
The 3GPP AAA Server shall run EAP-AKA' authentication as specified in 3GPP TS 33.402 [19]. Exceptions shall be treated as error situations and the result code shall be set to DIAMETER_UNABLE_TO_COMPLY.

Once authentication is successfully completed, the 3GPP AAA Server shall perform the following authorization checking (if there is an error in any of the steps, the 3GPP AAA Server shall stop processing and return the corresponding error):

1)
Check if the user is barred to use the non 3GPP Access. If it is so, then the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED

2)
Check if the user is barred to use the subscribed APNs. If it is so, then the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED 

3)
Check RAT-Type AVP. If 

-
the access type indicates any value not described in 3GPP TS 29.212 [23] or

-
the received RAT-Type is not listed in the user's allowed RAT-Types (Access-Restriction-Data), 

this shall be treated as error and the Result-Code DIAMETER_UNABLE_TO_COMPLY shall be returned.

The following steps are only executed if the non-3GPP access network was decided to be Trusted.

4)
Check if the user has a subscription for the requested APN. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION

5)
If present, check the flags of the received MIP6-Feature-Vector AVP:

-
If the MIP6-INTEGRATED flag is set and the 3GPP AAA server has authorized DHCP Home Agent assignment, the 3GPP AAA server shall include the Home Agent addresses in the APN-Configuration AVP in the response and the MIP6-Feature-Vector AVP with the MIP6-INTEGRATED flag set. If the HA assignment via DHCPv6 is not used, the MIP6-Feature-Vector AVP with the MIP6-INTEGRATED flag not set shall be sent.

-
The PMIP6_SUPPORTED flag indicates to the 3GPP AAA server whether the trusted non-3GPP GW supports PMIPv6 or not. As specified in 3GPP TS 23.402 [3], based on the information it has regarding the UE (see 3GPP TS 24.302 [26]), local/home network capabilities and local/home network policies, the 3GPP AAA server may perform mobility mode selection. If the 3GPP AAA server decides that PMIPv6 should be used, the PMIP6_SUPPORTED flag shall be set in the response to indicate the PMIPv6 support of the UE to the trusted non 3GPP GW. If the 3GPP AAA server decides that a local IP address should be assigned, the ASSIGN_LOCAL_IP flag shall be set in the response to indicate to the trusted non 3GPP GW that a local IP address should be assigned. The 3GPP AAA server shall not set the PMIP6_SUPPORTED and ASSIGN_LOCAL_IP flags both at the same time in the response.

NOTE:
When selecting DSMIPv6 the AAA server assumes that the trusted non 3GPP GW has the capability to assign a local IP address to the UE.
Once the Authentication and Authorization procedure successfully finishes, the 3GPP AAA Server shall download, together with authentication data, the list of authorized APN’s and the authorized mobility protocols in the authentication and authorization response from the HSS (see SWx procedure in Section 8.1.2.1). 

Exceptions to the cases specified here shall be treated by 3GPP AAA Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and, therefore, no authorization information shall be returned.
Next Change

8.2.3
Information Elements

8.2.3.1
Non-3GPP-User-Data

The Non-3GPP-User-Data AVP is of type Grouped. It contains the information related to the user profile relevant for EPS.

AVP format:

Non-3GPP-User-Data ::=

< AVP Header: XXX XXXX >

[ Subscription-ID ]

[ Non-3GPP-IP-Access ]
[ Non-3GPP-IP-Access-APN ]
[  Access-Restriction-Data ]
 [ Session-Timeout ]
[ MIP6-Feature-Vector ]
[ AMBR ]
[ 3GPP-Charging-Characteristics ] 
[ Context-Identifier ]
*[ APN-Configuration ]
[ Trace-Info ]
*[ AVP ]
The AMBR included in this grouped AVP shall include the AMBR associated to the user’s subscription (UE-AMBR).

The Non-3GPP-IP-Acess AVP, the Non-3GPP-IP-Access-APN AVP, the Context-Identifier AVP and at least one item of the APN-Configuration AVP shall always be included, except when the Non-3GPP-User-Data AVP is used for downloading trace activation or deactivation information on the SWx interface, for an already registered user. In that specific case, the Trace-Info AVP shall be included and the presence of any further AVPs is optional.
8.2.3.2
Subscription-ID

The Subscription-ID AVP is of type Grouped and indicates the user identity to be used for charging purposes. It is defined in the IETF RFC 4006 [20]. EPC shall make use only of the IMSI and MSISDN values. This grouped AVP shall set the sub-AVP Subscription-Id-Type to value "END_USER_E164" or to value "END_USER_IMSI" and shall set the sub-AVP Subscription-Id-Data to the MSISDN value.

AVP format:

Subscription-Id ::=



< AVP Header: 443 >

[ Subscription-Id-Type ]

[Subscription-Id-Data ]

8.2.3.3
Non-3GPP-IP-Access

The Non-3GPP-IP-Access AVP is of type Enumerated, and allows operators to determine barring of 3GPP - non-3GPP interworking subscription. The following values are defined:


NON_3GPP_SUBSCRIPTION_ALLOWED (0)



The subscriber has non-3GPP subscription to access EPC network.


NON_3GPP_SUBSCRIPTION_BARRED (1)



The subscriber has no non-3GPP subscription to access EPC network.

8.2.3.4
Non-3GPP-IP-Access-APN

The Non-3GPP-IP-Access-APN AVP is of type Enumerated, and allows operator to disable all APNs for a subscriber at one time. The following values are defined:


Non_3GPP_APNS_ENABLE (0)



Enable all APNs for a subscriber.


Non_3GPP_APNS_DISABLE (1)



Disable all APNs for a subscriber

Editor’s Note: It is FFS to determine whether this AVP is actually needed inside the non-3GPP user data profile, or it can be removed.
8.2.3.5
Access-Restriction-Data
This AVP is defined in 3GPP TS 29.272 [29] subclause 7.3.31 and it shall include the access technology types not allowed for the user.

8.2.3.6
Session-Timeout
The Session-Timeout AVP is of type Unsigned32. It is defined in IETF RFC 3588 [7] and indicates the maximum period for a session measured in seconds. This AVP is used for re-authentication purposes. If this field is not used, the non-3GPP Access Node will apply default time intervals.

8.2.3.7
APN-Configuration
The APN-Configuration AVP is of type Grouped AVP and is defined in 3GPP TS 29.272 [29].

MIP6-Agent-Info is defined in section 9.2.3.2.2.

PDN-Type is defined in 3GPP TS 29.272 [29].

Served-Party-IP-Address is defined in 3GPP TS 32.299 [30].

3GPP-Charging-Characteristics is defined in 3GPP TS 29.061 [31].
The AVP format shall conform as follows:

 APN-Configuration ::=


< AVP Header: TBD >

{ Context-Identifier }

{ Service-Selection }

{ PDN-Type }
*2[ Served-Party-IP-Address ]

[ MIP6-Agent-Info ]

[ PDN-GW-Allocation-Type]

[ VPLMN-Dynamic-Address-Allowed ]
[ EPS-Subscribed-QoS-Profile ]

[ 3GPP-Charging-Characteristics ]

[ AMBR ] 
*[ Specific-APN-Info ]
*[ AVP ]
The AMBR included in this grouped AVP shall include the AMBR associated to this specific APN configuration (APN-AMBR).

The Specific-APN-Info contains the APN which is not present in the subscription context but the UE is authorized to connect to and the identity of the registered PDN-GW. For details, see 3GPP TS 29.272 [29].
8.2.3.8
ANID
The ANID AVP is defined in chapter 5.2.3.7.

8.2.3.9 
SIP-Auth-Data-Item

The SIP-Auth-Data-Item AVP is defined in 3GPP TS 29.229 [24]. The optional AVPs that are needed in SWx reference point are included in the ABNF representation below. 


AVP format:

SIP-Auth-Data-Item ::=

< AVP Header: 612 10415 >

[ SIP-Item-Number ]

[ SIP-Authentication-Scheme ]

[ SIP-Authenticate ]

[ SIP-Authorization ]

[ Confidentiality-Key ]

[ Integrity-Key ]

*[ AVP ]

8.2.3.10
Confidentiality-Key

The Confidentiality-Key AVP is defined in 3GPP TS 29.229 [24]. It is of type OctetString, and contains the Confidentiality Key (CK') or, after key derivation using the Access Network Identifier, the Confidentiality Key (CK’). For the 3GPP AAA server it is transparent whether the value received corresponds to CK or CK’.

8.2.3.11
Integrity-Key

The Integrity-Key AVP is defined in 3GPP TS 29.229 [24]. It is of type OctetString, and contains the Integrity Key (IK) or, after key derivation using the Access Network Identifier, the Integrity Key (IK’). For the 3GPP AAA server it is transparent whether the value received corresponds to IK or IK’.

8.2.3.12
Server-Assignment-Type AVP

The Server-Assignment-Type AVP is defined in 3GPP TS 29.229 [24] and it is of type Enumerated, and indicates the type of server update being performed in a Server-Assignment-Request operation. As part of the SWx protocol specification, the following values are additionally defined:
AAA_USER_DATA_REQUEST (12)


This value is used to request the non-3GPP user profile data from the 3GPP AAA Server to the HSS.

PGW_UPDATE (13)


This value is used to store, update or delete the PDN-GW Identity in the HSS, as requested from the 3GPP AAA Server.
8.2.3.13
Trace-Info

The Trace-Data AVP is of type Grouped. This AVP shall contain the information related to subscriber and equipment trace function and the required action, i.e. activation of deactivation  

AVP format

Trace-Info ::= <AVP header: XXX XXXX>

[Trace-Data]

[Trace-Reference]

*[AVP]

Either the Trace-Data or the Trace-Reference AVP shall be included. When trace activation is needed, Trace-Data AVP shall be included, while the trace deactivation request shall be signalled by including the Trace-Reference directly under the Trace-Info.

8.2.3.14
Trace-Data

The Trace-Data AVP is of type Grouped. The Diameter AVP is defined 3GPP TS 29.272 [29], while its contents is defined in 3GPP TS 32.422 [32].
�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





