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Abstract of the contribution: This CR proposes a description of the Binding Revocation procedures when using PMIP6. It’s based on the draft-muhanna-mip6-binding-revocation-02.txt draft.

1 Introduction

Network initiated revocation mechanism for PMIPv6 based mobility is required by 3GPP SA2. The following CR provides the details of the revocation mechanism.  
The editor note’s in section 4.4.1.1 where there is mention of using the revocation mechanism when performing de-registration is also removed.

2 Reason for Change

3GPP TS 23.402 describe a PDN-GW initiated dedicated Resource Allocation Deactivation procedure, which require a Binding Revocation when using S2{a,b}/S5/S8 PMIPv6 based interfaces.

3GPP SA2 requirements specify two mechanisms by which the removal of the mobility session is achieved: de-registration which is initiated by the MAG, and binding revocation which is initiated by the LMA. 3GPP SA2 doesn’t require the bulk de-registration procedure.
3 Conclusions

A detailed binding revocation procedure shall be available.

4 Proposal 

The additions proposed against TS 29.275 are:

***************************First change***************************
3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

The following terms used in this Technical Specification are defined in the PMIPv6 specification [4]: IPv6 Home Network Prefix, Proxy Care-of Address. The following terms used in this Technical Specification are defined in the IPv4 Support for PMIPv6 specification [5]: IPv4 Home Address. The following terms used in this Technical Specification are defined in the MIPv6 specification [8]: Binding Cache Entry. The following terms used in this specification are defined in the Binding Revocation for MIPv6 Mobility [6]: Binding Revocation Indication and Binding Revocation Acknowledgement.
Local Mobility Anchor: Within EPS the Local Mobility Anchor functionality consists of a PMIPv6 Localized Mobility Anchor as described in the PMIPv6 specification [4] with support of IPv4 Support for PMIPv6 [5], Binding Revocation for IPv6 Mobility [6] and GRE Key Option for PMIPv6 [7].

Mobile Access Gateway: Within EPS the Mobility Access Gateway functionality consists of a PMIPv6 Mobility Access Gateway as described in the PMIPv6 specification [4] with support of IPv4 Support for PMIPv6 [5], Binding Revocation for IPv6 Mobility [6] and GRE Key Option for PMIPv6 [7].

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

Editor’s note: To be completed or section removed.

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

BRI
Binding Revocation Indication

BRA
Binding Revocation Acknowledgement

EPC
Evolved Packet Core

LMA
Local Mobility Anchor

MAG
Mobility Access Gateway

GW
Gateway

MIPv6
Mobile IPv6

PMIPv6
Proxy MIPv6

BCE
Binding Cache Entry

Proxy-CoA
Proxy Care-of Address

PBU
Proxy Binding Update

PBA
Proxy Binding Acknowledgment

***************************Next change***************************
4.4.1.1
Proxy Binding Update 
The fields of a PBU message for the PMIPv6 Binding De-Registration procedure are depicted in Table 4.4.1.1-1. 

The Mobility Options in a PBA message for the PMIPv6 Binding De-Registration procedure are depicted in Table 4.4.1.1-2. 

Table 4.4.1.1-1: Fields of a PBU message for the PMIPv6 Binding De-Registration procedure
	Information element
	IE Description
	Reference

	Sequence Number
	Set to a monotically increasing value.
	RFC 3775 [8]

	Lifetime
	Set to "0" to request deletion of the BCE.
	RFC 3775 [8]

	Acknowledge (A)
	Set to "1" to request an acknowledgement message.
	RFC 3775 [8]

	Proxy Registration Flag (P)
	Set to "1" to indicate that the Binding Update message is a proxy registration. 
	draft-ietf-netlmm-proxymip6 [4]


Table 4.4.1.1-2: Mobility Options in a PBU message for the PMIPv6 Binding De-Registration procedure
	Information element
	Cat.
	IE Description
	Reference

	Mobile Node Identifier option
	M
	Set to the NAI identifier of the UE as specified in IETF RFC 4282 [9], formatted as defined in 3GPP TS 23.003 [12].
	RFC 4283[10]

	IPv6 Home Network Prefix option
	O
	Set to the IPv6 Home Network Prefix allocated to the UE based on the selected PDN.
	draft-ietf-netlmm-proxymip6 [4]

	Handoff Indicator option
	M
	Set to the value value "4" to indicate Handoff state unknown.
	draft-ietf-netlmm-proxymip6 [4]

	Access Technology Type option
	M
	Set to the RAT type (e.g., "E-UTRAN") or to a value matching the characteristics of the non-3GPP access the UE is using to attach to the MAG.
	draft-ietf-netlmm-proxymip6 [4]

	Timestamp option
	M
	Set to the current time
	draft-ietf-netlmm-proxymip6 [4]

	Alternate Care-of Address option
	O
	Set to an address to use as the Proxy-CoA for the binding instead of the address present in the Source Address field of the IPv6 header of the Proxy Binding Update message.
	RFC 3775[8]

	IPv4 Home Address option
	O
	Set to the IPv4 Home Address allocated for the UE based on the selected PDN.
	draft-ietf-mext-nemo-v4traversal [13]

	Service Selection Mobility Option
	M
	Set to the EPS Access Point Name to which the UE is attached, formatted as defined in 3GPP TS 23.003 [12]
	RFC 5149[11]

	Vendor Specific Option
	O
	Contain Protocol Configuration Options (details FFS).
	IETF RFC 5094 [14]


Editor’s note: It is FFS if and how the Alternate Care-of Address option is used.

Editor’s note: At least one of the IPv6 Home Network Prefix option and IPv4 Home Address option shall be included in the PBU.
***************************Next change***************************
4.5
Binding Revocation procedure

4.5.1 
General

In EPC the PMIPv6 binding revocation is initiated by the node acting as a LMA to notify the node acting as a MAG, that the Binding Cache Entry related to the UE is about to be removed, so the MAG should remove the resources related to that UE. The MAG confirms the revocation of the binding by sending a BRA to the LMA.
The Binding Revocation Procedure initiated by the LMA achieves the following:

· IPv6 Home Network Prefix release: When UE detach, the LMA returns the IPv6 Home Network Prefix assigned to the UE to the pool of free IPv6 Home Network Prefixes.
· IPv4 Home Address release: When UE detach, the LMA returns the IPv4 Home Address assigned to the UE to the pool of free IPv4 Home Network Addresses.
· Forward and Reverse GRE keys de-assignment: The MAG and LMA will return, respectively, the forward and reverse GRE keys to their respective pool of free GRE keys.
· GRE tunnel Deletion: The GRE tunnel is removed from the LMA and the MAG.

· BCE Deletion: The LMA deletes the BCE for the UE when the UE detach.

4.5.1.1
Binding Revocation Indication

The BRI shall contain the following fields:

Table 4.5.1.1-1: Fields of a BRI message for the PMIPv6 
	Information element
	IE Description
	Reference

	Sequence Number
	A sequence number generated by the LMA, and increased for every BRI sent.
	RFC 3775 [8]

	Proxy Binding Flag (P)
	Set to "1" to indicate that the Binding Revocation Indication is for a proxy MIPv6 binding entry. 
	draft-ietf-netlmm-proxymip6 [4]

	Acknowledge (A)
	Set to "1" to request an acknowledgement message.
	draft-muhannaietf-mip6-binding-revocation [6]

	Global Per-Peer Bindings (G)
	Set to 0 to indicate that the request is for a specific UE.
	draft-muhanna-mip6-binding-revocation [6]


Table 4.5.1.1-2: Mobility Options in a BRI message for the PMIPv6 Binding Revocation
	Information element
	Cat.
	IE Description
	Reference

	Mobile Node Identifier option
	M
	Set to the NAI identifier of the UE, as specified in 3GPP TS 23.003[12].
	3GPP TS 23.003[12]

	IPv6 Home Network Prefix option
	O
	Set to the Home Network Prefix of the UE.
	draft-ietf-netlmm-proxymip6 [4]

	IPv4 Home Address option
	O
	Set to the IPv4 home address of the UE.
	draft-ietf-mext-nemo-v4traversal [13]


4.5.1.2
Binding Revocation Acknowledgment

The BRA shall contain the following fields:

Table 4.1.5.2-1: Fields of a BRA message for a PMIPv6 Binding Revocation
	Information element
	IE Description
	Reference

	Sequence Number
	Set to the same value received in BRI.
	RFC 3775 [8]

	Status
	Indicates the result of the BRI: can be set to 0 for success, 1 for an unspecified failure or 2 for an inexistent UE binding.
	Draft-ietf-mip6-binding-revocation [5]

	Proxy Registration Flag (P)
	Set to "1" to indicate that the Binding Revocation Acknowledgment is for a proxy MIPv6 binding entry.
	draft-ietf-netlmm-proxymip6 [4]

	Global Per-Peer Bindings (G)
	Set to 0; the same value as for the BRI.
	Draft-ietf-mip6-binding-revocation [5]


Table 4.5.1.2-2: Mobility Options in a BRA message for the PMIPv6 Binding Revocation
	Information element
	Cat.
	IE Description
	Reference

	Mobile Node Identifier option
	M
	Set to the NAI identifier of the UE as specified in 3GPP TS 23.003 [12].
	3GPP TS 23.003[12]

	IPv6 Home Network Prefix option
	O
	Set to the Home Network Prefix received in BRI.
	draft-ietf-netlmm-proxymip6 [4]

	IPv4 Home Address option
	O
	Set to the IPv4 home address of the UE received in BRI
	draft-ietf-mext-nemo-v4traversal [13]


4.5.2 
MAG procedures

The MAG shall follow the “Local Mobility Anchor Revokes A PMIPv6 Binding” procedure described in the draft-muhanna-mip6-binding-revocation [5]. The MAG should release the resources associated with the UE referred to in the BRI message.
The MAG shall respond with a BRA.
4.5.2 
LMA procedures
The LMA shall send a BRI to the MAG as described in the “Local Mobility Anchor Revokes a PMIPv6 binding” described in the draft-muhanna-mip6-binding-revocation [5]. The LMA shall clear the BCE related to the UE after sending the BRI in case of UE detach.
***************************Next change***************************
7.4
PDN GW initiated bearer deactivation

7.4.1 
General
The PDN GW initiated bearer deactivation over S5/S8 PMIP reference point shall follow the same procedure described in the Binding revocation procedure section.
7.4.2 
Serving GW procedures
In PMIPv6 mode, the Serving GW shall follow the MAG procedure for the Binding revocation.
7.4.3 
PDN GW procedures
In PMIPv6 mode, the PDN GW shall follow the LMA procedure for the Binding revocation.
***************************Next change***************************
8.x
PDN GW initiated bearer deactivation
8.x.1 
General
The PDN GW initiated bearer deactivation over S2a/S2b PMIP reference point shall follow the same procedure described in the Binding revocation procedure section.

8.x.2 
ePDG / Trusted Non-3GPP Access procedures
In PMIPv6 mode, the ePDG / Trusted Non-3GPP Access shall follow the MAG procedure for the Binding revocation.

8.x.3 
PDN GW procedures
In PMIPv6 mode, the PDN GW shall follow the LMA procedure for the Binding revocation.
***************************End of change*************************



1. Purge UE








































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































UE


Handover completion








3GPP

SA WG2 TD


