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1. Reason for Change

Currently, TS 29.274 does not specify the basic error handling. The proposal is to copy the error handling from TS 29.060 and modify the text as appropriate.
2. Proposal

Below is a copy of the error handling from TS 29.060, which is visible as an 'old' text. Proposed changes are highlighted with the revision marks.
* * * Change * * * *

7.5
Error Handling

To be edited

7.5.1 
Protocol Errors
A protocol error is defined as a message or Information Element received from a peer entity with unknown, unforeseen or erroneous content. The term silently discarded is used in the following subclauses to mean that the receiving GTP entity's implementation shall discard the message without further processing, or if possible discard the optional IE and continue processing. The receiving entity should however log the event including the erroneous message and should include the error in a statistical counter. Silently Discarding a message or IE(s) within a message should only be used for messages or IE(s) that can be safely ignored.
A receiving node may deviate from the required error handling requirements, in the case of sending back messages with cause values, in order to limit traffic load or mitigate against a denial-of-service attack. 
An information element with 'Mandatory' in the 'Presence requirement' column of a message definition shall always be present in that message.







Editor's note: The semantic conditions for presence of Information Element i.e. whether an IE is: mandatorially present, conditionally present, optionally present or mandatorially absent, needs consideration.
The Error Indication and Version Not Supported messages shall be considered as Responses for the purpose of this subclause.

The subclauses 7.5.2 to 7.5.14 shall be applied in decreasing priority.
Editor's note: It needs to be determined whether we keep this type of decreasing priority order of errors.
7.5.2 
Different GTP Versions
If a receiving peer node receives a GTP message of an unsupported version, that node shall return a GTP Version Not Supported message indicating in the Version field of the GTP header the latest GTP version that that node supports. The received GTP-PDU shall then be discarded.


Editor's note: We may want to send all Versions that are supported in the same way as the CER/CEA interchange of Diameter. As S101 etc. will use GTP so this version is considered as another application of GTPv2 so if GTPv2 is supported must we also support S101? Or can they be supported independently?
7.5.3 
GTP Message Too Short

When a GTP message is received, and it is too short to contain the GTP header for the GTP version that the sender claims to use, the GTP-PDU message shall be silently discarded.
Editor's note: Do we want to keep it this way?
7.5.4 
Unknown GTP Signalling Message

When a message using a Message Type value defining an Unknown GTP signalling message is received, it shall be silently discarded.
Editor's note: Do we want to keep it this way?
7.5.5 
Unexpected GTP Signalling Message

When an unexpected GTP control plane message is received, e.g. a Response message for which there is no corresponding outstanding Request it shall be silently discarded but only when it is safe to do this.
Editor's note: We may want to reconsider this handling for all scenarios.
7.5.6 
Missing Mandatorially Information Elements
The receiver of a GTP signalling Request message with a missing mandatory information element shall discard the request, it should log the error, and shall send a Response with Cause set to 'Mandatory IE missing' together with a value of the missing mandatory IE.

The receiver of a Response with a missing mandatory information element shall notify the upper layer and should log the error.
7.5.7 
Invalid Length

TLV format information element shall have a variable length. In a received GTP signalling message Request, a mandatory TLV format information element may have a Length different from the Length defined in the version that this message claims to use. In this case, this information element shall be discarded, the error should be logged, and a Response shall be sent with Cause set to 'Mandatory IE incorrect' together with a copy of the offending mandatory IE.

In a received GTP signalling Response message, if a mandatory TLV format information element has a Length different from the Length defined in the version that this message claims to use, then the requesting entity shall treat the GTP signalling procedure as having failed. A message shall be sent with Cause set to 'Mandatory IE incorrect' together with a copy of the offending mandatory IE.
7.5.8 
Invalid Mandatory Information Element

The receiver of a GTP signalling message Request including a mandatory information element with a Value that is not in the range defined for this information element value shall discard the request, should log the error, and shall send a response with Cause set to 'Mandatory IE incorrect' together with a copy of the offending mandatory IE.

The receiver of a GTP signalling message Response including a mandatory information element with a Value that is not in the range defined for this information element shall notify the upper layer that a message with this sequence number has been received and should log the error. It shall send a response with Cause set to 'Mandatory IE incorrect' together with a copy of the offending mandatory IE.
If a GSN receives an information element with a value which is shown as reserved, it shall treat that information element as invalid and should log the error. It shall send a response with Cause set to 'Reserved Message Value Received' together with a copy of the offending message.


The principle is: the use of reserved values invokes error handling; the use of spare values can be silently discarded and so in the case of IEs with spare values used, processing shall be continued ignoring the spare values.

7.5.9 
Invalid Optional Information Element

The receiver of a GTP signalling message including an optional information element with a Value that is not in the range defined for this information element value shall discard this IE, should log the error, send a Cause value back with the offending IE but shall treat the rest of the message as if this IE was absent and continue processing.
If a GTP entity receives an information element with a value which is shown as reserved, it shall treat that information element as not being in the range defined for the information element.
Editor's note: The action taken depends if the value is Spare or Reserved. If reserved value is used in an optional IE then a cause shall be sent back with the offending IE. Processing can still continue if the optional IE is not required to achieve a successful outcome.
The receiver shall not check the content of an information element field that is defined as 'spare'.
Editor's note: It silently discards this but if this value is required to continue operation i.e. a conditional IE then this may not be true.

7.5.10 
Unknown Information Element

An information element with an unknown Type value shall be ignored by the receiver of the message. Tthis information element shall be skipped using its Length value. 
If the receiving node cannot interpret the rest of the message because of the ignored information element, the receiving node shall discard the message, it should log the error and shall send a Cause value set to 'Invalid message format' together with the offending IE. If the message was a Request, it shall return a response with Cause set to 'Invalid message format' together with the offending IE.

7.5.11 
Out of Sequence Information Elements

If two or more information elements are out of sequence in a message, the receiving node shall discard the message and should log the error. In addition, if the message was a Request, the receiving node shall return a Response with Cause set to 'Invalid message format'.
Editor's note: Do we want to keep it this way or can we send IEs in any order?
7.5.12 
Unexpected Information Element

An information element with a Type value which is defined in section x.x of the present specification but is not expected in the received GTP signalling message shall be ignored (skipped) and the rest of the message processed as if this information element was not present. 
7.5.13 
Repeated Information Elements

If an information element is repeated in a GTP signalling message in which repetition of the information element is not specified, only the contents of the information element appearing first shall be handled and all subsequent repetitions of the information element shall be ignored. When repetition of information elements is specified, only the contents of specified repeated information elements shall be handled.
Editor's note: Processing shall be continued but a Cause value shall be sent back a value set to "unexpected repeated IE" together with the repeated IE. When repetition of information elements is specified, only the contents of specified repeated information elements shall be handled.
7.5.14 
Incorrect Optional Information Elements

All optional information elements that are incorrect in a GTP signalling message shall be treated as not present in the message. However, if the receiving node cannot not handle the message correctly because of the incorrect information element, the receiving node should log the error and shall return a response with Cause set to 'Optional IE incorrect' together with the offending IE.
7.x 
Path Failure

To be edited


Editor's note: This should be considered separately

MMEa 
Editor's note: When an MS detaches, all ongoing GTP control plane procedures related to this MS shall be aborted. The MME shall send a Delete PDP Context Request messages for all active PDP contexts to the peer PDNs. This will have to be investigated as it. This will have to be investigated as it looks like stage 2 matter.
7.x y
Restoration and Recovery

To be edited



Editor's note: This should be considered separately.

