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This paper updates the Attach procedure of the hPDN Gateway – 3GPP AAA Server (S6c) Reference Point in TR 29.803 based on the decision that IKEv2 will be used to establish the IPsec security association needed to protect DSMIPv6 signalling. 

1.  Introduction

It has been agreed in SA2 that IPsec will be used to protect DSMIPv6 signalling as defined in RFC 3775 and RFC 4877. This requires that a Home Agent acts as an EAP pass through authenticator, as described in RFC 4877. 

2.  Discussion
The following quote from Section 6.3 in TS 23.402 shows the need for IKEv2 and EAP support. 

This section is related to the case when the UE attaches to a Trusted Non-3GPP Access network and host based mobility management mechanisms are used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.
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Figure 6.3-1: Initial attachment from Trusted Non-3GPP IP Access with DSMIPv6
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B)
PDNGW/HA Discovery and HoA Configuration.

4)
The UE discovers the PDN GW (Home Agent) as specified in section 4.5.1 of TS 23.402. A security association is established between UE and PDN GW to secure the DS-MIPv6 messages between UE and PDN GW. The UE initiates the establishment of the security association using IKEv2 [9]; EAP [11] is used over IKEv2 for authentication purposes. The PDN GW communicates with the AAA infrastructure in order to complete the EAP authentication.

In order to set up a security association, the UE needs to be authenticated by 3GPP server. During the authentication the Home Agent acts as an IKEv2 responder and as an EAP pass through authenticator. EAP-AKA within IKEv2 is always used for UE authentication. The EAP-AKA within IKEv2 procedure to establish the IPsec SA for S2c is analogous to the EAP-AKA procedure used for WLAN UE authentication during the tunnel establishment procedure. 
Therefore, the S6c reference point is similar to the Wm reference point, and its functionality partially corresponds to the functionality of the Wm reference point as described in Section 8 of TS 29.234.  The parameters include:
· user-id as already indicated in the TR. Since there is no NAI or user-id in the MIP signalling if IPsec is used, the user-id in the Diameter signalling should match the user-id provided by the UE in the IKEv2 exchange (IDi payload)

· EAP payload to carry the authentication data to the AAA server

· Visited Network identifier to indicate if the PDN GW is in HPLMN or VPLMN

· An indication that the AAA authentication and authorization is for a DSMIPv6 session. This may be considered a sort of access type indication for the S2c access.
3.  Proposal

It is proposed to perform the following changes to TR 29.803.
**** Start 1st change ****
6.2.4.1.1 Attach Procedure

6.2.4.1.1.1 Update PDN GW Address Request
The parameters for Update PDN GW Address Request message are, but not exclusively, listed as below:

-
user-id matching the MN ID value in the format of the user ID NAI value supplied during user authentication.

Note: Mobile node must link to IMSI
-
PDN GW address
-
EAP payload

-
Visited Network Identifier

-
Indication of mobility protocol (value = DSMIPv6)


Editor’s notes: The actual content and format of the PDN GW address parameter is FFS.
6.2.4.1.1.2 Update PDN GW Address Acknowledgement 

-    EAP payload

-
Result
**** End 1st change ****














































































































































































































































































































































