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1．Introduction
In the CT4#37 meeting at Sophia Antipolis, it is agreed that subscriber data should be adopted for more detailed discussion about the information storage for each supporting node defined in EPC. The description of subscriber data for EPC shall be an update for the legacy subscriber data currently defined in TS23.008. The subscriber data stored in each EPC node could also be the guidance for message and parameter definitions for each reference point in the TS phase of CT4.
This proposes to update the subscriber data stored in MME, HSS and Serving GW. To make it looks more straightforward, this reorganized the subscriber data of TR29.803 the similar way as in both TS23.401 and TS23.402. The types and necessity statues of the updated subscriber data are also proposed to be appended to section 10.8 of TR29.803 with reference to the subscriber data of legacy system defined in 23.008. However, with the existence of default connection feature, some subscribed bearer management configuration parameters are defined as "Mandatory", which is different from those defined for legacy system, in HSS and/or MME.
2.  Proposal
It proposes to change the subscriber data section as follows:
*******************Start of change********************

10
Subscriber Data related to EPC

10.1
General

This chapter will list and describe subscriber data stored in EPC.

NOTE:
Subscriber data related to EUTRAN and PCC will be specified by RAN WGx and CT WG3 respectively.
10.2
Subscriber data stored in MME

The subscriber data stored in MME for a UE contains the UE's MM context and EPS bearer context information.. Table 10.2-x shows the context fields for one UE with the differences from TS23.401 highlighted




Table 10.2-x: Subscriber data stored in MME 
	Field
	Description
	Descriptions on differences with TS23.401

	IMSI
	IMSI (International Mobile Subscriber Identity) is the subscriber's permanent identity.
	

	MM State
	Mobility management state of a UE in MME, it could be ECM-IDLE, ECM-CONNECTED, EMM-DEREGISTERED.
	

	S-TMSI
	Packet Temporary Mobile Subscriber Identity.
	

	IMEISV
	Mobile Equipment Identity – (e.g. IMEI/IMEISV) Software Version Number
	

	Tracking Area Identity List
	Current Tracking area Identity list
	

	Cell Global Identity
	Last known cell
	

	Cell Identity Age
	Time elapsed since the last Cell Global Identity was acquired
	

	Authentication Vector
	Temporary authentication and key agreement data that enables an MME to engage in AKA with a particular user. An authentication vector consists of following elements:

a) network challenge RAND,

b) an expected response XRES,

c) KASME,

d) a network authentication token AUTN. 
	Original description of the authentication vector in 23.401 is ” Temporary authentication and key agreement data that enables an MME to engage in AKA with a particular user. A quintet consists of five elements: 
a) network challenge RAND,
b) an expected response XRES, 
c) a ciphering key CK', 
d) an integrity key IK', 

e) a network authentication token AUTN. (relation of K_ASME with CK' and IK' FFS)”

	UE Radio Access Capability
	UE radio access capabilities.
	

	UE Network Capability
	UE network capabilities including security algorithms and key derivation functions supported by the UE
	

	Selected NAS Algorithm
	Selected NAS security algorithm
	

	Selected AS Algorithm
	Selected AS security algorithms.
	

	KSIASME
	Key Set Identifier for the main key KASME
	

	KASME
	Main key for E-UTRAN key hierarchy based on CK, IK and SN identity
	Original description of this authentication is “Main key for E-UTRAN key hierarchy based on  (CK' and IK’ (FFS))”

	NAS Keys and COUNT
	KNASint, K_NASenc, and NAS COUNT parameter.
	

	Selected CN operator id
	Selected core network operator identity (to support network sharing). 
	

	Recovery
	Indicates if the HSS is performing database recovery.
	

	Access Restriction
	The access restriction subscription information.
	

	ODB for PS parameters
	Indicates that the status of the operator determined barring for packet oriented services.
	

	MME IP address for S11
	MME IP address for the S11 interface (used by S-GW)
	

	MME TEID for S11
	MME Tunnel Endpoint Identifier for S11 interface.
	

	S-GW IP address for S11
	S-GW IP address  for the S11 interface (used by MME)
	

	S-GW TEID for S11
	S-GW Tunnel Endpoint Identifier for the S11 interface.
	

	eNodeB Address in Use
	The IP address of the eNodeB currently used.
	

	eNodeB UE S1AP ID
	Unique identity of the UE over the S1 interface within eNodeB.
	

	MME UE S1AP ID
	Unique identity of the UE over the S1 interface within MME.
	

	QoS Profile Subscribed
	Subscribed UE QoS Profile
	

	APN Restriction
	Denotes the restriction on the combination of types of APN for the APN associated with this EPS bearer Context. 
	If this field shall be stored in HSS is FFS

	Subscribed Charging Characteristics
	e.g. Normal, prepaid, flat rate and/or hot billing.
	

	For each active PDN connection: 
	

	APN in Use
	The APN currently used. This APN shall be composed of the APN Network Identifier and the APN Operator Identifier.
	

	APN Subscribed
	The subscribed APN received from the HSS.
	

	IP Address or prefix
	IPv4 address and/or IPv6 prefix
	Update the IPv6 address to IPv6 prefix

	VPLMN Address Allowed
	Specifies whether the UE is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.
	

	PDN GW Address in Use (control plane)
	The IP address of the PDN GW currently used for sending control plane signalling.
	

	Location Change Report Required
	Need to communicate Cell or TAI to the PDN GW with this EPS bearer Context. 
	

	For each EPS Bearer within the PDN connection
	

	
	
	

	EPS Bearer ID                          
	An EPS bearer identity uniquely identifies an EP S bearer for one UE accessing via E-UTRAN      
	

	S-GW IP address for S1-u
	IP address of the S-GW for the S1-u interfaces.
	

	EPS Bearer QoS Profile 
	ARP, GBR, MBR, QCI
	

	EPS Bearer Charging Characteristics (Removed)
	
	It is FFS if this field shall be removed as MME is no longer responsible for charging

	Charging Id (Removed)
	
	It is FFS if this field shall be removed as MME is no longer responsible for charging


Editor’s Notes:  the Removed mark is to indicate the parameters which are listed in TS23.401 but shall be removed from the subscriber data according to the up-to-date study of CT4
NOTE:
The details of above subscriber data need to be further investigated and other subscriber data stored in MME is FFS.
10.3
Subscriber data stored in HSS

IMSI is the prime key to the data stored in the HSS. The data held in the HSS is defined in Table 10.3-x here below with the differences from TS23.401/TS23.402 highlighted


Table 10.3-x: Subscriber data stored in HSS
	Field
	Description
	Descriptions on differences with TS23.401/TS23.402

	IMSI
	IMSI is the main reference key.
	

	MSISDN 
	The basic MSISDN of the MS.
	If this field shall be stored in HSS is FFS 

	IMEI / IMEISV
	International Mobile Equipment Identity - Software Version Number
	

	Serving node IP ID(s)
	The IP address of the MME and/or the SS7 number of SGSN currently serving this UE in 3GPP system or the IP address of the  node serving the UE in non 3GPP system. 
	Original field for this parameter in TS23.401 is  MME address. 
Original field for this parameter in TS23.402 is Serving node IP address

	MS PS Purged from EPS
	Indicates that the EMM and ESM contexts of the UE are deleted from the MME.
	

	ODB parameters
	Indicates that the status of the operator determined barring 
	

	Access Restriction
	Indicates the access restriction subscription information. 
	remove the FFS in 23.401

	APN-OI Replacement
	Indicates the domain name to replace the APN OI when constructing the PDN GW FQDN upon which to perform a DNS resolution. This replacement applies for all the APNs in the subscriber's profile.
	

	Each subscription profile contains one or more APN configurations:

	Context Identifier
	Context Identifier
	

	UE IP Address and/or prefix
	Subscribed UE IPv4 Address and/or IPv6 prefix
	IPv6 address shall be updated to IPv6 prefix

	Access Point Name
	A label according to DNS naming conventions describing the access point to the packet data network.
	

	QoS Profile Subscribed
	EPS subscribed QoS profile
	

	VPLMN Address Allowed
	VPLMN Address Allowed
	

	Subscribed Charging Characteristics
	e.g. Normal, prepaid, flat rate and/or hot billing.
	The subscribed Charging Characteristics is listed for MME but not for HSS in 23.401. This is to add it into HSS data. 

	PDN GW address(es)
	The IPv4 address and/or IPv6 address currently used for the PDN GW supporting this APN.
It is FFS how to indicate whether the PDN GW address is subscribed as well as whether the subscribed PDN GW address is the same with the PDN GW address in use.
	Original field name for this parameter in TS23.401 is “PDN GW address”

	

	
	


NOTE:
The details of above subscriber data need to be further investigated and other subscriber data stored in HSS is FFS.
10.4
Subscriber data stored in S-GW

The Serving GW maintains the following EPS bearer context information for UEs. Table 10.4-x shows the context fields for one UE with the differences from TS23.401/TS23.402 highlighted.
Table 10.4-x: Subscriber data stored in Serving Gateway
	Field
	Description
	Descriptions on differences with TS23.401/TS23.402

	IMSI
	IMSI (International Mobile Subscriber Identity) is the subscriber permanent identity.
	

	Selected CN operator id
	Selected core network operator identity (to support network sharing). 
	

	MME TEID for S11
	MME Tunnel Endpoint Identifier for the S11 interface
	

	MME IP address for S11
	MME IP address the S11 interface.
	

	SGW TEID for S11
	SGW Tunnel Endpoint Identifier for the S11 Interface.
	

	SGW IP address for S11
	SGW IP address for the S11 interface
	

	For each PDN Connection:
	

	APN in Use
	The APN currently used. This APN shall be composed of the APN Network Identifier and the APN Operator Identifier.
	

	UE IP Address and/or prefix
	UE IPv4 address and/or IPv6 prefix
	Change the IPv6 address to prefix

	P-GW Address in Use (control plane)
	The IP address of the P-GW currently used for sending control plane signalling.
	

	P-GW TEID for S5/S8 (control plane)
	P-GW Tunnel Endpoint Identifier for the S5/S8 interface for the control plane.
	

	S-GW IP address for S5/S8a (control plane)
	S-GW IP address for the S5/S8a for the control plane signalling.  
	

	S-GW TEID for S5/S8a (control plane)
	S-GW Tunnel Endpoint Identifier for the S5/S8a control plane interface.
	

	APN Restriction
	Denotes the restriction on the combination of types of APN for the APN associated with this EPS bearer Context. 
	If this field shall be stored in HSS is FFS

	For each EPS Bearer within the PDN Connection:


	

	EPS Bearer Id
	An EPS bearer identity uniquely identifies an EPS bearer for one UE accessing via E-UTRAN
	

	UL TFT
	Uplink Traffic Flow Template
	

	DL TFT
	Downlink Traffic Flow Template
	

	PDN GW Address (user plane)
	The IP address of the P-GW currently used for sending user plane traffic.
	

	PDN GW TEID for S5/S8 (user plane)
	P-GW Tunnel Endpoint Identifier for the S5/S8 interface for the user plane.
	

	S-GW IP address for S5/S8a (user plane)
	S-GW IP address for user plane data received from PDN GW.
	

	S-GW TEID for S5/S8a (user plane)
	S-GW Tunnel Endpoint Identifier for the S5/S8a interface for user plane.
	

	S-GW IP address for S1-u
	S-GW IP address for the S1-u interface (Used by the eNodeB)
	

	S-GW TEID for S1-u
	S-GW Tunnel Endpoint Identifier for the S1-u interface.
	

	eNodeB IP address for S1-u
	eNodeB IP address for the S1-u interface (Used by the S-GW).
	

	eNodeB TEID for S1-u
	eNodeB Tunnel Endpoint Identifier for the S1-u interface.
	

	QoS Profile in use
	ARP, GBR, MBR, QCI.
	

	Charging Id
	Charging identifier, identifies charging records generated by S-GW and PDN GW.
	Remove the FFS from Charging Id

	Charging Characteristics
	Normal, prepaid, flat rate and/or hot billing
	


Editor’s Notes:  the Removed mark is to indicate the parameters which are listed in TS23.401 but shall be removed from the subscriber data according to the up-to-date study of CT4
NOTE:
The details of above subscriber data need to be further investigated and other subscriber data stored in HSS is FFS.
10.5
Subscriber data stored in P-GW

10.6
Subscriber data stored in ePDG

10.7
Subscriber data stored in 3GPP AAA Server

10.8
Subscriber data storage for EPC

Table 10.8-1: Overview of data used for EPC
	PARAMETER
	MME
	HSS
	S-GW
	P-GW
	ePDG
	3GPP AAA Server
	TYPE

	IMSI
	M
	M
	FFS
	FFS
	FFS
	FFS
	P  

	TA list
	M
	-
	-
	-
	-
	-
	T

	STMSI
	C
	-
	-
	-
	-
	-
	T

	Authentication Vector
	C
	M
	FFS
	-
	FFS
	FFS
	T

	Serving Node IP Address
	-
	M
	-
	-
	-
	FFS
	T

	MM State
	M
	-
	-
	FFS
	FFS
	FFS
	T

	IMEISV
	C
	C
	-
	FFS
	FFS
	FFS
	T

	Cell Global Identity
	C
	-
	-
	-
	-
	-
	T

	Cell Identity Age
	C
	-
	-
	-
	-
	-
	T

	UE Radio Access Capability
	C
	-
	-
	FFS
	FFS
	FFS
	P

	UE Network Capability
	C
	-
	-
	FFS
	FFS
	FFS
	P

	Selected NAS Algorithm
	M
	-
	-
	-
	FFS
	-
	T

	Selected AS Algorithm
	M
	-
	-
	-
	FFS
	-
	T

	KSIASME
	M
	-
	-
	-
	FFS
	-
	T

	KASME
	M
	-
	-
	-
	FFS
	-
	T

	NAS Keys and COUNT
	M
	-
	-
	-
	FFS
	-
	T

	Selected CN operator id
	C
	-
	C
	FFS
	FFS
	FFS
	T

	Recovery
	C
	-
	-
	FFS
	FFS
	FFS
	T

	Access Restriction
	C
	C
	-
	FFS
	FFS
	FFS
	P

	ODB for PS parameters
	C
	C
	-
	FFS
	FFS
	FFS
	P

	MS PS Purged from EPS
	-
	C
	-
	FFS
	FFS
	FFS
	T

	MME IP address for S11
	C
	-
	C
	-
	-
	-
	T

	MME TEID for S11
	C
	-
	C
	-
	-
	-
	T

	MME UE S1AP ID
	C
	-
	-
	-
	-
	-
	T

	S-GW IP address for S11
	C
	-
	C
	-
	-
	-
	T

	S-GW TEID for S11
	C
	-
	C
	-
	-
	-
	T

	S-GW IP address for S5/S8a (control plane)
	C
	-
	C
	FFS
	-
	-
	T

	S-GW TEID for S5/S8a (control plane)
	C
	-
	C
	FFS
	-
	-
	T

	S-GW IP address for S1-u
	C
	-
	C
	FFS
	-
	-
	T

	S-GW TEID for S1-u
	C
	-
	C
	FFS
	-
	-
	T

	S-GW IP address for S5/S8a (user plane)
	-
	-
	C
	FFS
	-
	-
	T

	S-GW TEID for S5/S8a (user plane)
	-
	-
	C
	FFS
	-
	-
	T

	eNodeB Address S1-MME
	C
	-
	-
	-
	-
	
	T

	eNodeB UE S1AP ID
	C
	-
	-
	-
	-
	--
	T

	eNodeB IP address for S1-u
	-
	-
	C
	-
	-
	-
	T

	eNodeB TEID for S1-u
	-
	-
	C
	-
	-
	-
	T

	QoS Profile Subscribed
	M
	M
	-
	-
	FFS
	FFS
	P

	QoS Profile in use
	C
	-
	C
	FFS
	FFS
	FFS
	T

	APN Restriction
	FFS
	-
	FFS
	FFS
	FFS
	FFS
	T

	Subscribed APN
	M
	M
	-
	-
	-
	FFS
	P

	APN in use
	C
	C
	-
	FFS
	FFS
	FFS
	T

	APN-OI Replacement
	-
	C
	-
	FFS
	FFS
	FFS
	P

	Context Identifier
	-
	M
	-
	FFS
	FFS
	FFS
	P

	UE IPv4 Address and/or IPv6 prefix
	C
	C
	C
	FFS
	FFS
	FFS
	T

	Location Change Report Required
	C
	-
	-
	FFS
	FFS
	FFS
	T

	VPLMN Address Allowed
	C
	C
	-
	FFS
	FFS
	FFS
	P

	PDN GW Address Subscribed
	-
	C
	-
	FFS
	FFS
	FFS
	P

	PDN GW Addess  (control plane)
	C
	C
	-
	FFS
	FFS
	FFS
	T

	PDN GW Address (user plane)
	C
	-
	C
	FFS
	FFS
	FFS
	T

	PDN GW TEID for S5/S8 (user plane)
	C
	-
	C
	FFS
	FFS
	FFS
	T

	PDN GW TEID for S5/S8 (control plane)
	-
	-
	C
	FFS
	FFS
	FFS
	T

	EPS Bearer ID                          
	C
	-
	C
	FFS
	-
	-
	T

	UL TFT
	-
	-
	-
	FFS
	-
	-
	T

	DL TFT
	-
	-
	C
	FFS
	-
	-
	T

	Charging Id
	-
	-
	C
	FFS
	FFS
	FFS
	T

	Charging Characteristics
	-
	M
	C
	FFS
	FFS
	FFS
	P


NOTE:
For the definition of M (=mandatory), C (=conditional), P (=permanent) and T (=temporary) in the table, refer to TS 23.008 [xx] section 4 and whether the subscriber data attributes in TS 23.008 should be reused or new definition of attributes should be introduced is FFS.
