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1. Overall Description:

CT4 thank SA3 for their LS on SAE Interworking with Pre-REL8 system (S3a071030) and for the attached analysis (S3a071031). 

CT4 have taken SA3s analysis into account and provide further evaluation as follows:

A) Impacted Entities

It is CT4s understanding that impacts to the Pre-REL8 HPLMN are in general not acceptable. This includes
1. Impacts on Pre-REL8 HSS

2. Impacts on Pre-REL8 MAP

3. Impacts on Pre-REL8 Architecture (adding an IWF to the HPLMN)

4. Impacts on Pre-REL8 USIM.

The only acceptable impact to the Pre-REL8 AuC would be to mandate static configuration of the AMF’s separation bit.

Impacts shall be limited to the Rel-8 ME, the Rel-8 MME and the Rel-8 Architecture (adding an IWF to the Rel-8 VPLMN). See also Reply LS on SAE Interworking with Pre-REL8 system from SA1 (S1-071887, S2-075344, S3a070999).

B) Analysis

Solution 1 (K_ASME derivation and protocol conversion in HPLMN)

This solution impacts the Pre-REL8 HSS (need to identify whether a vector is requested for UTRAN or E-UTRAN, set AMF separation bit accordingly); furthermore it impacts the Pre-REL8 Architecture (need to add an IWF to the Pre-REL8 HPLMN); furthermore it potentially impacts the Pre-REL8 MAP protocol (need to add an indication (e.g. requesting node type) to the vector request message indicating that a vector with AMF separation bit set to 1 is requested).

Therefore CT4 believe that solution 1 is not acceptable.

Solution 1b (K_ASME derivation in HLR and protocol conversion in IWF in HPLMN)

This solution impacts the Pre-REL8 HSS (need to identify whether a vector is requested for UTRAN or EUTRAN, set AMF separation bit accordingly, need to derive K_ASME from CK/IK); furthermore it impacts the Pre-REL8 Architecture (need to add an IWF to the Pre-REL8 HPLMN); furthermore it potentially impacts the Pre-REL8 MAP protocol (need to add an indication (e.g. requesting node type) to the vector request message indicating that a vector with AMF separation bit set to 1 is requested).

Therefore CT4 believe that solution 1b is not acceptable.

Solution 2 (K_ASME derivation in HPLMN, protocol conversion in VPLMN)

This solution impacts the Pre-REL8 HSS (need to identify whether a vector is requested for UTRAN or E-UTRAN, set AMF separation bit accordingly,); furthermore it impacts the Pre-REL8 Architecture (need to add an IWF to the Pre-REL8 HPLMN); furthermore it potentially impacts the Pre-REL8 MAP protocol (need to add an indication (e.g. requesting node type) to the vector request message indicating that a vector with AMF separation bit set to 1 is requested).

Therefore CT4 believe that solution 2 is not acceptable.

Solution 3 (K_ASME derivation and protocol conversion in VPLMN (with dynamic setting of separation bit in HLR))

This solution impacts the Pre-REL8 HSS (need to identify whether a vector is requested for UTRAN or EUTRAN, set AMF separation bit accordingly); 

Therefore CT4 believe that solution 2 is not acceptable.

Solution 4 (K-ASME derivation and protocol conversion in VPLMN (with static setting of separation bit in HLR))

The only impact in the Pre-REL8 HPLMN is to statically set the AMF separation bit in the Pre-REL8 AuC to 1 (one). 

This is acceptable from a CT4 point of view.  However, from a security point it is noted that the network gives the ME a false sense of EPS security with this solution. The CK, IK will still leave the HPLMN and can be converted to a Kasme in any PLMN, which goes against the property that the use of the separation bit 1 enforcement wants to achieve (PLMN based key separation).  

Solution 5 (IWF in VPLMN with UMTS level security in EPS)

This solution is acceptable from a CT4 point of view.  However, CT4 understand that this solution (if not enhanced) is highly undesirable from security point of view.

Solution 6 (Gradual upgrade of HLR using indicator on Rel-8 USIM)

This solution is the preferred solution from CT4 point of view as it does not impact the pre REL8 HPLMN and USIMs issued by the pre REL8 HPLMN operator. It allows migration to the “full” Rel-8 EPS security and does not give the ME a false sense of EPS security. A potential variant of solution 6 where the impact is moved from the Rel-8 USIM to the Rel-8 ME could also be studied, however, this consideration is out of CT4s scope.

2. Actions:

To SA3 group.

ACTION: 
CT4 ask SA3 group to note that from a CT4 point of view solutions 4, 5, and 6 are acceptable, where solution 6 is the most preferred solution and therefore finaly selected by CT4. 
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