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Introduction

In the LS from SA3, several solutions are given for the security issue for the MME - Pre Rel8 HLR interwoking scenario with one IWF. This paper is to discuss the possible final solution and then to clarify the validity of this scenario.
Discussion

In the last CT4 meeting, the IWF SID is agreed and several scenarios are given. One of these scenarios is the MME - Pre Rel8 HLR interwoking scenario with one IWF which is still FFS because its conflict with one requirement from SA3. 

In the last SA3 meeting, several solutions to solve this conflict are given and CT4 is asked to select one final solution among them. These solutions are summarized in the LS as listed below:
Solution 1: 
K_ASME derivation and protocol conversion in HPLMN 

Solution 1b: 
K_ASME derivation in HLR and protocol conversion in IWF in HPLMN

Solution 2: 
K_ASME derivation in HPLMN, protocol conversion in VPLMN 

Solution 3: 
K_ASME derivation and protocol conversion in VPLMN (with dynamic setting of separation bit in HLR)

Solution 4: 
K_ASME derivation and protocol conversion in VPLMN (with static setting of separation bit in HLR)

Solution 5: 
UMTS security in E-UTRAN
Solution 6: 
Gradual upgrade of HLR using indicator on Rel-8 USIM
Based on the discussion paper accompanying with the LS, it can been seen that 
*    Solution 5 is to downgrade the security mechanism to UMTS level which would waste the effort and money paid on EPS security. So this solution is not suggested to be selected.

*    Solution 3 and 4 can only offer part of EPS security even if the the Pre Rel8 HLR is required to be updated. So these two solutions are not suggested to be selected.
*    Solution 6 can bring the EPS level of security but this solution will bring more work to operators to update the USIM of their customers. So this solution is not suggested to be selected.
*    Solution 1, 1b and 2 will bring the EPS level of security with a bit update on Rel Rel8 HLR. The main difference between them is the position of the K_ASME derivation function and the position of the IWF. In solution 1 and 2, the position of the K_ASME derivation function is in IWF and in solution 1b, the position of the K_ASME derivation function is in Pre Rel8 HLR. On the other hand, in solution 1 and 1b, the IWF is only located in HPLMN and in solution 2, the IWF is in HPLMN and VPLMN. Consider the number the IWF involved and the complexity of IWF, we prefer a bit on solution 1b but can also live with 1 and 2.
Conclusion
Based on the discussion above, it is proposed to 
1. Select one final solution among 1, 1b and 2.

2. Send a response LS back to SA3 depending on the final selection.

3. Update TR 29.805 to clarify the validity of the first scenario and to catch the agreed security mechanism as below.
######################################start of changes#####################################
4.1
MME - Pre Rel8 HLR interworking scenario with one IWF

4.1.1
General Description
This network interworking scenario is for EPC/MME (Rel-8) using Diameter based S6a interface and Pre Rel8 HLR using MAP based Gr interface with one IWF in the path. 

With this interworking scenario, users of a Pre Rel8 UTRAN/GERAN network can access into a visited EPS through E-UTRAN. This scenario can be used between two operators or by one operator. This interworking scenario is described as below:
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Figure 4.1.1-1 MME - Pre Rel8 HLR interworking scenario with one IWF

4.1.2
Security Mechanism
<This section is to describe the final security solution selected by CT4. The related SA3 specification may be referred.>
######################################end of changes#####################################
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