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Introduction
The present document discusses interactions between a 3GPP AAA Server and an HSS, i.e. Wx* interface, and give some new features comparing with Wx interface.
Discussion

The interactions between a 3GPP AAA Server and an HSS can be divided into three categories: authentication, location management and user profile management.

The authentication procedure is invoked by the 3GPP AAA Server when a new set of authentication information for a given subscriber is to be retrieved from an HSS. In Wx interface, two authentication methods, i.e. EAP-SIM and EAP-AKA, are supported. At the moment, the assumption of authentication method for SAE Non-3GPP Access is EAP-AKA.
Over the Wx* interface, the location management procedures include several purposes:

1.
To register the current 3GPP AAA Server name in the HSS for a given 3GPP user.

This procedure is aligned with corresponding procedure defined for Wx interface, i.e. WLAN Registration Request/Reponses with parameter Server-Assignment-Type set to 'Registration'.


In the current stage 2 statement of UE registration procedure in 3GPP TS 23.402, the subscription data is returned from the HSS to the 3GPP AAA Server. This is not aligned with current Wx operations about this feature.
2.
To de-register the currently registered 3GPP AAA Server name in the HSS. The 3GPP AAA Server de-registers its address and purges any user status data in the HSS.

This procedure is similar with corresponding procedure defined for Wx interface, i.e. WLAN Registration Request/Reponses with parameter Server-Assignment-Type set to 'USER_DEREGISTRATION', 'ADMINISTRATIVE_DEREGISTRATION' or 'REAUTHENTICATION_FAILURE'.


In this procedure, HSS behaviours may be a little different with its behaviours of Wx interface if the UE has changed to a 3GPP access RAT, e.g. PDN GW information for inter 3GPP/Non-3GPP change shouldn't be removed.

3.
HSS-initiated de-registration procedures to purge the UE from the 3GPP AAA Server.

This procedure is similar with corresponding procedure defined for Wx interface, i.e. Network Initiated De-Registration by HSS.
4.
PDN GW Address notification


This procedure is used to register/de-register the current PDN GW address in the HSS for a given user. The allocated PDN GW address is provided by the 3GPP AAA Server to the HSS.


When a connection, i.e. a (P)MIP tunnel, towards a PDN GW is established successfully, the PDN GW registers its address to HSS via the 3GPP AAA Server/Proxy, and when the connection is released, the PDN GW requests to remove its address from the HSS via the 3GPP AAA Server/Proxy.


This procedure is new comparing with Wx interface, and needs to be defined for Wx* interface. The PDN GW address is the APN with associated IP address of the PDN GW.

It should be notified about possible conflictions between de-registration procedures (3GPP AAA Server initiated or HSS initiated) and PDN GW address de-registration. If the 3GPP AAA Server initiates a UE De-Registration procedure towards the HSS, the HSS will purge any related user status data. Meanwhile, the 3GPP AAA Server may notify trusted/untrusted Non-3GPP Access to de-register (P)MIP banding. After the (P)MIP tunnels are release, the related PDN GWs will ask the HSS to remove related PDN GW address. But the user status data in the HSS has been removed when the HSS receives the UE De-Registration Request. In this case, some kinds of errors may occur in the HSS as the HSS can't find the data which is requested to remove.
Over the Wx* interface, the user profile management procedures include several purposes:

1.
To download user profiles from the HSS to the 3GPP AAA Server (3GPP AAA Server-initiated provide user profile).

This procedure is aligned with corresponding procedure defined for Wx interface, i.e. WLAN Registration Request/Reponses with parameter Server-Assignment-Type set to 'NO_ASSIGNMENT'.

The user profile is used to authorize the user, control QoS, etc. The user profile transferred over Wx* interface will need more extensions to support SAE features, e.g. PDN GW address for inter system change, etc.

2.
To update user profiles in the 3GPP AAA Server (HSS-initiated user profile update)

This procedure is aligned with corresponding procedure defined for Wx interface, i.e. HSS Initiated Update of User Profile.
From the discussion above, it can be seen that most of functions of Wx* can be implemented based on the procedures defined for Wx interface without or with some changes. And PDN GW address notification related procedures need to be specified newly for Wx*. From parameter point of view, there will possibly many extensions against user profile, PDG GW related information and QoS information.
Conclusion

It is proposed to add changes as below.

=====================================================================================
The First Change
=====================================================================================

6.2.11.3 Analysis

6.2.11.3.1 Diameter

Editor's Note: the usage of Diameter to support the requirements in subclause 6.2.11.1 shall be studied in this section.

Basing Wx* on Diameter will enable a smooth evolution from Wx to Wx*. A Diameter-based Wx* will minimise impacts on both HSS and 3GPP AAA Server and allow for swifter accomplishment of SAE specifications given the large competence acquired by 3GPP regarding Diameter.
The procedures defined for the Wx interface can be re-used to support Wx* functions without or with some appropriate extensions of parameters and behaviours of the 3GPP AAA Server and/or the HSS:
-
Authentication information retrieval
-
Location management:

-
WLAN Registration procedure;


-
3GPP AAA Server initiated De-Registration procedure;

-
HSS initiated De-Registration procedure;
-
User profile management

-
3GPP AAA Server-initiated provide user profile

-
HSS-initiated user profile update

New procedures for Wx* needs to be specified to support SAE functions include:

-
As a part of Location management, the PDN GW address notification which is used to register/de-register the current PDN GW address in the HSS for a given user.
Editor's note: It is FFS whether there is any confliction between de-registration procedures (3GPP AAA Server initiated or HSS initiated) and PDN GW address de-registration. If yes, how to solve it is FFS.
From parameter point of view, most of parameters defined for Wx can be re-used. The parameter user profile needs to be extended to contain more sub-parameters including:

-
PDN GW Address information which is stored in the HSS and used for inter-system mobility.
The PDN GW related information can be considered location management related data and also subscriber related data. Hence it seems natural to include the following new information elements:

Table 6.2.11.3.1-1: New information elements related to PDN GW
	VPLMN PDN GW ALLOWED
	Indicates whether a VPLMN may allocate PDN GW or not to a user.

	PDN GW NAME
	PDN GW identity returned as part of subscriber data on initial attach or registration.

	PDN GW IP ADDRESS
	The IP address of already allocated PDN GW to be used in inter-system mobility. If this value is returned then no new PDN GW is selected. If this value is NULL then the PDN GW NAME is used. In the case of multiple PDN support, APN information shall be returned together with corresponding PDN GW NAME or PDN GW IP ADDRESS.

	APN information
	In the case of multiple PDN support, APN information is used together with the PDN GW IP address to identify a connection association towards a certain PDN for the purpose of inter-system mobility.


The above data can be exchanged between HSS and 3GPP AAA Server. Note that the prefix WLAN has been dropped in order to cover both trusted and un-trusted non-3GPP accesses.


6.2.11.4 Conclusions

Editor’s note: this section covers the conclusion for protocol selection and possible enhancement.
=====================================================================================

The end of the changes

=====================================================================================

