3GPP TSG-CT WG4 Meeting #31
C4-060815
Sophia Antipolis, FRANCE. 08th – 12th May 2006.
Title:
LS on Security mechanism on Mc Interface
Release:
Release 7
Work Item:
network domain security
Source:
CT4

To:
SA3
Cc:


Contact Person:


Name:
Peter Schmitt (Siemens)
Tel. Number:
+49 6621 169 152
E-mail Address:
peter.schmitt@gksag.de
Attachments:


1. Overall Description:

From a CT4 perspective Mc interface is an network internal interface between an MSC-Server and a predefined number of MGW. It is regarded as an open interoperable interface between different vendor's and much work has been undertaken to minimise the options over this interface to achieve interoperability. CT4 have had the opinion that Mc interface need no special security mechanism and therefore a sentence exists in 29.232 which excludes IPsec if the interface is SCTP based. 
It was questioned whether this is in contradiction with the understanding of SA3 in TS33.210 which states in section 5.6.2 that the support of Zb interface and thus IPsec is optional.
CT4 has discussed the issue if Mc-Interface can be seen as a Zb interface but could not agree and so would like to request SA3's opinion. It should be noted that no sensitive authentication data is transferred over the Mc interface (unlike IMS, GTP or RAN interfaces).
2. Actions:

To SA3 group.

ACTION: 

1) CT4 asks if the understanding of CT4 is correct that Mc interface can be seen as a potential Zb interface.
2) CT4 asks SA3 to check if a special hint related to Mc interface and the security protection of this interface is needed in their specification. In addition Mn interface and Mp interface should also be considered.
3. Date of Next CT4 Meetings:
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