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1.1. Introduction
The issue discussed in the LS from CT1 is how to populate the realm parameter field in HTTP Digest AKA as used within the IMS registration procedure. CT1 presents two alternatives, which were discussed in CT1, and asks SA3 to advise CT1 on the correct usage of the realm parameter. These alternatives are:

Solution 1: the S-CSCF sets the realm in WWW-Authenticate to the value that was received in the realm field in the Authorization header field of the initial REGISTER request. 

[added by SA3]: in case there is no ISIM application, the realm field is derived from the part of the IMSI identifying the home network.
Solution2: the S-CSCF uses its home network domain name (e.g. operator.com) as realm in the WWW-Authenticate. The UE then has to take the realm as received in the 401 response and would use this realm in the next Register. 

Modification of solution 2 considered by SA3: instead of inserting its home network domain name, the S-CSCF inserts a realm value which identifies the S-CSCF globally uniquely.

It seems that TS 24.229 is currently not clear on this issue.

A note on terminology: 

CT 1 wrote: “In case of a UE having no ISIM, the UE uses a realm that is derived from the IMSI.” SA3 would like to point out that there is a distinction between “ISIM application on a UICC” and “ISIM”. ISIM parameters may be derived from the USIM in the absence of an ISIM application on the UICC, cf. TS 33.203, section 8.
2.1. Requirements from RFC 3261 and RFC 2617 on realm

From section 22.1 of RFC 3261:

"  Operators of user agents or proxy servers that will authenticate

   received requests MUST adhere to the following guidelines for

   creation of a realm string for their server:

      o  Realm strings MUST be globally unique. It is RECOMMENDED that

         a realm string contain a hostname or domain name, following the

         recommendation in Section 3.2.1 of RFC 2617 [17]."

From section 3.2.1 of RFC 2617:

"realm

     A string to be displayed to users so they know which username and

     password to use. This string should contain at least the name of

     the host performing the authentication and might additionally

     indicate the collection of users who might have access. An example

     might be "registered_users@gotham.news.com"."

3.1. Evaluation by SA3

In RFC2617, the realm parameter is “to be displayed to users so they know which username and password to use”. But in the IMS registration procedure the username and “password” to use do not depend on the realm: the username is the IMPI, and the password is computed from the ISIM or USIM as defined in RFC3310. So, this provision is irrelevant for IMS. 

Only the modification of solution 2 considered by SA3 would satisfy the mandatory requirement that the “realm strings must be globally unique” as the home network domain name may not uniquely identify the S-CSCF (the proxy server) in case there is more than one S-CSCF in the home network. 

The requirement that the realm “string should contain at least the name of the host performing the authentication” would not be satisfied by solution 1 as the host performing the authentication is the S-CSCF, and the UE would, in general, not know which S-CSCF would be going to serve the UE. Solution 2, as stated by CT1, would not satisfy this requirement either because the “home network domain name” would not identify the S-CSCF. But the modification of solution 2 by SA3 would satisfy this requirement. 

SA3 would like to point out that SA3 sees no difference among the solutions from a security point of view as the username and password do not depend on realm in IMS. Furthermore, neither solution would create any interoperability problems, as far as SA3 sees.

SA3 also sees the following implementation-related advantage in solution 2 and the modification of solution 2: the S-CSCF need not store the realm, it can use one permanent realm parameter value. For solution 1, in contrast, the rule that the S-CSCF shall copy the realm parameter received in the initial REGISTER seems to suggest that the realm parameter values may vary, so these values need to be stored.

SA3 would also like to convey their further understanding of RFC 2617 and RFC 3310 regarding the use of realm: 

· A WWW-Authenticate containing a challenge and a response containing an Authorization header shall contain the same realm parameter value. So, the WWW-Authenticate in the 401 message in IMS AKA and the Authorization header in the second REGISTER message responding to it shall use the same realm parameter.

· The authorization header in the initial REGISTER is not sent in response to any challenge. In SA3’s view, it cannot be inferred from RFC 2617 or RFC 3310 that the realm parameter in the authorization header in the initial REGISTER and the realm parameter in the 401 message responding to the initial REGISTER shall be the same. They may be different without violating any RFC text or creating any security problems.
4.1. Related issue for GBA
There may be a similar issue for the Ub interface used in GBA. The stage 3 specification for this interface is TS 24.109. The Ub interface also uses HTTP Digest AKA (RFC3310). From section 4.2 of TS 24.109:

“In the bootstrapping procedure, Authorization, WWW-Authenticate, and Authentication-Info HTTP headers shall be used as described in RFC 3310 [6] with following exceptions:

the "realm" parameter shall contain the network name where the username is authenticated ”

It would make sense to align the solutions in TSs 24.229 and 24.109.

5.1. Conclusion
Both solutions presented by CT1 and the modification considered by SA 3 appear to be equivalent from a security point of view. The modification of solution 2 seems closer to the text of RFCs 3261 and 2617. But SA3 feels that CT1 is more competent to take the final decision among the alternatives. SA3 suggests that CT1 also study the related issue for the Ub interface.
Actions proposed to CT1: take the above into account when making a decision.
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