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1. Overall Description:

SA3 has discussed in SA3#43 on the need of HSS checking the validity of Application Server Identity. It is possible that the AS fakes its Diameter identity and is then able to read, write, modify and remove the AS specific permissions for Sh interface operations that it is not authorized to access. To give an example: AS1 and AS2 are both authorized to access the Sh interface. If AS1 spoofs its Diameter identity, claiming to be AS2, it can access data belonging to AS2. Such spoofing can occur in spite of any lower layer security mechanism like NDS/IP or TLS, unless the AS Diameter identity is validated in reference to the lower layer security mechanism. The spoofing threat is assumed to be minimal as long as the Diameter interface is an intra-operator interface.
To evaluate the seriousness of this threat SA3 would need to get more information whether a 3rd party controlled Application Server can have access to HSS and whether in this case Sh or Si interface, or any other Diameter interface can be used.
SA3 also found that a general spoofing threat exists for any inter-operator Diameter interface to the HSS (e.g. Cx). So it needs to be evaluated which Diameter interfaces can be accessed from outside of an operator's security domain. In a second step, it must be checked if the HSS uses identities inside the Diameter protocol for authorization purposes. In those cases, SA3 needs to consider whether an additional identity validation is necessary.

2. Actions:

To SA2 group.

ACTION: 
SA3 kindly asks SA2 to provide information on

1. whether a 3rd party controlled AS can access the HSS using Sh or Si, or any other Diameter interface
2. which Diameter interfaces to the HSS can be accessed from outside of an operator's security domain
3. if the HSS uses identities inside the Diameter protocol for authorization purposes for the interfaces identified in 2.
3. Date of Next TSG-SA WG3 Meetings:

SA3#44
11th – 14th July 2006

Tallinn, Estonia
SA3#45
31st October – 3rd November 2006 
TBD
