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First Modification

4.4.1
RADIUS based Information Elements Contents
Table 4.4.1: RADIUS based Information Elements Contents

	IE NAME
	IE description
	Access Request
	Access Accept
	Access Reject
	Access Challenge
	Attribute

	USER ID
	This Attribute indicates the identity of the user as defined in 3GPP TS 23.003 [22]. 
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	User-Name

	RADIUS Client Address
	This Attribute indicates the identifying IP Address of the RADIUS Client. It should be unique to the RADIUS Client within the scope of the RADIUS server. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	NA
	NA
	NA
	NAS-IP Address
NAS-IPv6 Address

	Operator Name
	Hot Spot Operator Name as defined in IETF Draft draft-ietf-geopriv-radius-lo-04 [16].
	Mandatory
	NA
	NA
	NA
	Operator Name

	Location Name
	Location Type of the hot spot operator as defined in IETF Draft draft-ietf-geopriv-radius-lo-04 [16].
	Mandatory
	NA
	NA
	NA
	Location Name

	Location Information
	Location information regarding the hotspot operator as defined in IETF Draft draft-ietf-geopriv-radius-lo-04 [16].
	Mandatory
	NA
	NA
	NA
	Location information

	EAP Message
	This attribute encapsulates Extensible Authentication Protocol packets so as to allow the NAS to authenticate users via EAP without having to understand the EAP protocol. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	EAP-Message

	Diameter Session ID + 3GPP AAA Server Host AVP + prefix "Diameter"
	This attribute is relayed from the 3GPP AAA Proxy to the WLAN-AN when the 3GPP AAA Proxy acts as translation agent. If the WLAN-AN receives such an attribute, it MUST include it in Access Requests.
	Conditional
	NA
	NA
	Conditional
	State

	Diameter Session ID + prefix "Diameter"
	This attribute is sent by 3GPP AAA Proxy when acting as a translation agent. If WLAN-AN receives it, is should include it in subsequent accounting messages.
	NA
	Conditional
	NA
	NA
	Class

	State Information
	A 3GPP AAA Server using RADIUS may include this attribute in Access Challenges.  If the Radius Client in WLAN-AN receives such an attribute, it shall be present in Access-Request that is sent in response to the Access-Challenge. This IE is used when no Diameter-RADIUS translation takes place. 
	Conditional
	NA
	NA
	Optional
	State

	Session ID
	A 3GPP AAA Server using RADIUS shall include this attribute to facilitate charging correlation between accounting and authorization messaging. If the Radius Client in WLAN-AN receives it, it shall be included in subsequent accounting messages. This IE is used when no Diameter-RADIUS translation takes place.
	NA


	Conditional
	NA
	NA
	Class

	Session Alive Time
	This Attribute sets the maximum number of seconds of service to be provided to the user before termination of the session or prompt. A more detailed description of the IE can be found in IETF RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Session-Time-Out

	Charging Duration
	This attribute indicates the time between each interim update in seconds for this specific session. A more detailed description of the IE can be found in IETF RFC 2869 [9].
	NA
	Optional
	NA
	NA
	Acct-Interim-Interval

	Termination Action
	This Attribute indicates what action the NAS should take when the specified service is completed. More detailed description of the IE can be found in IETF RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Termination-Action

	Pairwise Master Key (PMK)
	This IE is used to carry the Pairwise Master Key. More detailed description of the IE can be found in IETF  RFC 4186 [28] and IETF RFC 4187 [29].
	NA
	Mandatory
	NA
	NA
	Vendor-Specific (MS-MPPE-Recv-Key)

	Message Authenticator
	Message Authenticator.
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	Message Authenticator

	WLAN-UE MAC address
	Carries the MAC address of the WLAN-UE for verification at the 3GPP AAA Server.
	Mandatory
	NA
	NA
	NA
	Calling Station ID

	Chargeable User Identity
	This Attribute shall contain the MSISDN or the IMSI of the user. The encoding of the MSISDN and the IMSI is defined in GSMA PRD IR.61 [25].
	Optional
	Mandatory
	NA
	NA
	Chargeable-User-Id

	Filter ID
	This IE indicates the name of the filter list for the user.
	NA
	Optional
	NA
	NA
	Filter-Id

	NAS Filter Rule
	This IE enables the provisioning of Layer 2-4/7 filter and redirection rules on the NAS by 3GPP AAA Server/Proxy. More detailed description of the IE can be found in IETF Draft draft-ietf-radext-ieee802-01 [30].
	NA
	Optional
	NA
	NA
	NAS-Filter-Rule

	Tunnel Type
	This IE contains the used tunnelling protocol.
	NA
	Optional
	NA
	NA
	Tunnel-Type

	Tunnel Medium Type
	This IE contains the transport medium to use when creating a tunnel.
	NA
	Optional
	NA
	NA
	Tunnel-Medium-Type

	Tunnel Private Group Id
	This IE indicates the group ID for a particular tunneled session.
	NA
	Optional
	NA
	NA
	Tunnel-Private-Group-Id

	Tunnel Client Endpoint
	This IE indicates the address of the client end of the tunnel.
	NA
	Optional
	NA
	NA
	Tunnel-Client-Endpoint

	Tunnel Server Endpoint
	This Attribute indicates the address of the server end of the tunnel.
	NA
	Optional
	NA
	NA
	Tunnel-Server-Endpoint


The parameters listed above as 'mandatory' are only optional in the particular RADIUS (extension) specification in which they are originally defined. However, in order for 3GPP WLAN-IW to function, these attributes shall be passed in messaging over the Wa interface as per the definition in the table. In this sense they are mandatory. In practice, this means that, should any of these parameters labelled 'mandatory' be missing from the RADIUS messaging over Wa, this will result in a higher level failure of WLAN-IW procedures to function properly and consequently in a denial of the RADIUS request (even though this was a valid RADIUS message).

Second Modification

4.5.1.1
RADIUS Attributes in accounting messages

Table 4.5.1 gives the information elements included in the accounting messaging exchanged over the Wa interface.

Table 4.5.1: RADIUS based Information Elements Contents

	IE NAME
	IE description
	Accounting Request
	Accounting Response
	Attribute

	USER ID
	This Attribute indicates the identity of the user. More detailed description of the IE can be found in IETF RFC 3580 [15] and 3GPP TS 23.234 [4].
	Mandatory
	Mandatory
	User-Name

	RADIUS Client Address
	This Attribute indicates the identifying IP Address of the RADIUS Client.  It should be unique to the RADIUS Client within the scope of the RADIUS server. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	NA
	NAS-IP Address

NAS-IPv6 Address

	Acc-Session-ID
	According to IETF RFC 2866 [20], this attribute is an accounting ID which uniquely identifies the user's session. If the WLAN AN receives an Access Accept containing a Class attribute with prefix "Diameter", then the Session-ID contained therein is used as the Acc-Session-ID.
	Mandatory
	Mandatory
	Acc-Session-ID

	Operator Name
	Hot Spot Operator Name as defined in IETF Draft draft-ietf-geopriv-radius-lo-04 [16].
	Mandatory
	NA
	Operator Name

	Location Type
	Location Name of the hot spot operator as defined in IETF Draft draft-ietf-geopriv-radius-lo-04 [16].
	Mandatory
	NA
	Location Type

	Location Information
	Location information regarding the hotspot operator as defined in IETF Draft draft-ietf-geopriv-radius-lo-04 [16].
	Mandatory
	NA
	Location information

	Acct.Status Type
	Indicates whether this is:

(i)
Accounting Start.

(ii)
Stop.

(iii)
Interim Report. Accounting start indicates that this is the beginning of the user service, Account stop the end.
	Mandatory
	N/A
	Acct.Status Type

	Acc-Input-octets
	Indicates the number of octets sent by the WLAN UE over the course of the session. According to IETF RFC 2866 [20], shall only be present if ACC Status Type is set to "Stop".
	Optional
	N/A
	Acc-Input-octets

	Acc-Output Octets
	Indicates the number of octets received by the WLAN-UE. According to IETF RFC 2866 [20], shall only be present if ACC Status Type is set to "Stop".
	Optional
	N/A
	

	Acc-Session-Time
	This attribute indicates how many seconds the user has received service for.
	Conditional. Shall be present if Acct-Status-Type set to Accounting Stop
	N/A
	Acc-Session-Time

	Acc-Input-Packets
	Indicates the number of packets sent by the WLAN UE over the course of the session. According to IETF RFC 2866 [20], shall only be present if ACC Status Type is set to "Stop"
	Optional
	N/A
	Acc-Input-Packets

	Acc-Output-Packets
	Indicates the number of packets received by the WLAN-UE over the course of the session. According to IETF RFC 2866 [20], shall only be present if ACC Status Type is set to "Stop".
	Optional
	N/A
	Acc-Output-Packets

	Acc-Terminate-Cause
	Indicates how the session was stopped. Cause values are as per specified in IETF RFC 3580 [15].
	Conditional. Shall be present if Acct-Status-Type set to "Accounting Stop".
	N/A
	Acc-Terminate-Cause

	Chargeable User Identity
	This Attribute shall contain the MSISDN or the IMSI of the user. The encoding of the MSISDN and the IMSI is defined in GSMA PRD IR.61 [25].
	Mandatory
	NA
	Chargeable-User-Id

	Event Time Stamp
	Number of second elapsed since January 1st 1970. UTC time.
	Mandatory
	NA
	Event-Time-Stamp

	Session ID
	This attribute is used to link related authentication and accounting sessions and should be included unmodified to accounting request messages. This IE is used when no Diameter-RADIUS translation takes place.
	Optional
	NA
	Class


The parameters listed above as "mandatory" are only optional in the particular RADIUS (extension) specification in which they are originally defined. However, in order for 3GPP WLAN-IW to function, these attributes shall be passed in messaging over the Wa interface as per the definition in the table. In this sense they are mandatory. In practice, this means that, should any of these parameters labelled "mandatory" be missing from the RADIUS messaging over Wa, this will result in a higher level failure of WLAN-IW procedures to function properly and consequently in a denial of the RADIUS request (even though this was a valid RADIUS message).
Third Modification

5.4.1
WLAN Access Authentication and Authorization

This procedure is used to transport the WLAN Access Authentication and Authorization information between the 3GPP AAA Proxy and the 3GPP AAA Server over Diameter.

Diameter usage in Wd:

This procedure is mapped to the Diameter-EAP-Request and Diameter-EAP-Answer command codes specified in IETF RFC 4072 [8] tables 5.4.1.1 and 5.4.1.2 show the information elements that should be exchanged across Wd.

Table 5.4.1.1: Diameter EAP Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User Name
	M
	This information element shall contain the identity of the user 

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for WLAN-UE/3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth–Request-Type
	M
	Defines whether the user is to be re-authenticated only, re-authorized only or both. AUTHORIZE_AUTHENTICATE is required in this case.

	NAS-IP address
	NAS-IP Address
	C
	IP address of the hot-spot

	NAS-Ipv6 address
	NAS-Ipv6 address
	C
	IPv6 address of the hot-spot

	Visited-Network-Identifier
	Visited-Network-Identifier
	C
	Identifies the VPLMN and shall be present during the first DER message of either authentication or reauthentication sent by the 3GPP AAA Proxy to 3GPP AAA Server.

	WLAN UE MAC address
	Calling Station-ID
	
	Carries the MAC address of the WLAN-UE.


Editors Note: RADIUS Extensions for Location ID etc should be added once these have been defined within Diameter schema.

Table 5.4.1.2: Diameter EAP answer message

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User Name
	M
	This information element contains the identity of the user.

	EAP payload
	EAP payload
	M
	Encapsulated EAP payload used for UE-3GPP AAA Server mutual authentication

	Result code
	Result Code
	M
	Result of the operation. Result code as per definition in NASREQ.1xxx shall be used for multi-round, 2xxx for success.

	Session Alive Time
	Session-Timeout
	O
	Max no of seconds the user session should remain active 

	Accounting Interim-Interval
	Accounting Interim-Interval
	O
	Charging duration

	Subscription-ID
	Subscription-ID
	C
	This AVP shall contain the MSISDN or the IMSI of the user. This AVP shall be present if the result code is set to "Success", 2xxx.


RADIUS usage in Wd:

-
This procedure is mapped to the RADIUS Access Request, RADIUS Access Challenge, RADIUS Access Accept and RADIUS Access Reject specified in IETF RFC 3579 [14].

Fourth Modification

5.5.4
RADIUS based Information Elements Contents for Authentication and Authorization

Table 5.5.4.1: RADIUS based Information Elements Contents

	IE NAME
	IE description
	Access Request
	Access Accept
	Access Reject
	Access Challenge
	Attribute

	RADIUS Client Address
	This Attribute indicates the identifying IP Address of the RADIUS Client. It should be unique to the RADIUS Client within the scope of the RADIUS server. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	NA
	NA
	NA

	NAS-IP Address

	USER ID
	This Attribute indicates the identity of the user to be authenticated. More detailed description of the IE can be found in IETF RFC 3580 [15] and 3GPP TS 23.234 [4].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	User-Name

	Operator Name
	Hot Spot Operator Name as defined in IETF draft-ietf-geopriv-radius-lo-01.txt [16].
	Mandatory
	NA
	NA
	NA
	Operator-Name

	Location Type
	Location Name of the hot spot operator as defined in IETF draft-ietf-geopriv-radius-lo-01.txt [16].
	Mandatory
	NA
	NA
	NA
	Location-Type

	Location Information
	Location information regarding the hotspot operator as defined in IETF draft-ietf-geopriv-radius-lo-01.txt [16].
	Mandatory
	NA
	NA
	NA
	Location-information

	EAP Message
	This attribute encapsulates Extensible Authentication Protocol packets so as to allow the NAS to authenticate users via EAP without having to understand the EAP protocol. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	EAP-Message

	 State information
	This attribute may be sent by the 3GPP AAA server to the WLAN-AN . If the RADIUS client in the WLAN-AN receives such an attribute, it shall be included in subsequent Access Requests.
	Conditional
	NA
	NA
	Optional
	State

	 Session ID
	This attribute is sent by 3GPP AAA server to the visited network. If the RADIUS client in the WLAN-AN receives it, it should be included in subsequent accounting messages.
	NA
	Mandatory
	NA
	NA
	Class

	Session Alive Time
	This Attribute sets the maximum number of seconds of service to be provided to the user before termination of the session or prompt. A more detailed description of the IE can be found in IETF RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Session-Time-Out

	Charging Duration
	This attribute indicates the time between each interim update in seconds for this specific session. A more detailed description of the IE can be found in IETF RFC 2869 [9].
	NA
	Optional
	NA
	NA
	Acct-Interim-Interval

	Termination Action
	This Attribute indicates what action the NAS should take when the specified service is completed. More detailed description of the IE can be found in IETF RFC 3580 [15].
	NA
	Optional
	NA
	Optional
	Termination-Action

	Pairwise Master Key (PMK)
	This IE is used to carry the Pairwise Master Key. More detailed description of the IE can be found in IETF RFC 4186 [28] and IETF RFC 4187 [29].
	NA
	Mandatory
	NA
	NA
	Vendor-Specific (MS-MPPE-Recv-Key)

	Master Session Key (MSK)
	This IE is used to carry the Master Session Key for WLAN 3GPP IP Access. More detailed description of the IE can be found in IETF Draft draft-haverinen-pppext-eap-sim-16 [xx] and IETF Draft draft-arkko-pppext-eap-aka-15 [yy].
	NA
	Mandatory
	NA
	NA
	Vendor-Specific (MS-MPP-Recv-Key) and

Vendor-Specific (MS-MPP-Send-Key)

	Message Authenticator
	Message Authenticator.
	Mandatory
	Mandatory
	Mandatory
	Mandatory
	Message-Authenticator

	WLAN-UE MAC address
	Carries the MAC address of the WLAN-UE for verification at the 3GPP AAA Server.
	Mandatory
	NA
	NA
	NA
	Calling-Station-ID

	Chargeable User Identity
	This Attribute shall contain the MSISDN or the IMSI of the use. The encoding of the MSISDN and the IMSI is defined in GSMA PRD IR.61 [25].
	Optional
	Mandatory
	NA
	NA
	Chargeable-User-Id

	Visited Operator Identity
	Identifies the VPLMN as specified in GSMA PRD IR.61 [25]
	Mandatory
	NA
	NA
	NA
	Vendor-Specific (Visited-Operator-Id)




The parameters listed above as 'mandatory' are only optional in the particular RADIUS (extension) specification in which they are originally defined. However, in order for 3GPP WLAN-IW to function, these attributes shall be passed in messaging over the Wd interface as per the definition in the table. In this sense they are mandatory. In practice, this means that, should any of these parameters labelled 'mandatory' be missing from the RADIUS messaging over Wd, this will result in a higher level failure of WLAN-IW procedures to function properly and consequently in a denial of the RADIUS request (even though this was a valid RADIUS message).

Fifth Modification

5.5.5
RADIUS based Information Elements Contents for Accounting

Table 5.5.5.1: RADIUS based Information Elements Contents

	IE NAME
	IE description
	Accounting Request
	Accounting Response
	Attribute

	USER ID
	This Attribute indicates the identity of the user. More detailed description of the IE can be found in IETF RFC 3580 [15] and 3GPP TS 23.234 [4].
	Mandatory
	Mandatory
	User-Name

	RADIUS Client Address
	This Attribute indicates the identifying IP Address of the RADIUS Client.  It should be unique to the RADIUS Client within the scope of the RADIUS server. More detailed description of the IE can be found in IETF RFC 3580 [15].
	Mandatory
	NA
	NAS-IP Address



	Acc-Session-ID
	According to IETF RFC 2866 [20], this attribute is an accounting ID which uniquely identifies the user's session.
	Mandatory
	Mandatory
	Acc-Session-ID

	Operator Name
	Hot Spot Operator Name as defined in IETF draft-ietf-geopriv-radius-lo-01.txt [16].
	Mandatory
	NA
	Operator Name

	Location Type
	Location Name of the hot spot operator as defined in IETF draft-ietf-geopriv-radius-lo-01.txt [16].
	Mandatory
	NA
	Location Type

	Location Information
	Location information regarding the hotspot operator as defined in IETF draft-ietf-geopriv-radius-lo-01.txt [16].
	Mandatory
	NA
	Location-information

	Acct.Status Type
	Indicates whether this is:

(i)
Accounting Start.

(ii)
Stop.

(iii)
Interim Report. Accounting start indicates that this is the beginning of the user service, Account stop the end.
	Mandatory
	N/A
	Acct.Status Type

	Acc-Input-octets
	Indicates the number of octets sent by the WLAN UE over the course of the session. According to IETF RFC 2866 [20], shall only be present if ACC Status Type is set to "Stop".
	Optional
	N/A
	Acc-Input-octets

	Acc-Output Octets
	Indicates the number of octets received by the WLAN-UE. According to IETF RFC 2866 [20], shall only be present if ACC Status Type is set to "Stop".
	Optional
	N/A
	Acc-Output-Octets

	Acc-Session-Time
	This attribute indicates how many seconds the user has received service for.
	Conditional. Shall be present if Acct-Status-Type set to Accounting Stop
	N/A
	Acc-Session-Time

	Acc-Input-Packets
	Indicates the number of packets sent by the WLAN UE over the course of the session. According to IETF RFC 2866 [20], shall only be present if ACC Status Type is set to "Stop"
	Optional
	N/A
	Acc-Input-Packets

	Acc-Output-Packets
	Indicates the number of packets received by the WLAN-UE over the course of the session. According to IETF RFC 2866 [20], shall only be present if ACC Status Type is set to "Stop".
	Optional
	N/A
	Acc-Output-Packets

	Acc-Terminate-Cause
	Indicates how the session was stopped. Cause values are as per specified in IETF RFC 3580 [15].
	Conditional. Shall be present if Acct-Status-Type set to "Accounting Stop".
	N/A
	Acc-Terminate-Cause

	Event Time Stamp
	Number of second elapsed since January 1st 1970. UTC time.
	Mandatory
	NA
	Event-Time-Stamp

	Chargeable User Identity
	This attribute shall contain the MSISDN or the IMSI of the user. The encoding of the MSISDN and the IMSI is defined in GSMA PDR IR.61 [25].
	Mandatory
	NA
	Chargeable-User-Id

	Visited Operator Identity
	Identifies the VPLMN as specified in GSMA PRD IR.61 [25]
	Mandatory
	NA
	Vendor-Specific (Visited-Operator-Id)

	Session ID
	This attribute is used to link related authentication and accounting sessions and should be included unmodified to accounting request messages.
	Optional
	NA
	Class


The parameters listed above as 'mandatory' are only optional in the particular RADIUS (extension) specification in which they are originally defined. However, in order for 3GPP WLAN-IW to function, these attributes shall be passed in messaging over the Wd interface as per the definition in the table. In this sense they are mandatory. In practice, this means that, should any of these parameters labelled 'mandatory' be missing from the RADIUS messaging over Wd, this will result in a higher level failure of WLAN-IW procedures to function properly and consequently in a denial of the RADIUS request (even though this was a valid RADIUS message).

Sixth Modification

8.3.2
Authorization Procedures

According to the requirements stated in subclause 8.1, Wm reference point shall enable:

-
Carrying messages for service authorization between PDG and 3GPP AAA Server/Proxy.

-
Allow the 3GPP AAA Server/Proxy to retrieve tunnelling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.
This procedure is used between the PDG and 3GPP AAA Server and Proxy. It is invoked by the PDG, on receipt from the WLAN-UE of a "tunnel establishment request" message and subsequent to the success of tunnel authentication i.e. on receipt of a DEA message from the 3GPP AAA Server with Result Code set to "Success".

The Wm reference point performs authorization download based on the reuse of the NASREQ IETF RFC 4005 [12] AAR-AAA command set.

Table 8.3.2.1 Wm Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element contains the identity of the user.

	Request-Type
	Session-Request -Type
	M
	Type of Wm specific Diameter application request. The following values are to be used:

AUTHORIZATION REQUEST (0)


This value shall indicate the initial request for authorization of the user to the APN.

ROUTING POLICY (1)


This value shall indicate that routing policy AVP is present.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the PDG is not in the WLAN-UE's home network, i.e. the WLAN-UE is roaming. 

	W-APN-ID
	3GPP-WLAN-APN-Id
	C
	This information element contains the W-APN which the UE is requesting authorization. 

This AVP is present when Session-Request-Type AVP is set to AUTHORIZATION REQUEST.

	Routing Policy
	Routing-Policy
	C
	This AVP includes the routing policy of the tunnel set-up.

This AVP shall be present when Session-Request-Type AVP is set to ROUTING POLICY. The exact format of this AVP is specified in section 10.1.24.




	Routing Information
	Destination-Host
	M
	The 3GPP AAA Server name is obtained from the Origin-Host AVP of a previously received message.


Table 8.3.2.2: AA-Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Registration Result
	Result Code/ Experimental Result Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP

	Subscription-ID
	Subscription-ID AVP
	C
	This AVP shall contain the MSISDN or the IMSI of the user. 

This AVP shall be present if the Diameter Result Code is set to DIAMETER_SUCCESS

	Max-Subscribed-Bandwidth
	Max-Requested-Bandwidth
	O
	The Max requested bandwidth AVP. Can be sent by the 3GPP AAA Server to the PDG if it is present in the user subscription info held at the 3GPP AAA Server.

	Charging Information
	Charging-Data
	C
	Charging information for the W-APN for that user.

It shall be present when Result-Code is equal to DIAMETER_SUCCESS and when the received Session-Request –Type was set to AUTHORIZATION REQUEST.

	Framed-IP-Address
	Framed-IP-Address
	O
	This AVP contains the remote IPv4 address of the WLAN UE that the 3GPP AAA Server downloaded from the HSS.

This AVP shall not be present when the 3GPP AAA Server received an authorisation request with Session-Request –Type AVP set to ROUTING POLICY.

	Framed-IP-Prefix
	Framed-IP-Prefix
	O
	This AVP contains the remote IPv6 prefix of the WLAN UE that the 3GPP AAA Server downloaded from the HSS.

This AVP shall not be present when the 3GPP AAA Server received an authorisation request with Session-Request –Type AVP set to ROUTING POLICY.

	Permanent User Identity
	User-Name
	
	This information element contains the IMSI of the user.  This shall be present if Registration Result Code is set to "Success" and the AAR did not contain the IMSI.


Seventh Modification

9.3.1
Policy Download Procedures

The policy download procedure is used between the 3GPP AAA Server and the WAG in the case where the PDG is in the HPLMN and between the 3GPP AAA Proxy and the WAG in the case where the PDG is in the VPLMN

The Wg reference point performs routing policy download based on the reuse of the NASREQ IETF RFC 4005 [12] AAR-AAA command set. If the WAG is located in the VPLMN the 3GPP AAA Server shall send the AAR command over the Wd interface to the 3GPP AAA Proxy and then it is 3GPP AAA Proxy’s task to find the WAG serving the user. 

The way to find the WAG address in AAA proxy/ AAA server is implementation dependent. For example, based on the source IP address of DER command if the WAG has the NAT functionality or manual network configuration.

Table 9.3.1.1: Wg Policy Download Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	 User-Name
	M
	This information element contains the permanent identity of the user, i.e. the IMSI.

	Routing Policy
	Routing-Policy
	M
	This AVP includes the routing policy to apply for the user received in the User-Name AVP.

	Routing Information
	Destination-Host
	C
	This information element contains the WAG.

	Subscription-ID AVP
	Subscription-ID AVP
	M
	This AVP shall contain the MSISDN or the IMSI of the user.


Table 9.3.1.2: Wg Policy Download Response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Registration Result
	Result Code/ Experimental Result Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wg errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


Eigth Modification

10.1.25
Subscription-ID
The Subscription-ID AVP is of type Enumerated and indicates the user identity to be used for charging purposes. It is defined in the IETF RFC 4006 [19].

WLAN shall make use only of the values MSISDN or IMSI. This grouped AVP shall set the sub-AVP Subscription-Id-Type to value "END_USER_E164" or to value “END_USER_IMSI” and shall set the sub-AVP Subscription-Id-Data to the MSISDN value or to the IMSI value.[image: image1.png]
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