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1. Overall Description:

CT4 has identified the following misalignments between requirements specified in TS 29.510 and in Annex X of TS 33.501 on Authorization of NF service consumers (e.g. NWDAF) for data access via DCCF.

Excerpts from TS 29.510 (clauses 6.3.5.2.2 and 6.3.5.2.4):

Table 6.3.5.2.2-1: Definition of type AccessTokenReq
	Attribute name
	Data type
	P
	Cardinality
	Description

	grant_type
	string
	M
	1
	This IE shall contain the grant type as "client_credentials".
Enum: "client_credentials"

	nfInstanceId
	NfInstanceId
	M
	1
	This IE shall contain the NF instance id of the NF service consumer.

	nfType
	NFType
	C
	0..1
	This IE shall be included when the access token request is for an NF type and not for a specific NF / NF service instance. When present, this IE shall contain the NF type of the NF service consumer.
(NOTE 3)

	…
	
	
	
	

	sourceNfInstanceId
	NfInstanceId
	C
	0..1
	This IE shall be included, if available and if it is an access token request from the DCCF as NF Service Consumer request data from NF Service Producers on behalf of the source NF.
When present this IE shall contain the NF Instance ID of the source NF which intend to collects data from NF Service Producer.




Table 6.3.5.2.4-1: Definition of type AccessTokenClaims
	Attribute name
	Data type
	P
	Cardinality
	Description

	iss
	NfInstanceId
	M
	1
	This IE shall contain NF instance id of the NRF. , corresponding to the standard "Issuer" claim described in IETF RFC 7519 [25], clause 4.1.1

	sub
	NfInstanceId
	M
	1
	This IE shall contain the NF instance ID of the NF service consumer, corresponding to the standard "Subject" claim described in IETF RFC 7519 [25], clause 4.1.2.

	…
	
	
	
	

	sourceNfInstanceId
	NfInstanceId
	C
	0..1
	This IE shall be included if the NRF supports providing NF Instance ID of the source NF in the access token claims (if it is an access token request from the DCCF as NF Service Consumer request data from NF Service Producers on behalf of the source NF), to be interpreted for subject (sub IE), as specified in Annex X of 3GPP TS 33.501 [15].



Excerpts from TS 33.501 (clause X.2):

7.	The DCCF sends a Nnrf_AccessToken_Get request to NRF including the information to identify the target NF (NF Service Producer), the source NF (NF Service Consumer e.g. NWDAF), the NF Instance ID of DCCF and the CCA_NWDAF provided by the NF Service Consumer.
NOTE 1a: The NF Instance ID of DCCF is included in a different IE than source NF so that Rel-16 NRF will ignore the new IE.

[bookmark: _Hlk85443410]8.	The NRF shall check whether the DCCF and the NF Service Consumer (e.g. NWDAF) are allowed to access the service provided by the identified NF Service Producers , and the DCCF as the proxy is allowed to request the service from the identified NF Service Producers on behalf the NF Service Consumer. NRF authenticates both DCCF and NWDAF based on one of the SBA methods described in clause 13.3.1.2. DCCF may include an additional CCA for authentication.
NOTE 2: A Rel-16 NRF takes CCA to authenticate NF Service Consumer if available (i.e., authentication is not based on TLS). 
NOTE 3: In the case the NRF is from Rel-16 or earlier, after the NRF receives Nnrf_AccessToken_Get request, the NRF validates whether the NF Service Consumer (e.g., NWDAF) is authorized to receive the requested service from the NF Service Producer. The NRF from Rel-16 or earlier does not validate whether the DCCF is authorized to receive the requested service.
9.	The NRF after successful verification then generates and provides an access token to the DCCF as described in the clause 13.4.1.1.2, with NF Service Consumer Instance (subject), and an additional access token claim containing the identity of DCCF, in order to authorize both NF Service Consumer (e.g.. NWDAF) and DCCF to consume the services of NF Service Producer.
NOTE 4: In the case the NRF is from Rel-16 or earlier, the NRF generates an OAuth2.0 access token with “subject” claim mapped to the NF Service Consumer (e.g., NWDAF) and no additional claim for the DCCF identity is added.
11.	The NF Service Producer(s) authenticate the NF Service Consumer and verify the access token as specified in the Clause 13.4.1.1.2 and ensures that the DCCF identity is included as an access token additional claim. If the DCCF identity is not included in the access token additional claims, e.g., NRF is Release 16 or prior, the NF Service Producer shall authorize the DCCF locally. After authentication and authorization is successful, the NF Service Producer(s) assure that the DCCF as the proxy is allowed to receive the response message on behalf the NF Service Consumer, and execute the service after successful verification. DCCF may include an additional CCA for authentication.
NOTE 5: Rel-16 NF Service Producer takes CCA to authenticate NF Service Consumer if available (i.e., authentication is not based on TLS).
NOTE 7: In the case the NF Service Producer is from Rel 16 or earlier, the NF Service Producer authorizes the NF Service Consumer (e.g., NWDAF) by validating the received OAuth2.0 access token which has the "subject" claim maps to the NF Service Consumer (e.g., NWDAF). Rel-16 or earlier NF Service Producer authorization of the DCCF is a deployment specific based on any of the available 5GC authorization method(s).
So, stage 3 requires: 
· the (Rel-15 onwards) nfInstanceId IE in the Access Token Request and the subject claim in the access token to indicate the NF instance ID of the intermediate NF service consumer (e.g. DCCF) creating the subscription at the NF service producer and 
· the (Rel-17 onwards) sourceNfInstanceId IE in the Access Token Request and access token claims to indicate the NF instance ID of the source NF instance ID (e.g. NWDAF).

while stage 2 assumes the opposite (i.e., the legacy IE carries the source NF instance ID and the new Rel-17 IE carries the DCCF instance ID). 

CT4 would like to highlight that the scenario whereby an intermediate NF service consumer subscribes to an NF service producer on behalf of another NF service consumer exists from Rel-15 onwards (see e.g. Figure 7.1.2-3 of TS 23.501, copied below), e.g. UDM subscribing to AMF event exposure on behalf of NEF, and that in this scenario, the (Rel-15 onwards) nfInstanceId IE and the subject claim in the access token are set to the NF instance ID of the intermediate NF service consumer. 


Figure 7.1.2-3: "Subscribe-Notify" NF Service illustration 2

Accordingly, CT4 extensions specified in Rel-17 for the authorization of NF service consumers for data access via DCCF are consistent with Rel-15 onwards requirements.

Consequently, a pre-Rel-17 NRF and NF service producer validate the NF instance ID of the Intermediate NF service consumer (e.g. DCCF), not the source NF instance ID (e.g. NWDAF).


2. Actions:
To SA3 group.
ACTION: 	CT4 kindly asks SA3 to consider aligning stage 2 on stage 3. 

3. Date of Next CT4 Meetings:
3GPP TSG CT4#114			02/2023	Athens
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