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1. Overall Description:

CT3 is specifying in TS 29.122 and TS 29.522 the authorization grant methods for OAuth2 to be used by the SCEF and NEF, respectively, for Northbound APIs based on requirements in SA3´s specifications.

CT3 understands that if the optional CAPIF is used, the requirements in TS 33.122 apply. If CAPIF is not used, the requirements in TS 33.187 applies.

It seems that while CAPIF offers a choice of several security methods (TLS-PSK, PKI, and TLS with OAuth token), while for the non-CAPIF case only TLS with OAuth applies, CAPIF is more restrictive with respect to the grant methods: 

TS 33.187 does not directly specify authorization grant methods for TLS with OAuth but references IETF RFC 6749, that provides the following authorization grant methods:
· Authorization code grant

· Implicit grant

· Resource owner password credentials grant

· Client credentials grant
For CAPIF, TS 33.122 specifies that only the Client credentials grant method is supported for TLS with OAuth.
An operator in CT3 raised concerns that other authorization grant methods than Client credentials grant would also be desirable for CAPIF. It seems that TS 33.122 limits the access to Northbound service API to protected resources which are owned by the API Invoker itself. The operator commented that it would be desirable to directly enable an end user to access resources owned by that end user via Northbound APIs (e.g. user’s location when queried over a “Location” Service API) and that this would require the support for additional OAuth 2.0 authorization grant methods.
CT3 would like to suggest that SA3 clarifies the applicable authorization grant methods in TS 33.187 and discusses whether additional methods can be added into TS 33.122 for CAPIF.
2. Actions:

To SA3 group.

ACTION: 
CT3 asks SA3 to clarify the applicable authorization grant methods for TLS with OAuth in TS 33.187 and to discuss whether additional authorization grant methods for TLS with OAuth can be added into TS 33.122 for CAPIF.

3. Date of Next CT3 Meetings:
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