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change:

	If the configuration is for a group of UEs, the SCEF shall reply the SCS/AS firstly indicating that group processing is in progress before beginning the processing of individual UEs. Then after receiving the list of received processing result for each group member, the SCEF shall send an HTTP POST request message to the SCS/AS including the list of processing result if the configuration for the group member failed. However, currently, this procedure is not specified in Monitoring yet.

	
	

	Summary of 
change:                (

	· Define the notification of group configuration processing result for monitoring event configuration;
· Since the monitoring notification is not only for event report but also for configuration result notification or request the SCS/AS to cancel the related subscription, it's proposed to change the type "MonitoringEventNotification" to "MonitoringNotification" which is used for notification sent from the SCEF to the SCS/AS, additionally, the description about the notification shall be updated accordingly;
· Define the MonitorConfigNotify to indicate a notification of monitoring grouping configuration result;
· Define the type ConfigFailure to indicate the failure reason if received from the HSS for the group member.

	
	

	Consequences    (
  
if not agreed:
	Incomplete stage 3 specification.

	
	

	Other specs         (

	

	affected(if any):
	

	
	 

	
	

	Other comments (

	


*** 1st Change ***
4.4.2.2.1.2
Configuration Request for a group of UEs
Upon receipt of the above request from the SCS/AS, if the configuration request from the SCS/AS is for a group of UEs, the SCEF shall interact with the HSS via S6t as specified in 3GPP TS 29.336 [11] if required. 

Upon receipt of the successful response from the HSS, the SCEF shall create a resource (for the HTTP POST message) which represents the network parameter configuration, addressed by a URI that contains the SCS/AS identity and an SCEF-created configuration identifier or update the resource addressed by the requested URL (for the HTTP PUT/PATCH message), and shall send a corresponding status code to acknowledge the SCS/AS of the successful group processing request in the HTTP response message before beginning the processing of individual UEs indicating that Group processing is in progress. In the case of new configuration creation, the HTTP POST response shall also include a location header field containing the URI for the created resource. 
If the SCEF receives a response with an error code from the HSS, the SCEF shall not create or update the resource and shall respond to the SCS/AS with a status code set to 500 Internal Server Error.

Then if required, the SCEF shall interact with the MME/SGSN via T6a/b as specified in 3GPP TS 29.128 [12], or the PCRF via Rx interface as described in 3GPP TS 29.214 [10].
Upon receipt of the processing result of the individual UEs from the HSS, the MME(s)/SGSN(s) or the PCRF(s), the SCEF shall perform as follows:

-
if no Group Reporting Guard Time is received, the SCEF shall send an HTTP POST request message to the SCS/AS including a reference to the related monitoring subscription, a list of configuration failure result if received for the group members , and the "monitoringEventReports" attribute including a list of monitoring event reports if received for the group members; 
-
otherwise, the SCEF shall accumulate all of the configuration results and/or monitoring event reports received from the HSS, the MME(s)/SGSN(s) or the PCRF(s) for the group members until the Group Reporting Guard Time expires. Then the SCEF shall send an HTTP POST request message to the SCS/AS including a reference to the related monitoring subscription, and a list of configuration failure  result if received for the group members at the Group Reporting Guard Time.

The SCS/AS shall send an HTTP POST response to acknowledge the SCEF about the handling result of the received HTTP POST request.
Editor's note:
The procedure for a group of UEs processing over Nt interface will be specified later.
Editor's note:
More detailed procedures about the southbound interface Deletion for a group of UEs will be specified later.
*** 2nd Change ***

4.4.2.3
Reporting of Monitoring Event Procedure
Upon receipt of the Monitoring Event Report from the HSS or the MME/SGSN as defined in subclause 5.6.3 or subclause 5.6.8 of 3GPP TS 23.682 [2], from the PCRF as defined in subclause 5.6.5 or from the IWK-SCEF as defined in subclause 5.6.8 of 3GPP TS 23.682 [2], the SCEF shall determine the monitoring event subscription associated with the corresponding Monitoring Event Report. 

If the monitoring event subscription refers to a Monitoring Event Configuration for a single UE or the monitoring event subscription refers to a group-based Monitoring Event configuration, and if no Group Reporting Guard Time was set, then the SCEF shall send an HTTP POST message including the SCEF-created subscription identifier, the TLTRI (if available), Cause and the received Monitoring Event Report to the identified destination. If the monitoring event subscription refers to a group-based Monitoring Event Configuration, and if Group Reporting Guard Time was provided during the Monitoring Event configuration procedure, then the SCEF shall accumulate all of the received Monitoring Event reports for the group of UEs until the Group Reporting Guard Time expiry. 
Upon expiration of Group Reporting Guard Time, the SCEF shall send an HTTP POST message to the identified destination including the SCEF-created subscription identifier, the TLTRI (if available), Cause and a list of accumulated Monitoring Event Reports for each UE identified by either External Identifier or MSISDN. The destination URL of the HTTP POST is provided by the SCS/AS during the Monitoring Event Configuration procedure.

If the monitoring event subscription refers to a one-time monitoring request or a continuous monitoring request but the maximum number of reports is reached, the SCEF shall delete the corresponding subscription resource "Individual Monitoring Event Subscription". For continuous monitoring request but the maximum number of reports is reached, the SCEF shall also interact with the HSS to delete the event configuration.

When the monitoring duration indicated by the property “monitorExpireTime” is reached, the SCEF shall delete the related event subscription and event configuration locally, the SCS/AS shall no longer address the corresponding resource "Individual Monitoring Event Subscription".
*** 3rd Change ***

5.2.1.2.1x
Type: ConfigResult
This type represents one configuration processing result for the group members.

Table 5.2.1.2.1x-1: Definition of the ConfigResult data type

	Attribute name
	Data type
	Cardinality
	Description
	Applicability (NOTE 1)

	externalIds
	array(ExternalId)
	0..N
	Each element indicates an external identifier of the UE.
(NOTE 2)
	

	msisdns
	array(Msisdn)
	0..N
	Each element identifies the MS internal PSTN/ISDN number allocated for the UE
(NOTE 2)
	

	resultReason
	ResultReason
	1
	Identifies the configuration failure reason for the group members.
	

	NOTE 1:
Properties marked with a feature as defined in subclause 5.13.4 are applicable as described in subclause 5.2.7. If no features are indicated, the related property applies for all the features.
NOTE 2:
Either "externalId" or "msisdn" shall be included for a group member.


*** 4th Change ***

5.2.1.3.y
Enumeration: ResultReason
The enumeration ResultReason represents a failure result reason. 

Table 5.2.1.3.y-1: Enumeration ResultReason
	Enumeration value
	Description

	ROAMING_NOT_ALLOWED
	Identifies the configuration parameters are not allowed by roaming agreement.

	OTHER_REASON
	Identifies the configuration parameters are not configured due to other reason.


*** 5th Change ***

5.3.2.2.2
Type: MonitoringNotification

This data type represents a monitoring notification which is sent from the SCEF to the SCS/AS. 
Table 5.3.2.2.2-1: Definition of type MonitoringNotification

	Attribute name
	Data type
	Cardinality
	Description
	Applicability (NOTE)

	subscriptionId
	string
	1
	Identifier of the subscription to which this notification is related.
	

	subscription
	Link
	1
	Link to the subscription resource to which this notification is related.
	

	tltrId
	TltrId
	0..1
	Correlator provided by the SCS/AS in the related subscription. Shall be present if provided by the SCS/AS during subscription creation.
	

	configResults
	array(configResult)
	0..N
	Each element identifies a notification of grouping configuration result.
	

	monitoringEventReports
	array(MonitoringEventReport)
	0..N
	Each element identifies a monitoring event report.
	

	cancelind
	boolean
	0..1
	Indicates whether to request to cancel the corresponding monitoring subscription. Set to false or omitted otherwise.
	

	NOTE:
Properties marked with a feature as defined in subclause 5.3.4 are applicable as described in subclause 5.2.7. If no feature are indicated, the related property applies for all the features.


*** 6th Change ***

5.3.2.3.2
Type: MonitoringEventReport

This data type represents a monitoring event notification which is sent from the SCEF to the SCS/AS. 
Table 5.3.2.3.2-1: Definition of type MonitoringEventReport

	Attribute name
	Data type
	Cardinality
	Description
	Applicability (NOTE 1)

	imeiChange
	AssociationType
	0..1
	If "monitoring-Type" is "CHANGE_OF_IMSI_IMEI_ASSOCIATION", this parameter shall be included to identify the event of change of IMSI-IMEI or IMSI-IMEISV association is detected.

Refer to 3GPP TS 29.336 [11] Subclause 8.4.22.
	Change_of_IMSI_IMEI_association_notification

	externalIds
	array(ExternalId)
	0..N
	External identifier 

(NOTE 2)
	

	idleStatusInfo
	IdleStatusInfo
	0..1
	If "idleStatusIndication" in the "MonitoringEventSubscription"sets to "true", this parameter shall be included to indicate the information when the UE transitions into idle mode.
	Ue-reachability_notification,

Availability_after_DDN_failure_notification

	locationInfo
	LocationInfo
	0..1
	If "monitoringType" is “LOCATION_REPORTING”, this parameter shall be included to indicate the user location related information.
	Location_notification

	lossOfConnectReason
	integer
	0..1
	If "monitoring-Type" is “LOSS_OF_CONNECTIVITY”, this parameter shall be included if available to identify the reason why loss of connectivity is reported.

Refer to 3GPP TS 29.336 [11] Subclause 8.4.58.
	Loss_of_connectivity_notification

	maxUEAvailabilityTime
	DateTime
	0..1
	If "monitoring-Type" is “UE_REACHABILITY”, this parameter may be included to identify the timestamp until which a UE using a power saving mechanism is expected to be reachable for SM delivery.
Refer to Subclause 5.3.3.22 of 3GPP TS 29.338 [34].
	Ue-reachability_notification

	msisdns
	array(Msisdn)
	0..N
	Identifies the MS internal PSTN/ISDN number 
(NOTE 2)
	

	monitoringType
	MonitoringType
	1
	Identifies the type of monitoring type as defined in clause 5.3.2.4.3.
	

	uePerLocationReport
	UePerLocationReport
	0..1
	If "monitoringType" is "NUMBER_OF_UES_IN_AN_AREA", this parameter shall be included to indicate the number of UEs found at the location.
	Number_of_UEs_in_an_area_notification

	plmnId
	PlmnId
	0..1
	If "monitoringType" is “ROAMING_STATUS” and "plmnIIndication" in the "MonitoringEventSubscription" sets to "true", this parameter shall be included to indicate the UE's serving PLMN.
	Roaming_status_notification

	reachabilityType
	ReachabilityType
	0..1
	If "monitoring-Type" is “UE_REACHABILITY”, this parameter shall be included to identify the reachability of the UE.
Refer to 3GPP TS 29.336 [11] Subclause 8.4.20.
	Ue-reachability_notification

	roamingStatus
	RoamingStatus
	0..1
	If "monitoringType" is “ROAMING_STATUS”, this parameter shall be included to indicate whether the UE is on roaming status or not.
Refer to 3GPP TS 29.336 [11] Subclause 8.4.19.
	Roaming_status_notification

	failureCause
	FailureCause
	0..1
	If "monitoringType" is “COMMUNICATION_FAILURE”, this parameter shall be included to indicate the reason of communication failure.
	Communication_failure_notification

	NOTE 1:
Properties marked with a feature as defined in subclause 5.3.4 are applicable as described in subclause 5.2.7. If no feature are indicated, the related property applies for all the features.

NOTE 2:
Identifies the user(s) for which the event occurred. Can be omitted if the event occurred for all users identified by the surrounding structure.


*** 7th Change ***

5.3.3.1
General
All resource URIs of this API should have the following root:

{apiRoot}/3gpp_monitoring_event/v1/

"apiRoot" is set as described in subclause 5.2.4. "apiName" shall be set to "3gpp_monitoring_event" and "apiVersion" shall be set to "v1" for the current version defined in the present document. All resource URIs in the subclauses below are defined relative to the above root URI.
The following resources and HTTP methods are supported for this API:

Table 5.3.3.1-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method
	Meaning

	Monitoring Event Subscriptions
	3gpp_monitoring_event/v1/{scsAsId}/subscriptions/
	GET
	Read all subscriptions for a given SCS/AS

	
	
	POST
	Create a new subscription to monitoring an event

	Individual Monitoring Event Subscription
	3gpp_monitoring_event/v1/{scsAsId}/subscriptions/{subscriptionId} 
	PUT
	Modify an existing subscription of monitoring event

	
	
	GET
	Read a subscription of monitoring event

	
	
	DELETE
	Delete a subscription of monitoring event

	Monitoring Notification
	{notificationDestination}
	POST
	Sent from the SCEF to the SCS/AS about the notification of grouping configuration result, detected monitoring event report(s) or notify the SCS/AS to cancel a monitoring subscription


*** 8th Change ***

5.3.3.4
Monitoring Notification
5.3.3.4.1
Introduction
This resource allows the SCEF to send notification about grouping configuration result, monitoring event report(s) or a monitoring subscription cancellation to the SCS/AS. 

*** 9th Change ***

5.3.3.4.3.1
Notification via POST
The HTTP POST method reports the notificationfor a monitoring subscription. The SCEF shall initiate the HTTP POST request message and the SCS/AS shall respond to the message.
This method shall support the URI query parameters, request and response data structures, and response codes, as specified in the table 5.3.3.4.3.1-1 and table 5.3.3.4.3.1-2.
Table 5.3.3.4.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	Cardinality
	Remarks

	none specified
	
	
	


Table 5.3.3.4.3.1-2: Data structures supported by the POST request/response by the resource

	Request body
	Data type
	Cardinality
	Remarks

	
	MonitoringNotification
	1
	The monitoring notification provided by the SCEF.

	Response body
	Data type
	Cardinality
	Response

codes
	Remarks

	
	none
	
	204 No Content
	The monitoring notification is received successfully.

	NOTE:
In addition to the above response codes, the SCS/AS can also send the HTTP response codes in table 5.2.6-1.


*** 10th Change ***

5.3.3.4.3.2
Notification via Websocket 

If supported by both SCS/AS and SCEF and successfully negotiated, the MonitoringNotification may alternatively be delivered through the Websocket mechanism as defined in subclause 5.2.5.4.
*** 11th Change ***

A.2
Data Types applicable to several APIs

openapi: 3.0.0

info:

  title: TS 29.122 Common Data Types

  version: "v1"

externalDocs:

  description: Documentation

  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.122/'

components:

  schemas:

    SponsorInformation:

      type: object

      properties:

        sponsorId:

          type: string

          description: It indicates Sponsor ID.

        aspId:

          type: string

          description: It indicates Application Service Provider ID.

      required:

        - sponsorId

        - aspId

    UsageThreshold:

      type: object

      properties:

        duration:

          $ref: '#/components/schemas/DurationSec'

        totalVolume:

          $ref: '#/components/schemas/Volume'

        downlinkVolume:

          $ref: '#/components/schemas/Volume'

        uplinkVolume:

          $ref: '#/components/schemas/Volume'

    TimeWindow:

      type: object

      properties:

        StartTime:

          $ref: '#/components/schemas/DateTime'

        StopTime:

          $ref: '#/components/schemas/DateTime'

      required:

        - StartTime

        - StopTime

    Acknowledgement:

      type: object

      properties:

        details:

          type: string

          description: A human-readable explanation specific to this successful acknowledgement

      required:

        - details

    NotificationData:

      type: object

      properties:

        transactionId:

          type: string

          description: SCEF-allocated identifier of the corresponding transaction resource, e.g. the Individual Chargeable Party Transaction.

        transaction:

          $ref: '#/components/schemas/Link'

        tltrId:

          $ref: '#/components/schemas/TltrId'

        eventReports:

          type: array

          items:

            $ref: '#/components/schemas/EventReport'

          minItems: 1

          description: Contains the reported event and applicable information

      required:

        - transactionId

        - transaction

        - eventReports

    EventReport:

      type: object

      properties:

        event:

          $ref: '#/components/schemas/Event'

        accumulatedUsage:

          $ref: '#/components/schemas/AccumulatedUsage'

        flowId:

          type: integer

          description: Identifies the IP flows that were sent during event subscription

      required:

        - event

    AccumulatedUsage:

      type: object

      properties:

        duration:

          $ref: '#/components/schemas/DurationSec'

        totalVolume:

          $ref: '#/components/schemas/Volume'

        downlinkVolume:

          $ref: '#/components/schemas/Volume'

        uplinkVolume:

          $ref: '#/components/schemas/Volume'

    FlowInfo:

      type: object

      properties:

        flowId:

          type: integer

          description: Indicates the IP flow(s).

        flowDescription:

          type: string

          description: Indicates the packet filters of the IP flow(s). Refer to subclause 5.3.8 of 3GPP TS 29.214 [10] for encoding. It shall contain UL and/or DL IP flow description.

      required:

        - flowId

    TestNotification:

      type: object

      properties:

        subscription:

          $ref: '#/components/schemas/Link'

      required:

        - subscription

    WebsockNotifConfig:

      type: object

      properties:

        websocketUri:

          $ref: '#/components/schemas/Link'

        requestWebsocketUri:

          type: boolean

          description: Set by the SCS/AS to indicate that the Websocket delivery is requested.

    LocationArea:

      type: object

      properties:

        cellId:

          type: array

          items:

            type: string

          minItems: 0

          description: Indicates a Cell Global Identification of the user which identifies the cell the UE is registered.

        enodeBId:

          type: array

          items:

            type: string

          minItems: 0

          description: Indicates an eNodeB in which the UE is currently located.

        routingAreaId:

          type: array

          items:

            type: string

          minItems: 0

          description: Identifies an Routing Area Identity of the user where the UE is located.

        trackingAreaId:

          type: array

          items:

            type: string

          minItems: 0

          description: Identifies a Tracking Area Identity of the user where the UE is located.

        geographicArea:

          type: array

          items:

            $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/GeographicArea'

          minItems: 0

          description: Identifies a geographic area of the user where the UE is located.

        civicAddress:

          type: array

          items:

            $ref: 'TS29572_Nlmf_Location.yaml#/components/schemas/CivicAddress'

          minItems: 0

          description: Identifies a civic address of the user where the UE is located.

    ProblemDetails:

      type: object

      properties:

        type:

          $ref: '#/components/schemas/Uri'

        title:

          type: string

          description: A short, human-readable summary of the problem type. It should not change from occurrence to occurrence of the problem. 

        status:

          type: integer

          description: The HTTP status code for this occurrence of the problem.

        detail:

          type: string

          description: A human-readable explanation specific to this occurrence of the problem. This IE should be present and provide application-related error information, if available.

        instance:

          $ref: '#/components/schemas/Uri'

        invalidParams:

          type: array

          items:

            $ref: '#/components/schemas/InvalidParam'

          minItems: 0

          description: Description of invalid parameters, for a request rejected due to invalid parameters.

    InvalidParam:

      type: object

      properties:

        param:

          type: string

          description: Attribute's name encoded as a JSON Pointer, or header's name.

        reason:

          type: string

          description: A human-readable reason, e.g. "must be a positive integer".

      required:

        - param

    PlmnId:

      type: object

      properties:

        mcc:

          $ref: '#/components/schemas/Mcc'

        mnc:

          $ref: '#/components/schemas/Mnc'

      required:

        - mcc

        - mnc
    ConfigResult:

      type: object

      properties:

        externalIds:
          type: array

          items:

            $ref: '#/components/schemas/ExternalId'

          minItems: 0

          description: Each element indicates an external identifier of the UE.
        msisdms:
          type: array

          items:

            $ref: '#/components/schemas/Msisdn'

          minItems: 0

          description: Each element identifies the MS internal PSTN/ISDN number allocated for the UE.

        resultReason:

          $ref: '#/components/schemas/ResultReason'
      required:

        - resultReason
    Bandwidth:

      type: integer

      description: integer indicating a bandwidth in bits per second.

    BdtReferenceId:

      type: string

      description: string identifying a BDT Reference ID as defined in subclause 5.3.3 of 3GPP TS 29.154 [9].

    Binary:

      type: string

      description: string with format "binary" as defined in OpenAPI Specification [27].

    Bytes:

      type: string

      description: String with format "byte" as defined in OpenAPI Specification [27], i.e, base64-encoded characters,

    DateTime:

      type: string

      description: string with format "date-time" as defined in OpenAPI [27].

    DurationSec:

      type: integer

      description: Unsigned integer identifying a period of time in units of seconds. In an OpenAPI Specification [3] schema, the format shall be designated as "DurationSec".

      format: DurationSec

    DurationMin:

      type: integer

      description: Unsigned integer identifying a period of time in units of minutes. In an OpenAPI Specification [3] schema, the format shall be designated as "DurationMin".

      format: DurationMin

    ExternalId:

      type: string

      description: string containing a local identifier followed by "@" and a domain identifier. Both the local identifier and the domain identifier shall be encoded as strings that do not contain any "@" characters. See Clause 4.6.2 of 3GPP TS 23.682 [2] for more information.

    ExternalGroupId:

      type: string

      description: string containing a local identifier followed by "@" and a domain identifier. Both the local identifier and the domain identifier shall be encoded as strings that do not contain any "@" characters. See Clauses 4.6.2 and 4.6.3 of 3GPP TS 23.682 [2] for more information.

    Ipv4Addr:

      type: string

      description: string identifying a IPv4 address formatted in the "dotted decimal" notation as defined in IETF RFC 1166 [28]. In an OpenAPI Specification [3] schema, the format shall be designated as "Ipv4Addr".

      format: Ipv4Addr

    Ipv6Addr:

      type: string

      description: string identifying a IPv6 address formatted according to clause 4 in IETF RFC 5952 [29]. The mixed IPv4 IPv6 notation according to clause 5 of IETF RFC 5952 [29] shall not be used. In an OpenAPI Specification [3] schema, the format shall be designated as "Ipv6Addr".

      format: Ipv6Addr

    Link:

      type: string

      description: string formatted according to IETF RFC 3986 [7] identifying a referenced resource.

    Mcc:

      type: string

      description: String encoding a Mobile Country Code part of the PLMN, comprising 3 digits, as defined in 3GPP TS 38.413 [11]. In an OpenAPI Specification [3] schema, the format shall be designated as "Mcc".

       format: Mcc

   Mnc:

      type: string

      description: String encoding a Mobile Network Code part of the PLMN, comprising 2 or 3 digits, as defined in 3GPP TS 38.413 [11]. In an OpenAPI Specification [3] schema, the format shall be designated as "Mnc".

      format: Mnc

    Msisdn:

      type: string

      description: string formatted according to subclause 3.3 of 3GPP TS 23.003 [14] that describes an MSISDN.

    Port:

      type: integer

      description: Unsigned integer with valid values between 0 and 65535.

    ResourceId:

      type: string

      description: string chosen by the SCEF to serve as identifier in a resource URI.

    ScsAsId:

      type: string

      description: string that identifies an SCS/AS.

    TltrId:

      type: integer

      description: integer identifying an T8 long term transaction, chosen by the SCS/AS.

    TtrId:

      type: integer

      description: integer identifying an T8 short term transaction.

    Uri:

      type: string

      description: string providing an URI formatted according to IETF RFC 3986 [7]. In an OpenAPI Specification [3] schema, the format shall be designated as "Uri".

      format: Uri

    Volume:

      type: integer

      description: Unsigned integer identifying a volume in units of bytes.

    Event:

      anyOf:

      - type: string

        enum:

          - SESSION_TERMINATION

          - LOSS_OF_BEARER 

          - RECOVERY_OF_BEARER

          - RELEASE_OF_BEARER

          - USAGE_REPORT

      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - SESSION_TERMINATION: Indicates that Rx session is terminated.

        - LOSS_OF_BEARER : Indicates a loss of a bearer.

        - RECOVERY_OF_BEARER: Indicates a recovery of a bearer.

        - RELEASE_OF_BEARER: Indicates a release of a bearer.

        - USAGE_REPORT: Indicates the usage report event.
    ResultReason:

      anyOf:

      - type: string

        enum:

          - ROAMING_NOT_ALLOWED
          - OTHER_REASON
      - type: string

        description: >

          This string provides a failure reason.
      description: >

        Possible values are

        - ROAMING_NOT_ALLOWED: Identifies the configuration parameters are not allowed by roaming agreement.

        - OTHER_REASON: Identifies the configuration parameters are not configured due to other reason.
#

# HTTP responses
#

  responses:

    '400':

      description: Bad request

      content:

        application/json:

          schema:

            $ref: '#/components/schemas/ProblemDetails'

    '401':

      description: Unauthorized

      content:

        application/json:

          schema:

            $ref: '#/components/schemas/ProblemDetails'

    '403':

      description: Forbidden

      content:

        application/json:

          schema:

            $ref: '#/components/schemas/ProblemDetails'

    '404':

      description: Not Found

      content:

        application/json:

          schema:

            $ref: '#/components/schemas/ProblemDetails'

    '409':

      description: Conflict

      content:

        application/json:

          schema:

            $ref: '#/components/schemas/ProblemDetails'

    '412':

      description: Precondition Failed
      content:

        application/json:

          schema:

            $ref: '#/components/schemas/ProblemDetails'
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