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*** 1st Change ***

5.1
Introduction of Services

The table 5.1-1 lists the CAPIF Core Function APIs below the service name. A service description subclause for each API gives a general description of the related API.

Table 5.1-1: List of CAPIF Services
	Service Name
	Service Operations
	Operation Semantics
	Consumer(s)

	CAPIF_Discover_Service_API
	Discover_Service_API
	Request/ Response
	AP Invoker

	
	Event_Subscription
	Request/ Response
	API Invoker

	
	Event_Notification
	Notify
	API Invoker

	
	Event_Unsubscription
	Request/ Response
	API Invoker

	CAPIF_Publish_Service_API
	Publish_Service_API
	Request/ Response
	API Publishing Function

	
	Unpublish_Service_API
	Request/ Response
	API Publishing Function

	
	Update_Service_API
	Request/ Response
	API Publishing Function

	
	Get_Service_API
	Request/ Response
	API Publishing Function

	
	Event_Subscription
	Request/ Response
	API Publishing Function

	
	Event_Notification
	Notify
	API Publishing Function

	
	Event_Unsubscription
	Request/ Response
	API Publishing Function

	CAPIF_Events_API
	Event_Subscription
	Request/ Response
	API Invoker, API Publishing Function, API Management Function, API Exposing Function

	
	Event_Notification
	Notify
	API Invoker, API Publishing Function, API Management Function, API Exposing Function

	
	Event_Unsubscription
	Request/ Response
	API Invoker, API Publishing Function, API Management Function, API Exposing Function

	CAPIF_API_Invoker_Management_API
	Onboard_API_Invoker
	Request/ Response
	API Invoker

	
	Offboard_API_Invoker
	Request/ Response
	API Invoker

	
	Event_Subscription
	Request/ Response
	API Management Function

	
	Event_Notification
	Notify
	API Management Function

	
	Event_Unsubscription
	Request/ Response
	API Management Function

	CAPIF_Authentication_Authorization_API
	Service_Security_Method_Request
	Request/ Response
	API Invoker

	
	Obtain_Authorization
	Request/ Response
	API Invoker

	
	Obtain_API_Invoker_Info
	Request/ Response
	API exposing function

	
	Invalidate_Authorization
	Request/ Response
	API exposing function

	CAPIF_Monitoring_API
	Event_Subscription
	Request/ Response
	API Management Function

	
	Monitoring_Service_API_Notification
	Notify
	API Management Function

	
	Event_Unsubscription
	Request/ Response
	API Management Function

	CAPIF_Logging_API_Invocation_API
	Log_API_Invocation
	Request/ Response
	API exposing function

	CAPIF_Auditing_API
	Query_API_Invocation_Log
	Request/ Response
	API management function


Editor's note:
The final list of CAPIF services included in the specification is for FFS. 

NOTE:
The CAPIF Event API can be reused in every API.

*** 1st Change ***
5.6
CAPIF_Authentication_Authorization_API
This subclause will provide a general description of the related service, include a description of the functional elements involved in the invocation of the service, i.e. CAPIF core function and Service Consumer(s), and list the service operations it supports. The subsclause structure should be the same as in the previous clause.

5.6.1
Service Description

This subclause will provide a general description of the related service, include a description of the functional elements involved in the invocation of the service, i.e. NF Service Producer and NF Service Consumer(s), and list the service operations it supports.
5.6.1.1
Overview

The CAPIF security APIs, as defined in 3GPP TS 23.222 [6], allow:

-
API invokers via CAPIF-1/1e reference points to negotiate the service security method and obtain authorization for invoking service APIs; and

-
API exposing function via CAPIF-3 reference point to obtain authentication information of the API invoker for authentication of the API invoker. 

5.6.2
Service Operations 

This subclause will include a description of the different service operations supported by the service. For RESTful service operations, the service operations depict the resources and the methods they support.

5.6.2.1
Introduction

This subclause will contain a generic introduction of the service operations described in the following subclauses.
Table 5.6.2.1-1: Operations of the CAPIF_Security_API

	Service operation name
	Description
	Initiated by

	Service_Security_Method_Request
	This service operation is used by an API invoker to negotiate and obtain information about service API security method for itself with CAPIF core function. This information is used by API invoker for service API invocations.
	API invoker

	Obtain_Authorization
	This service operation is used by an API invoker to obtain authorization to access service APIs.
	API invoker

	Obtain_API_Invoker_Info
	This service operation is used by an API exposing function to obtain the authentication or authorization information related to an API invoker.
	API exposing function

	Invalidate_Authorization
	This service operation is used by an API exposing function to invalidate the authorization of an API invoker.
	API exposing function


5.6.2.2
Service_Security_Method_Request_API
This subclause will contain a generic introduction of the service operations described in the following subclauses.

5.6.2.2.1
General
This subclause provides a general description of the service operation.

This service operation is used by an API invoker to negotiate and obtain service API security method from the CAPIF core function. The information received by API invoker shall be used for authentication with the API exposing function.
5.6.2.2.2
Request service API security method from CAPIF using Service_Security_Method_Request service operation 
And so on if there are more than 1 procedures that need to be described for the service.

Subclauses 5.6.2.2.x are optional to include. They can be specified e.g. if a service operation is implemented using different combinations of resources and methods.

To negotiate and obtain service API security method information from the CAPIF core function, the API invoker shall send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include Security Method Request and a Notification Destination URI for security related notifications. The Security Method Request from the API invoker contains the unique interface details of the service APIs and a preferred method for each unique service API interface.
Upon receiving the above described HTTP POST message, the CAPIF core function shall:

1.
determine the security method for each service API interface as specified in 3GPP TS 33.122 [33122]; 

2.
store the Notification Destination URI for security related notification.
3.
create a new resource as defined in subclause 7.4.3;

4.
return the security method information and the CAPIF Resource URI in the response message; and
5.6.2.2.3
Obtain authorization using Obtain_Authorization service operation

To obtain authorization information from the CAPIF core function to invoke service APIs, the API invoker shall send an HTTP GET message to the authorization endpoint of the CAPIF core function with the authorization parameters.
Upon receiving the above described HTTP GET message, the CAPIF core function shall:

1.
determine the authorization rights of API invoker for the service API; 

2.
generate authorization information as specified in 3GPP TS 33.122 [33122]; 
3.
return the authorization information in the response message. 
Editor's Note: specification of authorization endpoint of the CAPIF core function and the token request is FFS.

5.6.2.2.4
Obtain API invoker’s security information using Obtain_ API_Invoker _Info service operation

To obtain authentication or authorization information from the CAPIF core function to authenticate or authorize an API invoker, the API exposing function shall send an HTTP GET message to the CAPIF core function with the API invoker ID and an indication to request authentication and authorization information.
Upon receiving the above described HTTP GET message, the CAPIF core function shall:

1.
determine the security information of API invoker for all the service API interfaces; 

2.
return the security information in the response message. 

5.6.2.2.5
Invalidate authorization using Invalidate_Authorization service operation

To invalidate authorization of an API invoker, the API exposing function shall send an HTTP DELETE message to the CAPIF core function using the API invoker ID. 
Upon receiving the above described HTTP DELETE message, the CAPIF core function shall delete the resource representation pointed by the API invoker ID and shall notify the API invoker of the authorization invalidation using the Notification Destination URI received in the Service_Security_Method_Request message.
*** 2nd Change ***
7.5
CAPIF_Authentication_Authorization_API
This subclause specifies a further API with the same subclause structure used for the previous service API.

7.5.1
API URI

This subclause specifies the API Name and Version. 

The request URI used in each HTTP request from the API invoker or the API exposing function towards the CAPIF core function shall have the structure as defined in subclause 6.5 with the following clarifications:

-
The {apiName} shall be "capif-security".

-
The {apiVersion} shall be "v1".

-
The {apiSpecificSuffixes} shall be set as described in subclause 7.5.3.

*** 3rd Change ***

7.5.3
Resources 

7.5.3.1
Overview

This subclause will describe the structure for the Resource URIs and the resources and methods used for the service.

“***Start of the Example***”  

tbd
“***end of the Example***”  
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Figure 7.5.3.1-1: Resource URI structure of the CAPIF_Discovery_Service_API

Table 7.5.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 7.5.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Trusted API invokers

	{apiRoot}
/capif-security/v1
/trustedInvokers
	POST
	All trusted API invokers

	Individual trusted API invokers

	{apiRoot}
/capif-security/v1
/trustedInvokers/{aPIInvokerId}
	GET
	Retrive authentication information of an API invoker

	
	
	DELETE
	Revoke the authorization of the API invoker


	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


7.5.3.2
Resource: Trusted API invokers
Where <resource 1> is to be replaced by the resource name. 

7.5.3.2.1
Description

This subclause will specify what the resource represents or what it is used for. 

The Trusted API Invokers resource represents all the API invokers that are trusted by the CAPIF core function and have received authentication information from the CAPIF core function.
7.5.3.2.2
Resource Definition

This subclause will describe the Resource URI and the supported resource variables.

Resource URI: {apiRoot}/capif-security/v1/trustedInvokers 
This resource shall support the resource URI variables defined in table 7.5.3.2.2-1.

Table 7.5.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See subclause 6.5

	
	

	
	


7.5.3.2.3
Resource Standard Methods

The following subclauses will specify the standard methods supported by the resource.

It will describe, for each method, the use of the method, the URI query parameters supported by the method, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.

7.5.3.2.3.1
POST
This subclause will specify the meaning of the method applied on the resource. 

This method shall support the URI query parameters specified in table 7.5.3.2.3.1-1.

Table 7.5.3.2.3.1-1: URI query parameters supported by the POST  method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 7.5.3.2.3.1-2 and the response data structures and response codes specified in table 7.5.3.2.3.1-3.

Table 7.5.3.2.3.1-2: Data structures supported by the POST Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	ServiceSecuity
	M
	1
	Security method request from the API invoker to the CAPIF core function. The request indicates the a list of service APIs and a preferred method of security for the service APIs.

The request also includes a notification destination URI for security related notifications.


Table 7.5.3.2.3.1-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	 ServiceSecuity
	M
	1
	201 Created
	

Security method from the CAPIF core function to the API invoker is based on the received request. The response indicates the security method to be used for the service APIs

The URI of the created resource shall be returned in the "Location" HTTP header.




7.5.3.2.4
Resource Custom Operations





	
	
	

	
	
	

	
	
	










	
	
	
	

	
	
	
	



	
	
	
	

	

	
	
	
	
	






7.5.3.3
Resource: Individual trusted API invokers
And so on if there are more than two resources supported by the service. Same structure as in subclause 7.5.3.2. 

7.5.3.3.1
Description

The Individual trusted API Invokers resource represents an individual API invokers that is trusted by the CAPIF core function and have received security related information from the CAPIF core function.
7.5.3.3.2
Resource Definition

Resource URI: {apiRoot}/capif-security/v1/trustedInvokers/{aPIInvokerId} 
This resource shall support the resource URI variables defined in table 7.5.3.3.2-1.

Table 7.5.3.3.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See subclause 6.5

	aPIInvokerId
	String identifying an individual API invoker


7.5.3.2.4
Resource Standard Methods

7.5.3.2.4.1
GET

This method shall support the URI query parameters specified in table 7.5.3.2.4.1-1.

Table 7.5.3.2.3.1-1: URI query parameters supported by the GET  method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	aPIInvokerId
	string
	M
	1
	String identifying the API invoker

	authenticationInfo
	boolean
	O
	0..1
	When set to ‘true’, it indicates the CAPIF core function to send the authentication information of the API invoker. Set to false or omitted otherwise.

	authorizationInfo
	boolean
	O
	0..1
	When set to ‘true’, it indicates the CAPIF core function to send the authorization information of the API invoker. Set to false or omitted otherwise.


This method shall support the request data structures specified in table 7.5.3.2.4.1-2 and the response data structures and response codes specified in table 7.5.3.2.4.1-3.

Table 7.5.3.2.4.1-2: Data structures supported by the GET Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	n/a
	
	
	


Table 7.5.3.2.4.1-3: Data structures supported by the GET Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	ServiceSecurity
	M
	1
	200 OK
	The security related information of the API Invoker based on the request from the API exposing function.


7.5.3.2.4.2
DELETE

This method shall support the URI query parameters specified in table 7.5.3.2.4.2-1.

Table 7.5.3.2.3.2-1: URI query parameters supported by the DELETE  method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 7.5.3.2.4.2-2 and the response data structures and response codes specified in table 7.5.3.2.4.2-3.

Table 7.5.3.2.4.2-2: Data structures supported by the DELETE Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	n/a
	
	
	


Table 7.5.3.2.4.2-3: Data structures supported by the DELETE Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	n/a
	
	
	204 No Content
	Authorization of the API invoker revoked, and a notification is sent to the API invoker as specified in subclause x.x.x.x.


7.5.4
Custom Operations without associated resources 
None.




	
	
	

	
	
	

	
	
	











	
	
	
	

	
	
	
	



	
	
	
	

	

	
	
	
	
	






7.5.5
Notifications
7.5.5.1
General

This subclause will specify the use of notifications and corresponding protocol details if required for the specific service. 

The delivery of notifications shall conform to subclause 6.6.

Table 7.5.5.1-1: Notifications overview

	Notification
	Resource URI
	HTTP method or custom operation
	Description

(service operation)

	Authorization revoked notification
	{notificationDestination}
	POST
	Notify API invoker that the authorization rights are revoked by the API exposing function. 


7.5.5.2
Authorization revoked notification
7.5.5.2.1
Description

Authorization revoked notification is used by the CAPIF core function to notify an API invoker that the authorization rights are revoked by the API exposing function.
7.5.5.2.2
Notification definition
The POST method shall be used for Authorization revoked notification and the URI shall be the one provided by the API invoker during the Service_Security_Method_Request service operation. 

Resource URI: {notificationDestination} 
This method shall support the URI query parameters specified in table 7.5.5.2.2-1.

Table 7.5.5.2.2-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 7.5.5.2.2-2 and the response data structures and response codes specified in table 7.5.5.2.2-3.

Table 7.5.5.2.2-2: Data structures supported by the POST Request Body on this resource

	Data type
	P
	Cardinality
	Description

	SecurityNotification
	M
	1
	Notification with information related to revoked authorization.


Table 7.5.5.2.2-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	The receipt of the Notification is acknowledged.



7.5.6
Data Model

7.5.6.1
General

This subclause specifies the application data model supported by the API.

Table 7.5.6.1-1 specifies the data types defined for the CAPIF service based interface protocol.

Table 7.5.6.1-1: Specific Data Types

	Data type
	Section defined
	Description
	Applicability

	ServiceSecurity
	7.5.6.2.2
	Details of the security method for each sercive API interface. When included by the API invoker, it shall indicate the preferred method of security. When included by the CAPIF core function, it shall indicate the security method to be used for the service API interface.
	

	SecurityMethod
	7.5.6.2.3
	Interface details and the security method
	

	securityNotificationDestination
	7.5.6.2.4
	Notification destination details
	

	InterfaceDetails
	x.x.x.x.x
	Details of the interface
	


Table 7.5.6.1-2 specifies data types re-used by the CAPIF_Security_API service based interface: 

Table 7.5.6.1-2: Re-used Data Types

	Data type
	Reference
	Comments
	Applicability

	
	
	
	


7.5.6.2
Structured data types

This subclause will specify the structured data types.

7.5.6.2.1
Introduction

This subclause defines the structures to be used in resource representations. 

Allowed structures are: array, object.

7.5.6.2.2
Type: ServiceSecurity
"Data type" may provide the name of a named data type (structured, simple or enum) that is defined elsewhere in this document, or in a referenced document. In case of a referenced type from another document, a reference to the defining document shall be included in the "Description" column. 

"Presence" (P) defines whether the presence of the information element is Mandatory (M), Conditional (C) or Optional (O) within the data structure. 

"Cardinality" defines the allowed number of occurrence. A cardinality of N greater than 1 indicates an array.

"Description" describes the meaning and use of the attribute. 

Table 7.5.6.2.2-1: Definition of type ServiceSecurity
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	securityPreference
	SecurityMethod
	C
	1..N
	API invoker's preference of the security method for a service API interface.
Shall be present in the HTTP POST request from the API invoker to the CAPIF core function to negotiate the security mechanism.
Shall not be present in any other HTTP request or HTTP response.
	

	selectedSecurity
	SecurityMethod
	C
	1..N
	Security method for each service API interface selected by the CAPIF core function. Shall be present in the HTTP POST response from the CAPIF core function to the API invoker.
Shall not be present in any other HTTP request or HTTP response.
	

	aPIInvokerSecurity
	SecurityMethod
	O
	0..N
	Security method for each service API interface selected for the API invoker by the CAPIF core function. May be present only in the HTTP GET response from the CAPIF core function to the API exposing function.
Shall not be present in any other HTTP request or HTTP response.
	

	securityNotificationDestination
	SecurityNotificationDestination
	C
	0..1
	Security notification destination information provided by the API invoker. Shall be present in the HTTP POST request from the API invoker to the CAPIF core function, to negotiate the security mechanism.

Shall not be present in any other HTTP request or HTTP response.
	


7.5.6.2.3
Type: SecurityMethod
And so on if there are more types to specify.

Table 7.5.6.2.3-1: Definition of type SecurityMethod
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	interfaceDetails
	InterfaceDetails
	M
	1
	Details of the interface
	

	securityMethod
	string
	M
	1
	Security method for the interface
	

	authenticationInfo
	string
	O
	0..1
	Authentication related information
	

	authorizationInfo
	string
	O
	0..1
	Authorization related information
	


Editor’s Note: The data models should be improved to accommodate changes or improvements done in SA3.

7.5.6.2.4
Type: securityNotificationDestination 
Table 7.5.6.2.4-1: Definition of type securityNotificationDestination
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	notificationDestination
	Uri
	M
	1
	URI where the notification should be delivered to.
	

	requestTestNotification
	Boolean
	O
	0..1
	Set to true by API invoker to request the CAPIF core function to send a test notification as defined in in subclause 6.6. Set to false or omitted otherwise.
	Notification_test_event

	websockNotifConfig
	WebsockNotifConfig
	O
	0..1
	Configuration parameters to set up notification delivery over Websocket protocol as defined in subclause 6.6.
	Notification_websocket


7.5.6.3
Simple data types and enumerations
None.






	
	
	
	

	
	
	
	





	
	
	

	
	
	




7.5.6.4
Binary data
None.

7.5.7
Error Handling

This subclause will include a reference to the general error handling principles specified in subclause 6.7, and further specify any general error handling aspect specific to the API, if any Error handling specific to each method (and resource) is specified in subclauses 7.5.3. and 7.5.4. 

General error responses are defined in subclause 6.7.

7.5.8
Feature negotiation
This subclause will define the optional features in the table for this API. They shall be negotiated using the extensibility mechanism defined in subclause 6.8].

General feature negotiation procedures are defined in subclause 6.8.

Table 7.5.8-1: Supported Features

	Feature number
	Feature Name
	Description

	1
	Notification_test_event
	Testing of notification connection is supported according to subclause 6.6.

	2
	Notification_websocket
	The delivery of notifications over Websocket is supported according to subclause 6.6. This feature requires that the Notification_test_event feature is also supported.


*** End of Changes ***
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