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Proposed changes:
*** 1st Change ***
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AEF
API Exposing Function

AMF 
API Management Function

APF 
API Publishing Function

CAPIF
Common API Framework

CCF 
CAPIF Core Function
PKI
Public Key Infrastructure
PSK
Pre-Shared Key

TLS
Transport Layer Security
*** 2nd Change ***

8
Security
8.1
General

Security methods for CAPIF are specified in 3GPP TS 33.122 [33122]. CAPIF security methods allow secure communications over CAPIF-1/1e and CAPIF-2/2e reference points. 

8.1
CAPIF-1/1e security

Secure communication between API invoker and CAPIF core function over CAPIF-1 or CAPIF-1e reference point, using a TLS protocol based connection is defined in 3GPP TS 33.122 [33122].

For Onboard_API_Invoker service operation of the CAPIF_API_Invoker_Management_API, the TLS protocol based connection shall be established using server certificate as defined in 3GPP TS 33.122 [33122].

For rest of the CAPIF APIs, the TLS protocol based connection shall be established with certificate based mutual authentication as defined in 3GPP TS 33.122 [33122].

8.2
CAPIF-2/2e security and securely invoking service APIs

For secure communication between API invoker and API exposing function and ensuring secure invocations of service APIs: 

-
the API invoker shall initiate the authentication with the AEF using the Authentication_Initiation_Request service operation of the AEF_Authentication _API; and 

-
a secure connection shall be established using the method negotiated with the CAPIF core function as defined in 3GPP TS 33.122 [33122], before invocation or service APIs.

Following authentication and authorization methods for secure invocation of service APIs are specified in 3GPP TS 33.122 [33122]:

-
Method 1 – Using TLS-PSK: 
API invoker is authenticated by the API exposing function using a PSK and a TLS connection is established between the API invoker and the API exposing function. Once the TLS connection is established, the API exposing function authorizes API invoker’s service API invocation requests based on the authorization rights obtained from CAPIF core function using the Obtain_Access_Control_Policy service operation as specified in subclause 5.6.2.2.6.
-
Method 2 – Using PKI:
API Invoker and the API exposing function perform mutual authentication using certificates and a TLS connection is established between the API invoker and the API exposing function. Once the TLS connection is established, the API exposing function authorizes API invoker’s service API invocation requests based on the authorization rights obtained from CAPIF core function using the Obtain_Access_Control_Policy service operation as specified in subclause 5.6.2.2.6. 

-
Method 3 – Token based authorization:
API Invoker and the API exposing function perform mutual authentication using certificates and a TLS connection is established between the API invoker and the API exposing function. Once the TLS connection is established, the API exposing function authorizes API invoker’s service API invocation requests based on the authorization token.

*** End of Changes ***
