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Proposed changes:
*** 1st Change ***
5
Services offered by the CAPIF Core Function

5.1
Introduction of Services

The table 5.1-1 lists the CAPIF Core Function APIs below the service name. A service description subclause for each API gives a general description of the related API.

Table 5.1-1: List of CAPIF Services
	Service Name
	Service Operations
	Operation Semantics
	Consumer(s)

	CAPIF_Discover_Service_API
	Discover_Service_API
	Request/ Response
	AP Invoker

	
	Event_Subscription
	Request/ Response
	API Invoker

	
	Event_Notification
	Notify
	API Invoker

	
	Event_Unsubscription
	Request/ Response
	API Invoker

	CAPIF_Publish_Service_API
	Publish_Service_API
	Request/ Response
	API Publishing Function

	
	Unpublish_Service_API
	Request/ Response
	API Publishing Function

	
	Update_Service_API
	Request/ Response
	API Publishing Function

	
	Get_Service_API
	Request/ Response
	API Publishing Function

	
	Event_Subscription
	Request/ Response
	API Publishing Function

	
	Event_Notification
	Notify
	API Publishing Function

	
	Event_Unsubscription
	Request/ Response
	API Publishing Function

	CAPIF_Events_API
	Event_Subscription
	Request/ Response
	API Invoker, API Publishing Function, API Management Function, API Exposing Function

	
	Event_Notification
	Notify
	API Invoker, API Publishing Function, API Management Function, API Exposing Function

	
	Event_Unsubscription
	Request/ Response
	API Invoker, API Publishing Function, API Management Function, API Exposing Function

	CAPIF_API_Invoker_Management_API
	Onboard_API_Invoker
	Request/ Response
	API Invoker

	
	Offboard_API_Invoker
	Request/ Response
	API Invoker

	
	Event_Subscription
	Request/ Response
	API Management Function

	
	Event_Notification
	Notify
	API Management Function

	
	Event_Unsubscription
	Request/ Response
	API Management Function

	CAPIF_Authentication_Authorization_API
	Authenticate
	Request/ Response
	API Invoker

	
	Obtain_Authorization
	Request/ Response
	API Invoker

	CAPIF_Monitoring_API
	Event_Subscription
	Request/ Response
	API Management Function

	
	Monitoring_Service_API_Notification
	Notify
	API Management Function

	
	Event_Unsubscription
	Request/ Response
	API Management Function

	CAPIF_Logging_API_Invocation_API
	Log_API_Invocation
	Request/ Response
	API exposing function

	CAPIF_Auditing_API
	Query_API_Invocation_Log
	Request/ Response
	API management function

	CAPIF_Access_Control_Policy_API
	Obtain_Access_Control_Policy
	Request/Response
	API Exposing Function

	
	Event_Subscription
	Request/ Response
	API Exposing Function

	
	Event_Notification
	Notify
	API Exposing Function

	
	Event_Unsubscription
	Request/ Response
	API Exposing Function


Editor's note:
The final list of CAPIF services included in the specification is for FFS. 

NOTE:
The CAPIF Event API can be reused in every API.

*** 2nd Change ***
5.x
CAPIF_Access_Control_Policy_API
5.x.1
Service Description

5.x.1.1
Overview

The CAPIF access control policy APIs allow AEF via CAPIF-3 reference point to obtain the service API access policy from the CCF. 

5.x.2
Service Operations 

5.x.2.1
Introduction

Table 5.3.2.1-1: Operations of the CAPIF_Publish_Service_API

	Service operation name
	Description
	Initiated by

	CAPIF_Obtain_Access_Control_Policy
	This service operation is used by an AEF to obtain the access control policy from the CCF.
	AEF

	CAPIF_Event_Subscription
	This service operation is used by an AEF to subscribe to the CAPIF event related to access control policy update 
	AEF

	CAPIF_Event_Unsubscription
	This service operation is used by an AEF to unsubscribe to the CAPIF event related to access control policy update 
	AEF

	CAPIF_Notification
	This service operation is used by an CCF to notify the CAPIF event related to access control policy update 
	CCF


5.x.2.2
CAPIF_Obtain_Access_Control_Policy
5.3.2.2.1
General

This service operation is used by an AEF to obtain the access control policy from the CCF.

5.3.2.2.2
AEF obtaining access control policy from the CCF using CAPIF_Obtain_Access_Control_Policy service operation
To obtain the access control policy from the CCF, the AEF shall send an HTTP GET message to the CCF. The body of the HTTP GET message shall include API exposing function Identifier and API identification.

Upon receiving the above described HTTP GET message, the CCF shall 

1.
verify the identity of the AEF and check if the AEF is authorized to obtain the access control policy corresponding to the API identification;

2.
if the AEF is authorized to obtain the access control policy, the CCF shall respond with the access control policy information corresponding to the API identification in the HTTP GET message.
5.x.2.3
CAPIF_Event_Subscription
5.x.2.3.1
General

This service operation is used by an AEF to subscribe to CAPIF event related to access control policy update.
5.x.2.3.2
Subscribing to CAPIF events using CAPIF_Event_Subscription service operation

The subscription procedure for CAPIF events is specified in subclause 5.4.2.2.2.

5.x.2.4
CAPIF_Event_Unsubscription
5.x.2.4.1
General

This service operation is used by an AEF to un-subscribe from CAPIF events.

5.x.2.4.2
Unsubscribing from CAPIF events using CAPIF_Event_Unsubscription service operation

 The un-subscription procedure for CAPIF events is specified in subclause 5.4.2.3.2.

5.x.2.5
CAPIF_Notification
5.x.2.5.1
General

This service operation is used by the CCF to deliver the CAPIF events to an AEF.

5.x.2.5.2
Notifying CAPIF events using CAPIF_Notification service operation

 The notification procedure for CAPIF events is specified in subclause 5.4.2.4.2.

*** 3rd Change ***

7.3.6.3.3
Enumeration: CAPIFEvent
The enumeration <EnumType1> represents <something>. It shall comply with the provisions defined in table 7.3.6.3.3-1.

Table 7.3.6.3.3-1: Enumeration CAPIFEvent
	Enumeration value
	Description
	Applicability

	Availability of service APIs
	Availability events of service APIs
	

	Service API update
	Events related to change in service API information
	

	Service API invocation
	Events corresponding to service API invocations
	

	API invoker on-boarded
	Events related to API invoker status in CAPIF (on-boarded, off-boarded)
	

	System related events
	Alarm events providing fault information
	

	Performance related events
	Events related to system load conditions
	

	Access control policy related events
	Events related to update to the configured access control policy information
	


*** 4th Change ***

7.X
CAPIF_Access_Control_Policy_API
7.x.1
API URI

The request URI used in each HTTP request from the AEF towards the CCF shall have the structure as defined in subclause 6.5 with the following clarifications:

-
The {apiName} shall be "access-control-policy".

-
The {apiVersion} shall be "v1".

-
The {apiSpecificSuffixes} shall be set as described in subclause 7.x.3.

7.x.2
Usage of HTTP
The usage of HTTP as specified in subclauses 5.2.2 of 3GPP TS 29.122 [18] shall be applicable for this API.
7.x.3
Resources 

7.x.3.1
Overview
This resource is created by the CAPIF administrator on the CCF via configuration mechanisms.

NOTE:
The details of the configuration mechanisms used to create the Access Control Policy List resource on the CCF is out of the scope of the present document.
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Figure 7.x.3.1-1: Resource URI structure of the CAPIF_Access_Control_Policy_API

Table 7.x.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 7.x.3.1-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Access Control Policy List

	{apiRoot}
/access-control-policy/v1
/accessControlPolicyList
	GET
	Retrieves the access control policy list


7.x.3.2
Resource: Access Control Policy List
7.x.3.2.1
Description

The Access Control Policy List resource represents the access control information for the service APIs per API invoker at a given CCF.
7.x.3.2.2
Resource Definition

Resource URI: {apiRoot}/access-control-policy/v1/accessControlPolicyList
This resource shall support the resource URI variables defined in table 7.x.3.2.2-1.

Table 7.x.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See subclause 6.5


7.x.3.2.3
Resource Standard Methods

7.x.3.2.3.1
GET
This method shall support the URI query parameters specified in table 7.x.3.2.3.1-1.

Table 7.x.3.2.3.1-1: URI query parameters supported by the GET method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	serviceAPIIdentification
	String
	O
	1
	The service API identification for which the access control policy list is required.


This method shall support the request data structures specified in table 7.x.3.2.3.1-2 and the response data structures and response codes specified in table 7.x.3.2.3.1-3.

Table 7.x.3.2.3.1-2: Data structures supported by the GET Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	n/a
	
	
	


Table 7.x.3.2.3.1-3: Data structures supported by the GET Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	accessControlPolicyList
	M 
	1
	200 OK
	List of the access control policy applicable for the service API requested.

	accessControlPolicyRequesttAck
	M
	1
	200 OK
	CCF acknowledging the received access control policy request.


7.x.5
Notifications

The notification as specified in subclauses 5.2.5 of 3GPP TS 29.122 [18] shall be applicable for this API except that the SCEF is replaced by the CCF and the SCS/AS by the AEF.

7.x.6
Data Model

7.x.6.1
General

This subclause specifies the application data model supported by the API. Data types listed in subclause 6.2 apply to this API.
Table 7.x.6.1-1 specifies the data types defined specifically for the CAPIF_Access_Control_Policy_API service.

Table 7.x.6.1-1: CAPIF_Access_Control_Policy_API specific Data Types

	Data type
	Section defined
	Description
	Applicability

	AccessControlPolicyList
	7.x.6.2.2
	Access control policy list
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Table 7.x.6.1-2 specifies data types re-used by the CAPIF_API_Invoker_Management_API service. 

Table 7.x.6.1-2: Re-used Data Types

	Data type
	Reference
	Comments
	Applicability

	Uri
	3GPP TS 29.122 [18]
	
	

	
	
	
	

	
	
	
	


7.x.6.2
Structured data types

7.x.6.2.1
Introduction

7.x.6.2.2
Type: AccessControlPolicyList
Table 7.x.6.2.2-1: Definition of type AccessControlPolicyList
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	serviceAPIIdentification
	string
	M
	1..n
	Service API ID assigned by the CCF to the service API while publishing the service API. 
	

	aPIInvokerID
	String
	M
	1
	API invoker ID assigned by the CCF
	

	allowedTotalInvocations
	Integer
	M
	0..1
	Total number of invocations allowed on the service API by the API invoker
	

	allowedInvocationsPerSecond
	Integer
	M
	0..1
	Invocations per second allowed on the service API by the API invoker
	

	allowedInvocationTimeRangeList
	TimeRangeList
	M
	0..m
	The time ranges during which the invocations are allowed on the service API by the API invoker
	


7.x.6.2.3
Type: TimeRangeList
Table 7.x.6.2.3-1: Definition of type TimeRangeList
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	fromTime
	Time
	M
	1
	The start time for the invocations to be allowed on the service API by the API invoker
	

	toTime
	Time
	M
	1
	The end time for the invocations to be allowed on the service API by the API invoker
	

	
	
	
	
	
	


7.x.6.3
Simple data types and enumerations

7.x.6.3.1
Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the previous subclauses.

7.x.6.3.2
Simple data types 

The simple data types defined in table 7.x.6.3.2-1 shall be supported.

Table 7.x.6.3.2-1: Simple data types

	Type Name
	Type Definition
	Description
	Applicability

	
	<one simple data type, e.g. boolean, integer, null, number, string>
	
	


7.x.6.3.3
Enumeration: <EnumType1>

Table 7.x.6.3.3-1: Enumeration < EnumType1>

	Enumeration value
	Description
	Applicability

	
	
	


7.x.6.3.4
Enumeration: <EnumType2>

And so on if there are more enumerations to define.

7.x.6.4
Binary data

This subclause will specify what is encoded in binary part. It shall be omitted if not applicable.

7.x.7
Error Handling

The error handling as specified in subclauses  5.2.6 of 3GPP TS 29.122 [18] shall be applicable for this API except that the SCEF is replaced by the CCF and the SCS/AS by the AEF..

7.x.8
Feature negotiation
This subclause will define the optional features in the table for this API. They shall be negotiated using the extensibility mechanism defined in subclause 6.8.

General feature negotiation procedures are defined in subclause 6.8.

Table 7.x.8-1: Supported Features

	Feature number
	Feature Name
	Description

	
	
	

	
	
	


*** 5th Change ***

A.10 
CAPIF_Access_Control_Policy_API
One subclause is introduced per Service, with the corresponding OpenAPI 3.0.0 Document. 

*** End of Changes ***
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