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1. Introduction

UDR stores multiple types’ data, which are subscription data, policy data, structured data for exposure and application data. However, UDR only provides one Nudr_DataRepository service to all of the NF consumers, the figure-1 as described in TS29.504, shows the consumers and the Nudr interface. 
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Figure-1: Data storage architecture
As the clause 5.2 in TS 29.504 described, for the Nudr_DataRepository service, the following service operations are defined:

-
Nudr_DataRepository_Query

-
Nudr_DataRepository_Create

-
Nudr_DataRepository_Delete

-
Nudr_DataRepository_Update

-
Nudr_DataRepository_Subscribe

-
Nudr_DataRepository_Unsbscribe

-
Nudr_DataRepository_Notify
And as described in Table 5.2.12.1-1 in TS 23.502, 
	NF service
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Unified Data Management (UDM)
	Query
	Request/Response
	UDM, PCF, NEF (PFDF)

	
	Create
	Request/Response
	NEF (PFDF)

	
	Delete
	Request/Response
	NEF (PFDF)

	
	Update
	Request/Response
	UDM, PCF, NEF (PFDF)

	
	Subscribe
	Subscribe/Notify
	UDM, PCF, NEF (PFDF)

	
	Unsubscribe
	
	UDM, PCF, NEF (PFDF)

	
	Notify
	
	UDM, PCF, NEF (PFDF)


It implies that some service operations cannot be invoked by some NF(s), such as create and delete operations cannot be invoked by some of the NF consumers (e.g. UDM, PCF) through the Nudr interface.
In summary, in order to guarantee the safety of data access, it is necessary to discuss the potential mechanism for data access authority. 
Observation-1: Different NF consumers should have different authorities for service invocation and data access.
There are two kinds of authorities for the NF consumers.

1) For a particular service operation, it may not be applicable to all of the Nudr interface consumers. 

2) For a particular data set or data subset, we need the authority management to allow the legal consumer to access appropriate data.
If there is an illegal service invocation request or data access request initiated by a NF consumer, the failure response should be returned with explicit cause.
Observation-2: There should be clear and enough information in the request or subscribe operation, in order to let UDR distinguish the illegal request and refuse it.
The operation should include clear information to indicate the NF type of the consumer, to identify the operation name and the requested data type and the resource/data identifier.
2. Discussion and Proposals
With respect to observation-1, we need identify the authorities of service operations for different Nudr service consumers, and define the strict data access authorities for the consumers in order to guarantee the data safety. And all the work relies on the specified data modeling of the different data types. Meanwhile, we need figure out whether there are data overlaps between different data types. After that, we could have data access mapping relations between the consumers and the defined data subset. What we can do first is to find out whether some subscription data are needed in other data types (e.g. policy data, structured data for exposure). 
Proposal-1: Specify the subscription data model in 3GPP TS 29.505 or 3GPP TS 23.008 and identify the data overlaps in 3GPP TS 29.519 to make sure whether NEF or PCF need the authority to access subscription data directly. 
Proposal-2: Specify the service operation authority for each Nudr service consumer in 3GPP TS 29.504 and specify the detail data access authorities in 3GPP TS 29.505 and 3GPP TS 29.519.
With respect to observation-2, we need design a common mechanism for the service operation to indicate the enough information to let UDR distinguish the illegal request and refuse the request. We need define a common HTTP request method and include the necessary information (e.g. NF type, service operation info, requested data type etc.) in the appropriate place of the HTTP message. 
Proposal-3: Specify the common mechanism for the service operation in 3GPP TS 29.504 to indicate the clear and enough information to let UDR distinguish the illegal request.
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