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*** 2nd Change ***
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GC
5G Core Network

5QI
5G QoS Identifier
AF
Application Function

AMBR
Aggregate Maximum Bit Rate

AMF
Access and Mobility Management Function

AN
Access Network

APN
Access Point Name

ARP
Allocation and Retention Priority

BSF
Binding Support Functionality

BSON
Binary JSON

CBOR
Concise Binary Object Representation

CDDL
Concise Data Definition Language

DEI
Drop Eligible Indicator

DHCP
Dynamic Host Configuration Protocol

DL
Downlink

DN
Data Network

DNAI
Data Network Access Identifier

DNN
Data Network Name

DTLS
Datagram Transport Layer Security

EPC
Evolved Packet Core

GBR
Guaranteed Bit Rate

GPSI
Generic Public Subscription Identifier

HATEOAS
Hypermedia As The Engine Of Application State

HTTP
Hypertext Transfer Protocol

IDL
Interface Definition Language

JSON
JavaScript Object Notation

MAC
Media Access Control

MBR
Maximum Bit Rate

MPS
Multimedia Priority Service
N3IWF
Non-3GPP InterWorking Function
NBIFOM
Network Based IP Flow Mobility

NEF
Network Exposure Function

NF
Network Function

NSSAI
Network Slice Selection Assistance Information

NWDAF
Network Data Analytics Function

OCS
Online Charging System

PCC
Policy and Charging Control

PCF
Policy Control Function

PCP
Priority Code Point

PEI
Permanent Equipment Identifier

PFDF
Packet Flow Description Function

QFI
QoS Flow Identifier

QNC
QoS Notification Control

QoS
Quality of Service

REST
Representational State Transfer

RFSP
RAT Frequency Selection Priority

RPC
Remote procedure call

RQI
Reflective QoS Indicator
SCTP
Stream Control Transmission Protocol

SDF
Service Data Flow

SMF
Session Management Function

S-NSSAI
Single Network Slice Selection Assistance Information

SSC
Session and Service Continuity

SUPI
Subscription Permanent Identifier

TA
Tracking Area

TAI
Tracking Area Identity

TCP
Transmission Control Protocol

TLS
Transport Layer Security

UDM
Unified Data Management

UDP
User Datagram Protocol

UDR
Unified Data Repository

UL
Uplink

UPF
User Plane Function

URSP
UE Route Selection Policy

VID
VLAN Identifier

VLAN
Virtual Local Area Network
*** 3rd Change ***
10
Interworking with DN (DHCP)

10.1
General

In current LAN environments the most commonly used configuration protocol is DHCP (Dynamic Host Configuration Protocol, RFC 2131 [aa]) and DHCPv6 (Dynamic Host Configuration Protocol for IPv6, IETF RFC 3315 [dd]). It provides a mechanism for passing a large set of configuration parameters to hosts connected to a TCP/IP network (IP address, sub-net mask, domain name, MTU, etc.) in an automatic manner. Moreover DHCP may assign IP addresses to clients for a finite lease time, allowing for sequential reassignment of addresses to different users. 

The lease time is chosen by the administrator of the DHCP server (in the external network), and is therefore out of the scope of the present document.

The 3GPP network may obtain IP address via external DHCP server during the PDU establishment procedure, the SMF acts as a DHCP client towards the external DHCP server.
For 3GPP access networks, the SMF acts a DHCP server towards the UE and it acts as a DHCP client towards the external DHCP server. For non-3GPP access networks, the N3IWF acts a DHCP server towards the UE and the SMF acts as a DHCP client towards the external DHCP server.
In the following cases the PDU session associated with the allocated IPv4 address or IPv6 prefix shall be released:

-
if the DHCP lease expires;

-
if the DHCP renewal is rejected by the DHCP server;

-
if the IP address is changed during the renewal process. Usually when the lease is renewed, the IP address remains unchanged. However, if for any reason (e.g. poor configuration of the DHCP server), a different IP address is allocated during the lease renewal process the associated PDU session shall be released.
10.2
DN interworking Model of SMF for DHCP


A DHCP client shall be located in the SMF used for interworking with the IP network as illustrated in figure 10.2-1.
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Figure 10.2-1: The protocol stacks for the N6 reference point for DHCP

The DHCP client function in the SMF shall be used to allocate IPv4 address or IPv6 prefix to the UE and/or to configure associated parameters via external DHCP servers. The SMF shall have both DHCPv4 and DHCPv6 client functions.
The procedures where the DHCP client function in the SMF is used are further described in 3GPP TS 23.501 [2]. The procedures are IPv4 address allocation and IPv4 parameter configuration via an external DHCPv4 server; IPv6 Prefix allocation via stateless address autoconfiguration; and IPv6 parameter configuration via stateless DHCPv6. These procedures are detailed in the subclauses below.
10.2.1
IPv4 Address allocation and IPv4 parameter configuration via DHCPv4


The UE may obtain the IPv4 address and/or its configuration parameters at or after the initial access signalling (i.e. Nsmf_PDUSession_CreateSMContext) to the 3GPP network. The request for IPv4 address and/or configuration parameters from the UE may trigger the SMF acting as a DHCPv4 client to request the IPv4 address and/or configuration parameters from an external DHCPv4 server and deliver them to the UE. The DHCPv4 functions in the SMF, the UE and the external DHCPv4 server shall be compliant to IETF RFC 2131 [aa], IETF RFC 1542 [bb] and IETF RFC 4039 [cc]. 

The following system procedure describes the successful IPv4 address allocation and parameter configuration signalling flow between the SMF and the external DHCPv4 server as depicted in figure 10.2.1-1. For a detailed description of the DHCPv4 messages, refer to IETF RFC 2131 [aa], IETF RFC 1542 [bb] and IETF RFC 4039 [cc].

1)
The DHCPv4 client function in the SMF sends a DHCPDISCOVER as an IP limited broadcast message, i.e. the destination address 255.255.255.255, towards the external DN. If the SMF has the DHCPv4 server IP addresses configured for the DNN, the DHCPDISCOVER shall be send as unicast (or even multicast) to the external DHCPv4 servers.
2)
Upon receiving the DHCPDISCOVER request message, the external DHCPv4 servers reply by sending a DHCPOFFER message including an offered IP address. Several DHCPOFFER messages may be received by the SMF if multiple DHCPv4 servers respond to the DHCPDISCOVER. 

3)
The DHCPv4 client function in the SMF processes the messages and sends a DHCPREQUEST towards the selected external DHCPv4 server.

NOTE 1:
If the optimized signalling (Rapid Commit Option) is used as per IETF RFC 4039 [cc], the messages 2-3 can be eliminated. 

4)
Upon receiving the DHCPREQUEST message, the selected external DHCPv4 server acknowledges the address allocation by sending a DHCPACK containing the lease period (T1), the time-out time (T2) and the configuration information requested in DHCPREQUEST. The SMF stores the allocated IPv4 address, the lease timers and the configuration parameters. The SMF shall further deliver the IPv4 address and the configuration parameters to the UE by SM NAS message.
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Figure 10.2.1-1: The signalling flow for IPv4 address allocation and parameter configuration using DHCPv4

Figure 10.2.1-2 is a signalling flow for IPv4 address lease renew by using DHCPv4 protocol as specified in IETF RFC 2131 [aa].

1)
The DHCPv4 client function in the SMF sends a unicast DHCPREQUEST towards the external DHCPv4 server to extend the lease period of the allocated IPv4 address.

2)
The external DHCPv4 server replies with a DHCPACK message confirming the renewed lease and the T1 and T2 timers are restarted.
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Figure 10.2.1-2: The signalling flow for IPv4 address lease renew using DHCPv4
10.2.2
IPv6 Prefix allocation via IPv6 stateless address autoconfiguration via DHCPv6


When the IPv6 prefix is allocated from the external DN, the SMF is responsible to obtain the IPv6 prefix for external DN, allocate and release the IPv6 prefix. The SMF may use DHCPv6 to obtain the IPv6 prefix from the external DN. In this context, the SMF shall act as a DHCP client as per IETF RFC 3315 [dd] towards the external DHCPv6 server.

The following system procedure describes the signalling flows for the IPv6 Stateless Address Autoconfiguration procedures for 5G system. The procedures are based on the descriptions in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3].
1.
UE initiates the PDU Session Establishment procedure, indicating IPv6 address is required.

2.
The AMF sends PDU Session Establishment Request in Nsmf_PDUSession_CreateSMContext to the SMF.

3.
The SMF may retrieve IPv6 prefix using DHCPv6 mechanism. This procedure is performed when an external DN allocates an IPv6 prefix, the signaling between the SMF and external DN is exchanged via UPF which is omitted in the figure.

4.
The SMF sends PDU Session Establishment Accept included in Namf_Communication_N1N2MessageTransfer to the AMF. It includes the IPv6 prefix.

5.
The AMF sends PDU Session Establishment Accept message to the UE without the IPv6 prefix. The UE shall ignore the IPv6 prefix if it receives it in the message.
6.
The UE may send a Router Solicitation to the SMF via the UPF to solicit a Router Advertisement message.

7.
The SMF sends a Router Advertisement message to the UE via the UPF, solicited or unsolicited. It shall include an IPv6 prefix in Prefix Information option field of the message. The prefix is the same as the one in the PDU Session Establishment Accept message, if it is provided during the previous PDU Session Establishment procedure.
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Figure 10.2.2-1: IPv6 Stateless Address Autoconfiguration
10.2.3
IPv6 parameter configuration via stateless DHCPv6


A UE that has obtained an IPv6 address may use stateless DHCP to request other configuration information such as a list of DNS recursive name servers or SIP servers.
For 3GPP networks, when an external DHCPv6 server in a DN is used to obtain the requested parameters, the SMF acts as a DHCPv6 client towards the external DHCPv6 server while acting a DHCPv6 server towards the UE.

The IPv6 parameter configuration via stateless DHCPv6 function in the UE, the SMF and the external DHCPv6 Server shall be compliant to IETF RFC 3736 [ee]. The following system procedure describes the signalling flows for the IPv6 parameter configuration via stateless DHCPv6 procedures for 5G system. All messages in the following steps between the UE and the SMF are sent via the UPF.
1)
A Router Advertisement with the O-flag set, is sent from SMF to UE to indicate to it to retrieve other configuration information.

2)
The UE sends an INFORMATION-REQUEST message with the IP destination address set to the All_DHCP_Relay_Agents_and_Servers multicast address defined in the DHCPv6 IETF RFC 3315 [dd]. The source address shall be the link-local address of the UE. The DHCP relay agent in the SMF shall forward the message.

3)
DHCP servers receiving the forwarded INFORMATION-REQUEST message, reply by sending a RELAY‑REPLY message, with the "Relay Message" option including a REPLY message with the requested configuration parameters.


The UE chooses one of the possibly several REPLY messages and extracts the configuration information. 

[image: image5.wmf] 

U

E

 

Intranet or ISP

 

DHCP Server(s)

 

3. REPLY  (maybe several)

 

2. INFORMATION

-

REQUEST

 

1. Router Advertisement (  O

-

flag=1 )

 

SMF

 

DHCP Relay Agent

 

RELAY

-

FORWARD( INFORMATION

-

REQUEST )

 

RELAY

-

REPLY( REPLY )

 


Figure 10.2.3-1: DHCPv6 Other configuration signal flow
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