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-
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-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]
3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".
[5]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[6]
IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
[7]
IETF RFC 3579: "RADIUS (Remote Authentication Dial In User Service) Support For Extensible Authentication Protocol (EAP)".
[8]
IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".

[9]
IETF RFC 3162: "RADIUS and IPv6".

[10]
IETF RFC 4818: "RADIUS Delegated-IPv6-Prefix Attribute".

[11]
IETF RFC 5216: "The EAP-TLS Authentication Protocol".
[aa]
IETF RFC 2866: "RADIUS Accounting".
[bb]
IETF RFC 5176: "Dynamic Authorization Extentions to Remote Authentication Dial In User Service (RADIUS)".
[cc]
3GPP TS 23.003: "Numbering, addressing and identification".
*** Next Change ***
11.1
RADIUS procedures
11.1.1
RADIUS Authentication and Authorization

RADIUS Authentication and Authorization shall be used according to IETF RFC 2865 [8], IETF RFC 3162 [9] and IETF RFC 4818 [10]. For IPv4 or IPv6 PDU session type, besides PAP/CHAP authentication protocol as used in 3GPP TS 29.061 [5], multiple authentication methods using Extensible Authentication Protocol (EAP) may be used such as EAP-TLS (see IETF RFC 5216 [11]). The SMF shall also implement the RADIUS extension to support EAP as specified in IETF RFC 3579 [7].
The RADIUS client function may reside in an SMF. When the SMF receives an initial access request (i.e. Nsmf_PDUSession_CreateSMContext), the RADIUS client function may send the authentication information to a DN-AAA server, which is identified during the DNN provisioning.

The DN-AAA server performs authentication and authorization. The response (when positive) may contain network information, such as an IPv4 address or IPv6 prefix for the user when the SMF is interworking with the DN-AAA server.

The information delivered during the RADIUS authentication can be used to automatically correlate the user identity (e.g. SUPI) to the IPv4 address or IPv6 prefix, if applicable, assigned/confirmed by the SMF or the DN-AAA server respectively. The same procedure applies, in case of sending the authentication to a 'proxy' DN-AAA server.

For 5G, RADIUS Authentication is applicable to the initial access request. When the SMF receives an Access-Accept message from the DN-AAA server it shall complete the initial access procedure. If Access-Reject or no response is received, the SMF shall reject the initial access procedure with a suitable cause code.
The SMF may also use the RADIUS re-authorization procedure for the purpose of IPv4 address or IPv6 prefix allocation to the UE. The use cases that may lead this procedure are: 

-
IPv4 address or IPv6 prefix allocation after UPF selection during PDU session establishment procedure.

-
IPv6 prefix allocation during adding additional PDU Session Anchor procedure for IPv6 multi-homing.
Editor's note:
It is FFS whether authentication server needs to be notified concerning the IP address/prefix (de)allocation.

11.1.2
RADIUS Accounting


RADIUS Accounting shall be used according to IETF RFC 2866 [aa], IETF RFC 3162 [9] and IETF RFC 4818 [10].

The RADIUS accounting client function may reside in an SMF. The RADIUS accounting client may send information to a DN-AAA server, which is identified during the DNN provisioning. The DN-AAA server may store this information and use it to automatically identify the user. This information can be trusted because the 3GPP network has authenticated the subscriber (i.e. USIM card and possibly other authentication methods).
The SMF may use the RADIUS Accounting-Request Start and Stop messages during QoS flow (e.g. QoS flow associated with the default QoS rule) establishment and termination procedures, respectively.

The use of Accounting-Request STOP and in addition the Accounting ON and Accounting OFF messages may be used to ensure that information stored in the DN-AAA server is synchronised with the SMF information.

If the DN-AAA server is used for IPv4 address or IPv6 prefix assignment, then, upon reception of a RADIUS Accounting-Request STOP message for all QoS flows associated to a PDU session defined by DNN and SUPI or GPSI, the DN-AAA server may make the associated IPv4 address or IPv6 prefix available for assignment.

When an IPv4 address or IPv6 prefix (including any additional IPv6 prefix of IPv6 multi-homing) is allocated or re-allocated and if the SMF was required by the DN-AAA server to report such change during authentication procedure, the SMF shall, if applicable, use the accounting session that was established before to inform the DN-AAA server about the allocated IPv6 prefix by sending RADIUS Accounting-Request Interim-Update with Framed-IP-Address or Framed-Ipv6-Prefix attribute and its value field containing the allocated IPv4 address or IPv6 prefix. Similarly, the release of any additional IPv6 prefix of IPv6 multi-homing shall be indicated to the DN-AAA server by sending RADIUS Accounting-Request Interim-Update without the Framed-Ipv6-Prefix attribute.

In order to avoid race conditions, the SMF shall include a 3GPP Vendor-Specific sub-attribute "Session Stop indicator" when it sends the Accounting-Request STOP for the last QoS flow of a PDU session and the PDU session is terminated (i.e. the IPv4 address or IPv6 prefix and any associated GTP tunnel can be released). The DN-AAA server shall not assume the PDU session terminated until an Accounting-Request STOP with the Session Stop indicator is received.
*** Next Change ***
11.2
Message flows on N6 interface
Information flows for the RADIUS procedures.
Editor's note:
The message flows for different procedures (e.g. re-authorization) will be specified later.
11.2.1
Authentication, Authorization and Accounting procedures
When an SMF receives an initial access request (i.e. Nsmf_PDUSession_CreateSMContext) message for a given DNN, the SMF may (depending on the configuration for this DNN) send a RADIUS Access-Request message to an DN-AAA server. The DN-AAA server authenticates and authorizes the user. If the DN-AAA server is also responsible for IPv4 address or IPv6 prefix allocation, the DN-AAA server shall return the allocated IPv4 address or IPv6 prefix in the Access-Accept message.

The SMF may send a RADIUS Access-Request message with EAP extension and the DN-AAA may reply with an Access-Challenge message. The Access-Request and Access-Challenge messages may be exchanged in multiple times.
The SMF may initiate RADIUS re-authorization procedures for the purpose of IPv4 address or IPv6 prefix allocation (or renew the lease). In this case, the SMF shall set the Service-Type attribute to "Authorize Only" and the 3GPP-Allocate-IP-Type subattribute to the type of IP address to be allocated in the Access-Request message sent to the DN-AAA server. If the SMF is using DHCP signalling towards the UE and the DN-AAA server includes the Session-Timeout attribute in the Access-Accept, the SMF may use the Session-Timeout value as the DHCP lease time. The SMF shall not set the DHCP lease time value higher than the Session-Timeout value. The SMF may renew the DHCP lease to the UE without re-authorization towards the DN-AAA server providing that the new lease expiry is no later than the Session-Timeout timer expiry. If the SMF wishes to extend the lease time beyond the current Session-Timeout expiry, it shall initiate a new AAA re-authorization.
Even if the SMF was not involved in user authentication, it may send a RADIUS Accounting-Request (START) message to a DN-AAA server. This message may contain parameters, e.g. the tuple which includes the user ID and IPv4 address or IPv6 prefix, to be used by application servers (e.g. WAP gateway) in order to identify the user. This message also indicates to the AAA server that the user session has started. The session is uniquely identified by the Acct-Session-Id that is composed of the Charging ID and the SMF IP address.

If some external applications require RADIUS Accounting-Request (START) information before they can process user packets, then the selected DNN (SMF) may be configured in such a way that the UPF is instructed to drop user data until the Accounting-Response (START) is received from the AAA server. The SMF may wait for the Accounting-Response (START) before sending the final authentication response message in Namf_Communication_N1N2MessageTransfer service operation. The SMF may reject the initial access request if the Accounting-Response (START) is not received. The authentication and accounting servers may be separately configured for each DNN.
For IPv4 PDU type, if IPv4 address is allocated via DHCPv4 signalling between the UE and the DN-AAA after PDU session establishment, the SMF may wait to send the Accounting-Request (START) message until the UE receives its IPv4 address in a DHCPACK.

When the SMF receives a message indicating a QoS flow or PDU session release request and providing a RADIUS Accounting-Request (START) message was sent previously, the SMF shall send a RADIUS Accounting-Request (STOP) message to the DN-AAA server, which indicates the termination of this particular QoS flow or PDU session. The SMF shall immediately send the corresponding response (e.g. Nsmf_PDUSession_UpdateSMContext response) to the AMF, without waiting for an Accounting-Response (STOP) message from the DN-AAA server.

The DN-AAA server shall deallocate the IPv4 address or IPv6 prefix initially allocated to the subscriber, if there is no session for the subscriber.

Accounting-Request (ON) and Accounting-Request (OFF) messages may be sent from the SMF to the DN-AAA server to ensure the correct synchronization of the session information in the SMF and the DN-AAA server.

The SMF may send an Accounting-Request (ON) message to the DN-AAA server to indicate that a restart has occurred. The DN-AAA server may then release the associated resources.

Prior to a scheduled restart, the SMF may send Accounting-Request (OFF) message to the DN-AAA server. The DN-AAA server may then release the associated resources.

The following figure 11.2.1-1 is an example message flow to show the procedure of RADIUS Authentication and Accounting between an SMF and a DN-AAA server:
1.
UE initiates the PDU Session Establishment procedure, including authentication/authorization information.

2.
The AMF sends Nsmf_PDUSession_CreateSMContext Request including the authentication/authorization information to the SMF and the SMF responds to the service operation.


According to the configuration in the SMF, step 6 to step 9 are executed before step 3 if the SMF needs to send an EAP-Request message to the UE.

3.
If the N4 session has not been established before, the SMF triggers the N4 Session Establishment procedure to the UPF.

4.
The SMF sends the Access-Request message to the DN-AAA via the UPF, the message is forwarded from the SMF to the DN-AAA by the UPF in N4 user plane message.

5-10.
The DN-AAA responds with the Access-Challenge message to the SMF via the UPF, the message is forwarded from the DN-AAA to the SMF by the UPF in N4 user plane message. The authentication/authorization information is further transferred to UE via Namf_Communication_N1N2MessageTransfer service and NAS SM Transport message. UE responds to the received authentication/authorization data and such information is transferred in NAS SM Transport message and Nsmf_PDUSession_UpdateSMContext service, then finally sent to the DN-AAA by the SMF, via the UPF,  in the Access-Request message.

NOTE:
Step 5 to step 10 are optional and can be repeated depending on the authentication/authorization mechanism used (e.g. EAP-TLS).

11.
The UPF receives final result of authentication/authorization from the DN-AAA in the Access-Accept message, via the UPF.
12.
The SMF requests to start accounting by sending the Accounting-Request (START) message to the DN-AAA via the UPF.
13.
The SMF proceeds with the PDU session establishment procedure and includes the authentication/authorization information in Namf_Communication_N1N2MessageTransfer service.
14.
The DN-AAA responds with the Accounting-Response (START) message. The SMF may wait for the Accounting-Response (START) before sending the Namf_Communication_N1N2MessageTransfer request in step 13.
15.
The AMF sends the NAS PDU Session Establishment Request with the authentication/authorization information to the UE.
16.
The UE sends a NAS message Deregistration Request to the AMF.
17.
The AMF sends Nsmf_PDUSession_ReleaseSMContext Request to the SMF and the SMF responds to the service operation.

18-19. The AMF requests to stop accounting by sending the Accounting-Request (STOP) message to the DN-AAA via the UPF and the DN-AAA responds with the Accounting-Response (STOP) message.

Editor's note:
If AAA signalling is tunnelled in N4 user plane will be decided by CT4. 
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 Figure 12.2.1-1: RADIUS Authentication and Accounting example (successful case)
12.2.2
Accounting Update
Editor's note:
The message flow will be specified later.
12.2.3
DN-AAA initiated QoS flow termination

Editor's note:
The message flow will be specified later.
12.2.3
DN-AAA initiated re-authorization
Editor's note:
The message flow will be specified later.
*** Next Change ***
11.3
List of RADIUS attributes
11.3.1
General

RADIUS attributes as defined in subclause 16.4 of 3GPP TS 29.061 [5] are re-used in 5G with the following differences:

-
SMF and UPF replaces P-GW. GGSN and PPP PDP type related description are not applicable for 5G.
-
5G QoS flow replaces IP-CAN bearer and PDU session replaces IP-CAN session.

-
N6 replaces Gi/Sgi and UE replaces MS.
-
DNN replaces APN.
-
Detailed information needed for 5G compared to 3GPP TS 29.061 [5] is described below.

Editor's note:
Whether PCO/APCO is also applicable for 5G is FFS.

Table 11.3-1: Additional information needed for 5G compared to the RADIUS attributes defined in 3GPP TS 29.061 [5]

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement
	Applicable message

	79
	EAP-Message
	This attribute encapsulates EAP message (as defined in IETF RFC 3748 [6]) exchanged between the SMF and DN-AAA, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE
	Access-Request,

Access-Accept,

Access-Challenge,

Access-Reject,
CoA-Request,
CoA-ACK,
Disconnect-Request,
Disconnect-ACK

	80
	Message-Authenticator
	This attribute includes the message authenticator, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE
	Access-Request,

Access-Accept,

Access-Challenge,

Access-Reject,
CoA-Request,

CoA-ACK,

CoA-NAK

Disconnect-Request,

Disconnect-ACK,
Disconnect-NAK

	NOTE:
Shall be present if EAP is used.


Table 11.3-2: Different information needed for 5G compared to the RADIUS VSA defined in subclause 16.4.7 of 3GPP TS 29.061 [5]

	Sub-attr #
	Sub-attribute Name
	Differences

	1
	3GPP-IMSI
	Re-used.

	2
	3GPP-Charging-Id
	Re-used.

	3
	3GPP-PDP-Type
	For SMF, it has a new type with value 6 representing Ethernet. This sub-attribute represents PDU session type and only the values "0", "2", "4" and "6" are applicable.

	4
	3GPP-CG-Address
	Re-used.

	5
	3GPP-GPRS-Negotiated-QoS-Profile
	For SMF:

- <release indicator> "15"= Release 15 or higher.
- 5QI replaces QCI.

- The Session-AMBR replaces APN-AMBR.
Other differences are FFS.

	6
	3GPP-SGSN-Address
	It includes AMF IPv4 address.

	7
	3GPP-GGSN-Address
	It includes (home) SMF control plane IPv4 address.

	8
	3GPP-IMSI-MCC-MNC
	Re-used.

	9
	3GPP-GGSN-MCC-MNC
	MCC and MNC of the network the (home) SMF belongs to.

	10
	3GPP-NSAPI
	It identifies QFI.

	11
	3GPP-Session-Stop-Indicator
	Re-used.

	12
	3GPP-Selection-Mode
	Re-used.

	13
	3GPP-Charging-Characteristics
	Re-used.

	14
	3GPP-CG-Ipv6-Address
	Re-used.

	15
	3GPP-SGSN-Ipv6-Address
	It includes AMF IPv6 address.

	16
	3GPP-GGSN-Ipv6-Address
	It includes (home) SMF control plane IPv6 address.

	17
	3GPP-Ipv6-DNS-Servers
	Re-used.

	18
	3GPP-SGSN-MCC-MNC
	MCC and MNC of the network the AMF belongs to

	19
	3GPP-Teardown-Indicator
	Re-used.

	20 
	3GPP-IMEISV
	Re-used.

	21
	3GPP-RAT-Type
	5G RAT type is FFS.

	22
	3GPP-User-Location-Info
	5G specific information (e.g. gNodeB) is FFS.

	23
	3GPP-MS-TimeZone
	Re-used.

	24
	3GPP-CAMEL-Charging-Info
	Not applicable.

	25
	3GPP-Packet-Filter
	Re-used.

	26
	3GPP-Negotiated-DSCP
	Re-used.

	27
	3GPP-Allocate-IP-Type
	For SMF, only the values "0", "1" and "2" are applicable.

	28
	External-Identifier
	Re-used.

	29
	TWAN-Identifier
	Re-used.

	30
	3GPP-User-Location-Info-Time
	Re-used.


Editor's note:
Whether above vendor AVPs are applicable for 5G needs to be verified again with TS 29.502, e.g. TWAN Identifier can still be reported from the AMF to the SMF in Nsmf_PDUSession service.
RADIUS attributes related to the DN-AAA initiated re-authorization and authentication challenge are described in the following subclauses.
11.3.2
Change-of-Authorization Request (optionally sent from DN-AAA server to SMF)

Table 11.3.2-1 describes the attributes of the Change-of-Authorization Request message. Other RADIUS attributes may be used as defined in IETF RFC 5176 [bb].

Table 11.3.2-1: The attributes of the Change-of-Authorization Request message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username provided by the user (extracted from the PCO field received during PDN connection establishment). If no username is available a generic username, configurable on a per DNN basis, shall be present. If the User-Name has been sent in the Access-Accept message, this user-name shall be used in preference to the above
	String
	Optional

	6
	Service-Type
	Indicates the type of service for this user.
	17 (Authorize Only)
	Optional

	8
	Framed-IP-Address
	User IPv4 address
	Ipv4
	Conditional NOTE 2

	30
	Called-Station-Id
	Identifier for the target network
	DNN (UTF-8 encoded characters)
	Optional

	31
	Calling-Station-Id
	This attribute is the identifier for the UE, and it shall be configurable on a per DNN basis.
	MSISDN in international format according to 3GPP TS 23.003 [cc], UTF-8 encoded decimal character. (NOTE 5)
	Optional

	96
	Framed-Interface-Id
	User IPv6 Interface Identifier
	Ipv6
	Conditional

NOTE 1 NOTE 2

	44
	Acct-Session-Id
	User session identifier. 
	SMF IP address (IPv4 or IPv6) and Charging-ID concatenated in a UTF-8 encoded hexadecimal characters.
	Mandatory

	79
	EAP-Message
	This attribute encapsulates EAP message (as defined in IETF RFC 3748 [6]) exchanged between the SMF and DN-AAA, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE 3

	80
	Message-Authenticator
	This attribute includes the message authenticator, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE 3

	97
	Framed-Ipv6-Prefix
	User IPv6 prefix
	Ipv6
	Conditional NOTE 2

	123
	Delegated-Ipv6-Prefix
	Delegated IPv6 prefix to the user.
	Ipv6
	Conditional NOTE 4

	NOTE 1: 
Included if the prefix alone is not unique for the user. This may be the case, for example, if a static IPv6 address is assigned.

NOTE 2: 
Either IPv4 or IPv6 address/prefix attribute shall be present. The IP protocol version for end-user and network may be different.
NOTE 3:
Shall be present if EAP is used.
NOTE 4:
The delegated IPv6 prefix shall be present if the user was delegated an IPv6 prefix from a local pool.
NOTE 5: 
There are no leading characters in front of the country code.



11.3.3
Access-Challenge (sent from DN-AAA server to SMF)

Table 11.3.3-1 describes the attributes of the Change-of-Authorization Request message. Other RADIUS attributes may be used as defined in IETF RFC 2865 [8].
Table 11.3.3-1: The attributes of the Access-Challenge message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	27
	Session-Timeout
	Indicates the timeout value (in seconds) for the user session
	32 bit unsigned Integer
	Optional

	79
	EAP-Message
	This attribute encapsulates EAP message (as defined in IETF RFC 3748 [6]) exchanged between the SMF and DN-AAA, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE 2

	80
	Message-Authenticator
	This attribute includes the message authenticator, see IETF RFC 3579 [7] for details.
	String
	Conditional

NOTE 2

	NOTE 1: 
Included if the prefix alone is not unique for the user. This may be the case, for example, if a static Ipv6 address is assigned.

NOTE 2:
Shall be present if EAP is used.


*** End of Changes ***
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