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*** 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".
[aa]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[bb]
IETF RFC 5246, "The Transport Layer Security (TLS) Protocol Version 1.2".
[cc]
IETF RFC 2818, "HTTP over TLS".

[dd]
IETF RFC 2459, "Internet X.509 Public Key Infrastructure Certificate and CRL Profile".
[ee]
IETF RFC 6749, "The OAuth 2.0 Authorization Framework".

[ff]
IETF RFC 7235, "Hypertext Transfer Protocol (HTTP/1.1): Authentication".
*** 2nd Change ***

4.5
Procedures over T8 reference point
Editor's note: More procedures may need to be defined if they were defined in stage 2.

4.5.1x
Authentication Procedures

Authentication procedures shall be performed via TLS as specified by 3GPP TS 33.210 [aa] and IETF RFC 5246 [bb]. The SCS/AS shall act as the TLS client and the SCEF as the TLS server when the SCS/AS requests new services and capabilities that provided by 3GPP network capabilities. Similarly, the SCEF shall act as the client when the SCEF wishes to send reports to the SCS/AS. All of the following procedures require the authentication procedure to be completed successfully.

4.5.2x
Authorization Procedures

The authorization procedure shall be done using OAuth as specified by IETF RFC 5246 [bb]. The TLS client shall act as the OAuth client and SCEF shall act as the server. All following procedures shall use the Access Token provided by the SCEF during authorization. Any unauthorized procedure in the following shall be responded with a corresponding error code.

*** 3rd Change ***
6
Security
6.1

Overview

All T8 traffic shall only be send over secured transport channels that are established after successful authentication and authorization as described in subclauses 5. 

6.2

Authentication & Authorization

HTTP over TLS,IETF RFC 2818 [cc], shall be used to authenticate both ends of the connection. The TLS 1.2 as specified in IETF RFC 5246 [bb] protocol shall be used. Both client and server shall refuse connections that do not use TLS version 1.2. The authentication shall be performed using valid X.509 certificates as defined in IETF RFC 2459 [dd]. Both client and server shall validate the certificate of their peer using a trusted certificate authority before establishing the secure connection. 

OAuth 2.0 as specified in IETF RFC 6749 [ee] shall be used to authorize all requests over the T8 interface. Prior to any operations on the T8 interface, the client shall obtain an access token by authorizing with the SCEF using the following URL path:

/v1.0/authorization

Both client and server shall at least support the HTTP Basic authentication scheme as defined in IETF RFC 7235 [ff]. After successful authorization, the client will receive an OAuth2.0 access token.

Editor’s Note: 3GPP Working Group SA3 shall clarify the detail procedures for authentication and authorization.

6.3
Securing the APIs

The client shall use the access token with all T8 API requests and as long as it is valid. The access token shall be provided as part of the HTTP Authorization header field. The SCEF shall verify the validity of the provided access token and the grants that are associated with it.
*** End of Changes ***
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