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*** 1st Change ***
2
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*** 2nd Change ***

4.4.1
Request for PFDs("Pull mode")

At the time an ADC Rule with an application identifier for which PFDs are not available is activated or provisioned, or when the caching timer for an application identifier elapses and an ADC Rule for the application identifier is still active, the PCEF shall request all PFDs for the application identifier from the PFDF. The PCEF may request the PFDs for the application identifier(s) which caching timers have not elapsed in the same request.
The PCEF shall send an HTTP POST message to the PFDF to pull the PFDs for a set of application identifier(s). The PCEF shall provide the representation of those application identifier(s) within the body of the HTTP POST. Upon receipt of the HTTP POST for the pull operation, the PFDF shall respond to the PCEF indicating whether the pull operation was successful or not by using one of the HTTP status codes; if the pull operation is successful, the PFDF shall also include the PFDs of the specified application identifier(s) from the request within the body of the HTTP response.
Editor’s note: HTTP status codes are FFS.
*** 3rd Change ***

5.4.1
Request for PFDs ("Pull mode")

At the time an ADC Rule with an application identifier for which PFDs are not available is activated or provisioned, or when the caching timer for an application identifier elapses and an ADC Rule for the application identifier is still active, the TDF shall request all PFDs for the application identifier from the PFDF. The TDF may request the PFDs for the application identifier(s) which caching timers have not elapsed in the same request.

The TDF shall send an HTTP POST message to the PFDF to pull the PFDs for a set of application identifier(s). The TDF shall provide the representation of those application identifier(s) within the body of the HTTP POST. Upon receipt of the HTTP POST for the pull operation, the PFDF shall respond to the TDF indicating whether the pull operation was successful or not by using one of the HTTP status codes; if the pull operation is successful, the PFDF shall also include the PFDs of the specified application identifier(s) from the request within the body of the HTTP response.
Editor’s note:  HTTP status codes are FFS.
*** 4th Change ***

6.1
Introduction
The following layers of the protocol stack for the Gwn reference point between PFDF and PCEF are described in subclauses:

· TCP as defined in IETF RFC 793 [6] provides the communication service at the transport layer.

· An optional communication security layer can be added between the transport and the application delivery layer (see subclause 6).

· The application delivery layer provides the transport of the specific application communication data using HTTP as defined in IETF RFC 2616 [7].

· The specific application communication layer constitutes the transport of the JSON content type. 

Figure 6.1.1 illustrates the protocol stack of the RESTful Gw reference point.
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Figure 6.1.1: Protocol stack of the Gw reference point
6.2
Transport layer 
HTTP is layered over TCP, which provides a reliable transport.

If the "Pull mode" is deployed, then the PCEF shall act as an HTTP client and the PFDF shall act as an HTTP server. In this case, the PCEF shall initiate a TCP connection with the PFDF.
Editor’s note: The roles of the PCEF and PFDF in the "Push mode" are FFS.
6.3 
Application delivery layer

6.3.1
Methods

Methods indicate to the server what action has to be performed. Every HTTP request message has a method. The following HTTP methods can be used [9]:

-
POST:

-
Used to pull the PFDs for a set of application identifier(s). 

Every HTTP request results in a response message that comes back with a status code and further information in its body, if required. The PCEF waits for this response before initiating a further request.
6.3.2
Resources and URI design
The Gw session is a stateless, i.e. the session is terminated when each HTTP transaction is completed. 
The URI design shall be based on the structure defined in IETF RFC 3986 [a]:

scheme ":" hier-part [ "?" query ] [ "#" fragment ]
hier-part   = "//" authority path-abempty
/ path-absolute
/ path-rootless
/ path-empty
The scheme may be HTTP or HTTPS for the REST Gw interface. Within a scheme the definition of names shall follow the rules of HTTP URIs. Host and port are the main parts of the authority. 

For the REST Gw interface, the following required parts of the URI shall be used as follows:

· scheme: The application delivery layer protocol "http" or "https".

· authority: It includes the server address and optionally a port as follows: host [":" port] 

· path-absolute: The path-absolute should have the following ABNF: "/" mainapp "/" mainresource, where for this release, "mainapp” is "gwapplication" and "mainresource" is "sessions".

NOTE: A different path can be used when the Resource URI is preconfigured in the PCEF. 
An example of the URI to identify the "sessions" main resource is: http://pfdfserver.example.com/gwapplication/sessions.
6.3.3
HTTP request/response formats

6.3.3.1
General

Pull mode PFD retrieve is performed through HTTP transactions consisting of a request initiated by the PCEF and its corresponding response provided by the PFDF.

Table 6.3.3.1-1 summarizes the content of the requests and responses. More detailed information is specified in the corresponding subclauses as indicated in the table.

Table 6.3.3.1-1: Gwn requests/response summary table
	Method
	Resource URI’s path

(NOTE 1)
	Clause Defined
	Request body
	Response body

	POST 
	/application/sessions
	6.3.3.2
	Content-Type: application/json

The PCEF shall include the data in the body of the request using the schema defined in Annex B.1.
	The PFDF shall include the data in the body of the response using the schema defined in Annex B.2.


6.3.3.2
POST /stapplication/sessions

The establishment of a session shall be performed by the PCRF by using the POST method as follows:

-
the request URI formatted as defined in subclause 5.3.2 with the "path" part set to: /stapplication/sessions.

-
the Content-Type header field set to "application/json"
-
the body of the message encoded in JSON format as defined in Annex B.1.

The PCEF sets the URI based on the pre-configuration at the PCEF. 
Upon receipt of the HTTP POST, the PFDF shall respond to the PCEF with the pfd rule in the body of the response as defined in Annex B.2.
6.4
Specific application communication

6.4.1
General

Specific application communication represents the presentation of application data structures by transforming data into the form that the application accepts. It establishes the context between application-layer entities.

Note: This release only supports the content type JSON
6.4.2
Content type 

The body of  HTTP messages shall be in JSON format. The content of the JSON text is defined in subclause 5.4.3 and Annex B.

The MIME media type that shall be used within the Content-Type header field is “application/json” as defined in  IETF RFC 7159 [b].

6.4.3
JSON pull mode request fields
6.4.3.1
General

Table 6.4.3.1.1 describes the JSON fields used within the body of the HTTP messages representing the session information for the pull mode request. The table includes the information about the name of the field, the type of the fields and the applicability of the JSON field.
Table 6.4.3.1.1: GwSpecific JSON fields
	
	
	
	
	Applicability 

	Field Name
	Subclause defined
	JSON Value Type (NOTE 1)
	JCR Type (NOTE 2)
	

	application-identifier
	6.4.3.2
	string
	string
	

	NOTE 1:
The basic JSON value types are defined in IETF RFC 7159 [b].
NOTE 2:   The JCR types are defined in IETF draft-newton-json-content-rules [c].


6.4.3.2
application-identifier
The application-identifier is of type string. It references the application detection filter defined at the PCEF. 
6.4.4
JSON pull mode response fields
6.4.4.1
General

Table 6.4.4.1.1 describes the JSON fields used within the body of the HTTP messages representing the session information for the pull mode response. The table includes the information about the name of the field, the type of the fields and the applicability of the JSON field.
Table 6.4.6.1.1: St Specific JSON fields
	
	
	
	
	Applicability 

	Field Name
	Subclause defined
	JSON Value Type (NOTE 1)
	JCR Type (NOTE 2)
	

	pfdrules
	6.4.6.2
	object
	object
	

	application-identifier
	6.4.6.3
	string
	string
	

	pfd
	6.4.6.4
	string
	string
	

	pfd-identifier
	6.4.4.5
	string
	string
	

	NOTE 1:
The basic JSON value types are defined in IETF RFC 7159 [b].
NOTE 2:   The JCR types are defined in IETF draft-newton-json-content-rules [c]. 


6.4.4.2
pfdrules
The pfdrules field is of type object. It contains all of the associations between the application id and the pdf defined in the JSON body. 
The following defines the content of thep pfdrules:
The application-identifier, pdf-identifier and pfd fields shall be included within the pfdrules.
Below are the JCR for the pfd rule:
$pfdrule =  // : {

                    $application-identifier,

  $pfd-identifier,

  $pfd
}
6.4.4.3
application-identifier
The application-identifier is of type string. It references the application detection filter defined at the PCEF. 
6.4.4.4
pfd
The pfd field is of type string, it defines a template to enable detection of IP-flows to identify a service provided by an ASP. The template includes, for example, a 3-tuple including protocol, server side IP address and port number or the significant parts of the URL to be matched, e.g. host name. 
If it contains the IP packet filter, the content has the same encoding as the IPFilterRule AVP value as defined in IETF RFC 3588 [d]. All limitations applicable to the Flow-Description AVP in subclause 5.4.2 of 3GPP TS 29.212 [e] apply to this field. 
6.4.4.5
pfd-identifier

The pfd-identifier is of type string. It identifies a pfd in the scope of application identifier.
*** 5th Change ***

7
Gwn protocol

7.1
Introduction
The following layers of the protocol stack for the Gwn reference point between PFDF and TDF are described in subclauses:

· TCP as defined in IETF RFC 793 [6] provides the communication service at the transport layer.

· An optional communication security layer can be added between the transport and the application delivery layer (see subclause 6).

· The application delivery layer provides the transport of the specific application communication data using HTTP as defined in IETF RFC 2616 [7].

· The specific application communication layer constitutes the transport of the JSON content type. 

Figure 7.1.1 illustrates the protocol stack of the RESTful Gwn reference point.
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Figure 7.1.1: Protocol stack of the Gwn reference point

7.2
Transport layer 
HTTP is layered over TCP, which provides a reliable transport.

If the "Pull mode" is deployed, then the TDF shall act as an HTTP client and the PFDF shall act as an HTTP server. In this case, the TDF shall initiate a TCP connection with the PFDF.
Editor’s note: The roles of the TDF and PFDF in the "Push mode" are FFS.
7.3 
Application delivery layer

Functionalities of application delivery layer of Gwn reference points are same as the ones of Gw reference points defined in subclause 6.3 except the TDF acts as a client.
7.4
Specific application communication

Functionalities of specific application communication of Gwn reference points are same as the ones of Gw reference points defined in subclause 6.4 except the TDF acts as a client.
*** 6th Change ***

Annex B (normative): JSON Schema

B.1
JSON pull mode request schema

This subclause defines the JSON schema for the body of HTTP requests for pull mode The schema is based on IETF draft-newton-json-content-rules [c] and is defined below:

# jcr-version 0.7

# ruleset-id 3gpp.gwapplication.pullrequest
; JCR based on draft v7 for the pull mode request boby
$pullrequest-root = @{root}{   $application-identifier }
; Resource fields definitions

; The detected application traffic id in the PCEF
$application-identifier = " application-identifier " : string

B.2
JSON pull mode request schema
This subclause defines the JSON schema for the body of HTTP response for pull mode. The schema is based on IETF draft-newton-json-content-rules [16] and is defined below:
# jcr-version 0.7

# ruleset-id 3gpp.gwapplication.pullresponse
; A JCR based on draft v7 for the the pull mode response boby 
$ pullresponse-root = @{root} { $pfdrules }
; The pfd rule

$pfdrule = // : {

  $application identifier,

  $pfd-identifier,

  $pfd
}
; The detected application traffic id in the PCEF
$ application-identifier = " application-identifier" : string
; The identifier of the pfd
$ pfd-identifier = " pfd-identifier" : string
; a template to enable detection of IP-flows to identify a service provided by an ASP
$ pfd = " pfd" : string
*** End of Changes ***
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