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*** 1st Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.203: "Policy and Charging Control Architecture"

[3]
3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".
[4]
3GPP TS 29.213: "Policy and charging control signalling flows and Quality of Service (QoS) parameter mapping"

[5]
3GPP TS 29.214: "Policy and charging control over Rx reference point"

[6]
IETF RFC 6733: "Diameter Base Protocol".

[7]
3GPP TS 29.229: "Cx and Dx interfaces based on the Diameter protocol; Protocol details"
[8]
IETF RFC 4960: "Stream Control Transmission Protocol".
[9]
3GPP TS23.003:
"Numbering, addressing and identification".
[10]
3GPP TS 23.261: "IP flow mobility and seamless Wireless Local Area Network (WLAN) offload; Stage 2".
[11]
Void.

[12]
Void.
[13]
3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC); Stage 2".
[14]
Broadband Forum TR-203: "Interworking between Next Generation Fixed and 3GPP Wireless Access".

[15]
Broadband Forum TR-134: "Policy Control Framework".

[16]
Broadband Forum TR-146: "Subscriber Sessions".

[17]
DSL Forum TR-059: "DSL Evolution – Architecture. Requirements for the Support of QoS-Enabled IP Services", September 2003
[18]
3GPP TS 23.402: "Architecture Enhancements for non-3GPP accesses".
[19]
IETF RFC 4006: "Diameter Credit Control Application".
[20]
3GPP TS 23.007: "Restoration Procedures".
[21]
Void.
[22]
3GPP TS 29.274: "3GPP Evolved Packet System. Evolved GPRS Tunnelling Protocol for EPS (GTPv2)".
[23]
3GPP2 X.S0057-B: "E-UTRAN – eHRPD Connectivity and Interworking: Core Network Aspects".
[24]
IETF RFC 7683: "Diameter Overload Indication Conveyance".

[25]
IETF RFC 4005: "Diameter Network Access Server Application".
[26]
3GPP TS 23.161: "Network-based IP flow mobility and Wireless Local Area Network (WLAN) offload; Stage 2".

[27]
IETF draft-ietf-dime-drmp-07: "Diameter Routing Message Priority".

Editor's note:
The above document cannot be formally referenced until it is published as an RFC.

*** 2nd Change ***

4.1
Overview

The S9 reference point is used in roaming scenarios involving a HPLMN and a VPLMN. Two main roaming scenarios are considered: visited access (PCEF in VPLMN and AF in VPLMN or HPLMN) and home-routed access (PCEF in HPLMN and AF in the HPLMN).

Two Diameter applications are used over the S9 reference point: S9 and Rx. The purpose of the S9 Diameter application is to install PCC rules or QoS rules generated in the HPLMN into the VPLMN and transport the events that may occur in the VPLMN to the HPLMN. Additionally, the S9 Diameter application is used to install ADC rules generated in the HPLMN into the VPLMN and transport the application detection and control information from the VPLMN to the HPLMN, when the H-PCRF and the V-PCRF both support the Application Detection and Control feature. When the AF is in the VPLMN, Rx is used over the S9 reference point to exchange service session information from the V-PCRF to the H-PCRF.

The AF exchanges session information with the H-PCRF or V-PCRF as specified in 3GPP TS 29.214 [5]. The PCRF (H-PCRF and/or V-PCRF) exchanges PCC rules and QoS rules with the PCEF and BBERF respectively as specified in 3GPP TS 29.212 [3]. Additionally, the PCRF (H-PCRF and/or V-PCRF) exchanges ADC rules (for solicited application reporting) and application detection notifications with the TDF as specified in 3GPP TS 29.212 [3].
NOTE:
In case of TDF and visited access, the V-PCRF extracts ADC Rules from the received PCC Rules.
Signalling flows related to all the PCC reference points (Gx, Gxx, Rx, Sd and S9) are specified in 3GPP TS 29.213 [4].
Diameter messages over the S9 reference point shall make use of SCTP [8].
Refer to Annex G of 3GPP TS 29.213 [4] for Diameter overload control procedures over the S9 interface.

Refer to Annex J of 3GPP TS 29.213 [4] for Diameter message priority mechanism procedures over the S9 interface. 
Refer to Annex Y of 3GPP TS 29.213 [4] for Diameter base protocol specification update over the S9 interface.
*** 3rd Change ***

5.2
Initialization, maintenance and termination of connection and session

The initialization and maintenance of the connection between each V-PCRF/H-PCRF pair is defined by the underlying protocol. Establishment and maintenance of connections between Diameter nodes is described in IETF RFC 6733 [6].

After establishing the transport connection, the V-PCRF and the H-PCRF shall advertise the support of the S9 specific Application by including the value of the application identifier in the Auth-Application-Id AVP and the value of the 3GPP (10415) in the Vendor-Id AVP of the Vendor-Specific-Application-Id AVP contained in the Capabilities‑Exchange-Request and Capabilities-Exchange-Answer commands. The Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands are specified in the Diameter Base Protocol (IETF RFC 6733 [6]).

The termination of the S9 Diameter session can be initiated either by the V-PCRF or H-PCRF, as specified in subclauses 4.5.2 and 4.5.3.
In case of roaming, when S9 protocol is used for 3GPP accesses, a V-PCRF shall use, by default, the IMSI (MNC and MCC values) of the user provided over Gxc/Gx to construct the EPC Home Network Realm/Domain, as indicated in 3GPP TS 23.003 [9], clause 19.2, and use it as Destination-Realm. However the V-PCRF may alternatively determine the Destination-Realm based on slocal configuration within the V-PCRF.  This configuration follows specific roaming agreement between the visited and the home operators.
*** 4th Change ***

5.3.0
General

Table 5.3.0.1 describes the Diameter AVPs defined for the S9 reference point, their AVP Code values, types, possible flag values, whether or not the AVP may be encrypted and the applicability of the AVPs to charging control, policy control or both. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).
Table 5.3.0.1: S9 specific Diameter AVPs

	
	AVP Flag rules (note 1)
	
	
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (note 2)
	Must
	May
	Should not
	Must not
	May Encr.
	Acc. type
	Applicability (note 3)

	DRA-Deployment
	2206
	5.3.7
	Enumerated
	V
	P
	
	M
	Y
	Non-3GPP-EPS

3GPP-EPS
	PC

EPC-routed

	Multiple-BBERF-Action
	2204
	5.3.6
	Enumerated
	M,V
	P
	
	
	Y
	All
	PC

	Subsession-Decision-Info
	2200
	5.3.1
	Grouped
	M,V
	P
	
	
	Y
	All
	Both

	Subsession-Enforcement-Info
	2201
	5.3.2
	Grouped
	M,V
	P
	
	
	Y
	All 
	Both

	Subsession-Id
	2202
	5.3.3
	Unsigned32
	M,V
	P
	
	
	Y
	All
	Both

	Subsession-Operation
	2203
	5.3.4
	Enumerated
	M,V
	P
	
	
	Y
	All 
	Both

	DRA-Binding
	2208
	5.3.x
	Enumerated
	V
	P
	
	M
	Y
	Non-3GPP-EPS

3GPP-EPS
	PC

EPC-routed

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [6].

NOTE 2:
The value types are defined in IETF RFC 6733 [6].

NOTE 3:
AVPs marked with “CC” are applicable to charging control, AVPs marked with “PC” are applicable to policy control and AVPs marked with “Both” are applicable to both charging control and policy control.


*** 5th Change ***

5.5.1
S9 Application

S9 Messages are carried within the Diameter Application(s) described in clause 5.1.

Existing Diameter command codes from the Diameter base protocol IETF RFC 6733 [6] and the Diameter Credit Control Application RFC 4006 [19] are used with the S9 specific AVPs specified in clause 5.3. The Diameter Credit Control Application AVPs and AVPs from other Diameter applications that are re-used are defined in clause 5.4. Due to the definition of these commands there is no possibility to skip the Auth-Application-Id AVP and use the Vendor-Specific-Application-Id AVP instead. Therefore the S9 application identifier shall be included in the Auth-Application-Id AVP.

NOTE:
Some of the AVPs included in the messages formats below are in bold to highlight that these AVPs are used by this specific protocol and do not belong to the original message definition in the DCC Application RFC 4006 [19] or Diameter Base Protocol IETF RFC 6733 [6].

*** 6th Change ***

5.6
S9 specific Experimental-Result-Code AVP values

5.6.1
General

IETF RFC 6733 [6] specifies the Experimental-Result AVP containing Vendor-ID AVP and Experimental-Result-Code AVP. The Experimental-Result-Code AVP (AVP Code 298) is of type Unsigned32 and contains a vendor-assigned value representing the result of processing a request. The Vendor-ID AVP shall be set to 3GPP (10415).

5.6.2
Success

Result Codes that fall within the Success category are used to inform a peer that a request has been successfully completed.

The Result-Code AVP values defined in Diameter BASE IETF RFC 6733 [6] shall be applied.

5.6.3
Permanent Failures

Errors that fall within the Permanent Failures category shall be used to inform the peer that the request failed, and should not be attempted again.

The Result-Code AVP values defined in Diameter BASE IETF RFC 6733 [6] and 3GPP TS 29.212 [3] are applicable. Also the following specific S9 Experimental-Result-Codes values are defined:

DIAMETER_ERROR_SUBSESSION (5470)

This error shall be used when one or more S9 subsessions within the answer contains an unsuccessful Result-Code or Experimental-Result-Code value.  The Result Code specific to the request related to the subsession is specified within the corresponding Subsession-Decision-Info or Subsession-Enforcement-Info AVP.
DIAMETER_ERROR_ONGOING_SESSION_ESTABLISHMENT (5471)
This error shall be used within the TEA command by the V-PCRF when the V-PCRF receives a TER command from the H-PCRF to trigger an S9 session establishment for the EPC-routed traffic while the S9 session is being established for the NSWO traffic by the V-PCRF initiated by the BPCF.
5.6.4
Transient Failures

Errors that fall within the transient failures category are used to inform a peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future.

The Result-Code AVP values defined in Diameter Base IETF RFC 6733 [6] and 3GPP TS 29.212 [3] are applicable.

Additional handling for the following Experimental-Result-Code defined in 3GPP TS 29.212 [3] is specified:
DIAMETER_PENDING_TRANSACTION (4144)


This error shall be used when a PCRF that supports the PendingTransaction feature receives an incoming request on a session while it has an ongoing transaction on the same session and cannot handle the request as described in clause 8.2 of 3GPP TS 29.213 [4]. If the error is specific to a subset of the S9 subsessions, this Experimental-Result-Code shall be included within the corresponding Subsession-Decision-Info or Subsession-Enforcement-Info AVP. In this case, the DIAMETER_ERROR_SUBSESSION Experimental-Result-Code shall be included at the command level. Otherwise, if this error is applicable to the session level, this Experimental-Result-Code shall be included at the command level.
*** 7th Change ***

A.3.1
S9a Reference Point

The S9a reference point is located between the PCRF in the PLMN and BPCF in the Fixed Broadband Access Network (BPCF) for the non-roaming case and between the the PCRF in the VPLMN (V-PCRF) and the BPCF in the Fixed Broadband Access Network (BPCF) for the roaming case. The S9a reference point enables transfer of dynamic QoS control policies from the (V-)PCRF to the BPCF for the purpose of allocation of QoS resources in the Fixed Broadband Access Network.
Two Diameter applications are used over the S9a reference point: S9a and S9a*. The purpose of the S9a Diameter application is to transfer QoS rules from the (V-)PCRF to the BPCF in the EPC-Routed scenario. The purpose of the S9a* Diameter application is to transfer PCC rules from the (V-)PCRF to the BPCF in the NSWO scenario.
Refer to Annex G of 3GPP TS 29.213 [4] for Diameter overload control procedures over the S9a interface.

Refer to Annex J of 3GPP TS 29.213 [4] for Diameter message priority mechanism procedures over the S9a interface. 
Refer to Annex Y of 3GPP TS 29.213 [4] for Diameter base protocol specification update over the S9a interface.
*** 8th Change ***

A.7.2
Initialization, maintenance and termination of connection and session
The initialization and maintenance of the connection between each BPCF/(V-)PCRF pair is defined by the underlying protocol. Establishment and maintenance of connections between Diameter nodes is described in IETF RFC 6733 [6].

After establishing the transport connection, the BPCF and the (V-)PCRF shall advertise the support of the S9a specific Application by including the value of the application identifier in the Auth-Application-Id AVP and the value of the 3GPP (10415) in the Vendor-Id AVP of the Vendor-Specific-Application-Id AVP contained in the Capabilities‑Exchange-Request and Capabilities-Exchange-Answer commands. The Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands are specified in the Diameter base protocol (IETF RFC 6733 [6]).
The termination of the Diameter S9a session over S9a reference point can be initiated by the (V-)PCRF, as specified in clause A.5.2.1.1.
*** 9th Change ***

A.7.3.1
General

Table A.7.3.1.1 describes the Diameter AVPs defined for the S9a Diameter application over S9a reference point, their AVP Code values, types, possible flag values, whether or not the AVP may be encrypted, what access types (e.g. 3GPP-GPRS, etc.) the AVP is applicable to, the applicability of the AVPs to charging control, policy control or both, and which supported features the AVP is applicable to. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).

Table A.7.3.1.1: S9a specific Diameter AVPs

	
	
	
	
	AVP Flag rules (NOTE 1)
	
	
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (NOTE 2)
	Must
	May
	Should not
	Must not
	May Encr.
	Acc. type

(NOTE 3)
	Applicability 

	PCRF-Address
	2207
	A.7.3.1.1
	DiameterIdentity
	V,M
	P
	
	
	Y
	
	PC

EPC-routed

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [6].
NOTE 2:
The value types are defined in IETF RFC 6733 [6].
NOTE 3:  S9a protocol applies only when the UE is making use of a fixed broadband access network.


*** 10th Change ***

A.7.5
S9a specific Experimental-Result-Code AVP values

A.7.5.1
General
IETF RFC 6733 [6] specifies the Experimental-Result AVP containing Vendor-ID AVP and Experimental-Result-Code AVP. The Experimental-Result-Code AVP (AVP Code 298) is of type Unsigned32 and contains a vendor-assigned value representing the result of processing a request. The Vendor-ID AVP shall be set to 3GPP (10415).
A.7.5.2
Success
Result Codes that fall within the Success category are used to inform a peer that a request has been successfully completed.

The Result-Code AVP values defined in Diameter base protocol, IETF RFC 6733 [6], shall be applied.
A.7.5.3
Permanent Failures
Errors that fall within the Permanent Failures category shall be used to inform the peer that the request failed, and should not be attempted again.

The Result-Code AVP values defined in Diameter base protocol, IETF RFC 6733 [6], and 3GPP TS 29.212 [3] are applicable.
A.7.5.4
Transient Failures
Errors that fall within the transient failures category are used to inform a peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future.

No transient failure is identified in this release.
*** 11th Change ***

A.7.6.1
S9a Application
S9a Messages are carried within the Diameter Application(s) described in clause A.7.1.

Existing Diameter command codes from the Diameter base protocol, IETF RFC 6733 [6], and the Diameter Credit Control Application, IETF RFC 4006 [19], are used with the S9a specific AVPs specified in clause A.7.3. The Diameter Credit Control Application AVPs and AVPs from other Diameter applications that are re-used are defined in clause A.7.4. Due to the definition of these commands there is no possibility to skip the Auth-Application-Id AVP and use the Vendor-Specific-Application-Id AVP instead. Therefore the S9a application identifier shall be included in the Auth-Application-Id AVP.

NOTE:
Some of the AVPs included in the messages formats below are in bold to highlight that these AVPs are used by this specific protocol and do not belong to the original message definition in the DCC Application, IETF RFC 4006 [19], or Diameter base protocol, IETF RFC 6733 [6].
*** 12th Change ***

A.8.2
Initialization, maintenance and termination of connection and session
The initialization and maintenance of the connection between each BPCF/(V-)PCRF pair is defined by the underlying protocol. Establishment and maintenance of connections between Diameter nodes is described in IETF RFC 6733 [6].

After establishing the transport connection, the BPCF and the (V-)PCRF shall advertise the support of the S9a* specific Application by including the value of the application identifier in the Auth-Application-Id AVP and the value of the 3GPP (10415) in the Vendor-Id AVP of the Vendor-Specific-Application-Id AVP contained in the Capabilities‑Exchange-Request and Capabilities-Exchange-Answer commands. The Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands are specified in the Diameter base protocol (IETF RFC 6733 [6]).

The termination of the Diameter S9a* session over S9a reference point may be initiated by the BPCF and PCRF, as specified in subclauses A.5.2.2.1 and A.5.2.2.2.
*** 13th Change ***

A.8.3.1
General

Table A.8.3.1.1 describes the Diameter AVPs defined for the S9a* Diameter application over S9a reference point, their AVP Code values, types, possible flag values, whether or not the AVP may be encrypted, what access types (e.g. 3GPP-GPRS, etc.) the AVP is applicable to, the applicability of the AVPs to charging control, policy control or both, and which supported features the AVP is applicable to. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).

Table A.8.3.1.1: S9a* specific Diameter AVPs

	
	
	
	
	AVP Flag rules (NOTE 1)
	
	
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (NOTE 2)
	Must
	May
	Should not
	Must not
	May Encr.
	Acc. type

(NOTE 3)
	Applicability 

	UE-Local-IPv6-Prefix
	2205
	A.8.3.1
	Octetstring
	V,M
	P
	
	
	Y
	
	PC

NSWO

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [6].
NOTE 2:
The value types are defined in IETF RFC 6733 [6].
NOTE 3:  S9a* protocol applies only when the UE is making use of a fixed broadband access network.


*** 14th Change ***

A.8.5
S9a* specific Experimental-Result-Code AVP values

A.8.5.1
General
IETF RFC 6733 [6] specifies the Experimental-Result AVP containing Vendor-ID AVP and Experimental-Result-Code AVP. The Experimental-Result-Code AVP (AVP Code 298) is of type Unsigned32 and contains a vendor-assigned value representing the result of processing a request. The Vendor-ID AVP shall be set to 3GPP (10415).
A.8.5.2
Success
Result Codes that fall within the Success category are used to inform a peer that a request has been successfully completed.

The Result-Code AVP values defined in Diameter base protocol, IETF RFC 6733 [6], shall be applied.
A.8.5.3
Permanent Failures
Errors that fall within the Permanent Failures category shall be used to inform the peer that the request failed, and should not be attempted again.

The Result-Code AVP values defined in Diameter base protocol, IETF RFC 6733 [6], and 3GPP TS 29.212 [3] are applicable.
A.8.5.4
Transient Failures
Errors that fall within the transient failures category are used to inform a peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future.

No transient failure is identified in this release.

*** 15th Change ***

A.8.6.1
S9a* Application
S9a* Messages are carried within the Diameter Application(s) described in clause A.8.1.

Existing Diameter command codes from the Diameter base protocol, IETF RFC 6733 [6], and the Diameter Credit Control Application, IETF RFC 4006 [19], are used with the S9a* specific AVPs specified in clause A.8.3. The Diameter Credit Control Application AVPs and AVPs from other Diameter applications that are re-used are defined in clause A.8.4. Due to the definition of these commands there is no possibility to skip the Auth-Application-Id AVP and use the Vendor-Specific-Application-Id AVP instead. Therefore the S9a* application identifier shall be included in the Auth-Application-Id AVP.

NOTE:
Some of the AVPs included in the messages formats below are in bold to highlight that these AVPs are used by this specific protocol and do not belong to the original message definition in the DCC Application, IETF RFC 4006 [19], or Diameter base protocol, IETF RFC 6733 [5].
*** End of Changes ***

