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	Reason for change:
	The CR C3-130800 introduced the race conditions handling for Gx based applications on Gx, Gxx, Sd and S9 interfaces. The Sy interface is also vulnerable when such race conditions occur.

	
	

	Summary of change:
	The following two cases are specified for the race conditions:
· The OCS should not send another SNR until the previous one has been acknowledged.

· When the PCRF receives an SNR command when waiting for an SLA command, the colliding information in the SNR takes precedence.
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	Race conditions in Gx-based apps can cause mismatches in session state resulting in potentially outdated rules and other mismatches that can have QoS and charging impacts
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	Other comments:
	


1st change

4.5.2.2
The behaviour of the OCS

When the status of a specific policy counter changes or when pending statuses associated with the policy counter are added, removed or changed, the OCS shall determine the Sy sessions impacted by the change (i.e. those Sy sessions that have subscribed to status change notifications for the changed policy counter) and send a Spending Limit Report request including the current policy counter status, and if applicable pending policy counter statuses with the activation times to the PCRF associated with each affected Sy session. The OCS should not send a new SN-Request command to the PCRF until the previous SN-Request has been acknowledged for the same Sy session.
If several policy counters change status at the same time, the OCS may group the status change notifications into a single Spending Limit Report request to the PCRF by sending multiple Policy-Counter-Status-Report AVPs in the request.

2nd  change

4.5.2.3
Detailed behaviour of the PCRF
The PCRF shall acknowledge the request by sending a response with a Result-Code AVP set to DIAMETER_SUCCESS and use the status of the received policy counter(s) as input to its policy decision to apply operator defined actions, e.g. downgrade the QoS.

The PCRF shall ignore an unknown policy counter status report for all unknown policy counter identifiers in an SLA or in an SNR from the OCS.
If the PCRF receives an SNR command when waiting for an SLA command, the PCRF shall use the policy counter information in the SNR command which collides with the delayed SLA command.
If the PCRF receives a Policy-Counter-Status-Report with one or more Pending-Policy-Counter-Information AVPs, then at the time defined by the Pending-Policy-Counter-Change-Time AVP, the pending Policy-Counter-Status shall autonomously become the current status of a policy counter. Subsequently provided information for pending statuses of a policy counter shall overwrite the previously received information. If the pending policy counter statuses are applicable to a policy counter identifier but the Pending-Policy-Counter-Information AVPs are omitted in the new policy counter status report, the PCRF shall remove all the pending policy counter statuses.
End of changes
