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Abstract of the contribution:

This document aims to analyses the SA3 replies in the incoming Reply LS (S3-151480) to C3-150424 on Enable MB2 authorization, and draws some conclusions on impacts on TS 29.468, which are implement in proposed CR. 
Requirements 
Related quotations from the incoming LS:

Since authorization of the GCS AS is based on an application layer identity, e.g. the Origin Host AVP, a cross-layer identity check (this is called domain authorization check in TS 29.368) needs to be performed by the BM-SC or the DRA at the edge of the receiving security domain. Two cases can be identified:

1) If the mutual authentication is performed directly by the BM-SC and GCS AS, the BM-SC checks the authenticated transport level identity of the GCS AS  against a local list of application layer identities of GCS ASs that are authorized to perform operations on a given TMGI or Bearer.

2) If the mutual authentication is not performed directly by the BM-SC and GCS AS, but it is performed by an agent (e.g. DIAMETER agent) in the security domain, in which the BM-SC resides, and an agent (e.g. DIAMETER agent) in the security domain, in which the GCS AS resides, then the BM-SC or the agent in the BM-SC security domain performs the authorization similarly as above according to the rules specified in clause 6.3.2 of TS 29.368 for Tsp interface. 

The existing Diameter Base Origin-Host AVP that is included in every Diameter message already provides an identification of the originator of the message, e.g. the GCS AS, on Diameter level. Thus, for this to work it needs to be assumed that any Diameter Routing Agent (DRA) in the respective security domains does not alter the information in the Diameter Base Origin-Host AVP if the latter is used for authorization. If any other, existing or new, AVP should be used for authorization of the GCS AS then this AVP should not be changed either.
However, it was brought to the attention of SA3 that DRAs could be used in proxy mode, and they may indeed alter the information in Diameter Base Origin-Host AVPs, e.g. in order to do topology hiding. In this case, a different (possibly new) Diameter AVP to identify the GCS AS could be useful, especially in cases where more than one GCS AS would reside in the same security domain behind one DRA

A. Requirements for BM-SC

A.1. If it is not behind a DRA, the BM-SC needs to perform cross-layer identity check (or domain authorization check) of transport level identity of the GCS AS.
A.2. If it is behind a DRA, the BM-SC needs to check identity information within a Diameter AVP (as verified by the DRA)

B. Summary of Requirements for DRA in the BM-SC domain edge:
B.1. The DRA needs to perform cross-layer identity check (or domain authorization check) of transport level identity of the GCS AS (or edge DRA of the AS) against an AVP identifying the AS. 
(It is not entirely clear if a weaker version of requirement B.1 to only check the transport source of incoming messages, without verifying the Diameter-Level identity in the AVP, can also be deemed sufficient)

B.2. The DRA needs to pass AVP identifying the AS transparently (assuming that the cross- layer check succeeded).
C. Requirements for DRA in the AS domain edge:

Assuming that an identity of AS domain is not sufficient for authorization checking (which is debatable):

C.1 The DRA at the AS domain shall not hide the identity of the AS encoded in a Diameter AVP.

Discussion of Potential Solutions for AS Identity in Diameter:

Proposal 1: Use Origin-Host AVP

Advantages:

a. Reuse of GSMA functionality:
While it is clear that not all existing DRAs will perform cross-layer identity checking according to requirement B.1, there are procedures in GSMA documents for DRAs to perform such cross layer identity checking based on the Origin-Host AVP: DRAs of an IPX perform such functionality; compare with GSMA IR.88 Rel.12 Clause 6.5.1.4.
b. Reuse of general Diameter functionality at BM-SC for checking Origin-Host AVP (requirement A.2)
c. Detection of miss-operating DRAs that do not comply with requirements B.1 and C.1
Proposal 1: Use other AVP

Advantages:

a. Less likely that DRAs modify other AVP for topology hiding, thus easier implementation of requirements B.2 and C.1.

Conclusions

1. For the encoding of the AS identity, proposal 1 (Origin-Host AVP) appears preferable.

2. DRA and BM-SC procedures according to requirements above need to be documented.
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