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*** 1st Change ***

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA
Authentication, Authorization, Accounting
AF
Application Function
API
Application Programming Interface
BBERF
Bearer Binding and Event Reporting Function

DRA
Diameter Routing Agent
HTTP
Hypertext Transfer Protocol
HTTPS
Hypertext Transfer Protocol Secure
IP‑CAN
IP Connectivity Access Network
JSON
JavaScript Object Notation
OFCS
Offline Charging System

OCS
Online Charging System
PC                        Protocol Converter
PCC
Policy and Charging Control

PCEF
Policy and Charging Enforcement Function

PCRF
Policy and Charging Rules Function
PDN
Packet Data Network

PLMN
Public Land Mobile Network

QoS
Quality of Service

REST
Representational State Transfer
SOAP                  Simple Object Access Protocol
SPR
Subscription Profile Repository

UDR
User Data Repository
UE
User Equipment
XML
Extensible Markup Language
*** 2nd Change ***
9
Security
To guarantee the security of the communication over XML based Rx, the following security issues should be considered:

1. Client and Server authentication and authorization: The identity of the 3rd party AF and the protocol converter (or PCRF web server) shall be authenticated. Only a legal and authorized AF can access to the protocol converter (or PCRF web server). 

2. Confidentiality: The connection between protocol converter (or PCRF web server) and the AF should be private. The sensitive data transmission via XML based Rx interface should be confidentiality protected.
3. Integrity: The connection between protocol converter (or PCRF web server) and the AF should provide each message with integrity check. 
4. Adaptability: Support of the best known security methods of the day.
HTTP is used within the REST concept and may be used as a transport solution for SOAP. The most popular secure form of HTTP is HTTPS. Thus HTTP may optionally be layered over a security layer.
NOTE 1:
3GPP SA3 is responsible for the definition of security issues.
*** 3rd Change ***
11.4
Recommendation for an XML based access of AF to the PCRF

It is recommended to use the following elements to provide an equivalent to the Diameter based Rx interface: 

· Protocol converter architecture: (1) Protocol converter located in the PCRF realm; (2) Protocol converter located in the PLMN but outside of the PCRF realm.
· REST as transport solution on application level
· HTTP optionally layered over a security layer (HTTPS)
· Two TCP connections solution for bidirectional transport

Editor’s Note:
The final decision concerning to the language (XML, JSON) has to be added.

Editor’s Note:
In relation to the architecture it has to be investigated whether the protocol converter architecture should be complemented by a limited deployment architecture (e.g. one PCRF web server architecture in a diameter realm).
These elements will enable a 3rd party web application developer to use the Rx functionality.
*** End of Changes ***
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